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[P & P 4 kIPRET
Vlan VID | #8E% Fi&
Mgt 1 10.226.76.254 e
Wan 2 163.20.203.89/29 oL ELGHEER
Lan 3 163.20.172.254/24 1T
dsa_wan |8 10.253.76.254/24 DSA-WAN IP (10.253.76.1)
Intra-1 10 10.231.76.254/24 ER N EES
Intra-2 20 10.241.76.254/24 HEBHE
Voice 25 10.243.76.0/24 VoIP
Wilan 30 10.251.76.254/24 ISR (IPFZDSA-3600fFER)
WPA?2 35 10.245.76.0/24 mIEWAP2 A
MAC 36 10.247.76.0/24 miEMobile
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¢ :DGS-3100 IPfe

> 10.226.x.101-110
or
> 10.227.x.101-110
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% $:DAP-2590 IPp %

> 10.226.x.201-205
or
> 10.227.x.201-205
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¢ #:DSA-3600 IPp: %

> WAN IP 10.254.x.1
or
> WAN IP 10.253.x.1

> LAN IP 10.252.x.254
or
LAN IP 10.251.x.254

D-Link

Building Networks for People



N www - PoE Switch
LAN port L Voice vian (vid 25)
I

.a:-“
§EEt
PC port

Intra-2 vian (vid 20) —— Voice vlan

- Tntra-2 vlan

DPH-150SE LAN porthflEFh EaE M HvlanpuifiEl = PoE Switch
DPH-150SE PC portf FVPC

D-Link

Building Networks for People




- N R
= N " TTITTIT] PoE Switch
Siner - \\\ L. L.LJL L) oE S tc

TPC-WPA2
TPC —— TPC (vid30)
_ ——  TPC-WPA2(vid35)
( / “\, N ‘
(@ ») TPC-Mobile(vid36)
TPC-Mobile '

— Mgmt (vidl)

B’F"[DAP 2590?@4’jj - &' SSID,
TPCH{Hweb ﬁﬁu
TPC-WPA2 4511 WPA g’i%*

TPC-Mobilef{ =g Lo 'MA ?’:?ﬁ* B

D-Link

Building Networks for People




s RAPILIE 18 4 3

DGS-3627
D-Link iU Jddddaudadd 4 3daddadau dieeulal a3
ool MO N g A
DES-3627 Consale 2 & % & W 12 Woe 1@ 2 on» 24

---------------------------

20 3 22 2 W
e T T T T T T TT
[ L]

weww veww PoE Switch

TPC-WPA2
TPC
TPC-Mobile -

SSID TPC?J%‘E@DSA 3600%1@}4;3&_.#%@
SSID TPC-WAP2J[[Z3EDAP-259 0% i Hi i = A1 15 vy
SSID TCP-MobilefiZ;#DGS- 3627@.&fﬁ+a3ﬁ1_.—f%ﬂ

D-Link

Building Networks for People



D-Link DGS-3627 L3% & =
&k EX:
o 1 E3RI0GH = 45 ~ F R A
o ¥ A %|Pv6 PIMVGIEFE i d # iy
>,1»\§\‘.¢ LR R
o B IPVANGEE ] B L T b R RTE e DGS-3627
> & AR TR T B~
e IPv6 QoS2 ACL ¥4
o 328021~ # T H5t 2 MACH 1t 20

o 3% £IPv6 Tunneling# i: i 16| Pv6 Ready
Logo Phase-2:0.3% » = > £ #£IPV6% 5

e Endpoint Security% 2 #%]

Building Networks for Peop'e




D-Link T kh3#p

HERFY

D-Link

Building Networks for People



7 R

<3 D-Link | Technical Support | Downloads - Microsoft Internet Explorer 2 D-Link
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Type

Firmwiare

Procedure

Firmwiare

Manual

Firrmwiare

Firmwveare

Manual

D-Link

FETEE Select,, s | Select., | Gox

W3.00B57 /2007-07-25

W3.308297 2007-05-16

Management Application v3.00B829 1 2006-12-26

¥3.00B29 [ 2006-12-26

Managemeant Application | v2.00B307 2006-04-14

v2.00B30 7 2006-04-14
v2.00B30/2006-04-14

1.00.831 7 2005-12-27

Management Application v1.00B823 1 2005-08-17

Firstreleasew! 05 2005-08-17

Wersion/Date code

Size

4.85MB

115.86 KB

396.27 KB

10.43 MB

25.61 MB

54.47 MB

3.61 MB

418 MB

20.01 MB

.94 MB
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802.1Q vlan
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802.1q vlan 5ok FHRBREH
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IEEE 802.1p/q Frame Tagging

Vlan tagenig i+ d 32bitsie = f'. oA | sa | patal| cre
¢ vidik 3 12bits, Flpt - 5 2 E
viang. % # 424096 Regular frame (or untagged frame)
802.1pty =3 3bits, & ¥ % 4 8f& DA | SA |Tagging | Data| CRC
B
802. p tagged frame

¥ & dbyteseiifd k3t e K ] B
68-1518bytes 8100 Priority |CFI VID

0 15 18 19 31

Priority (1p) has 3 bits, 0-7.
VLAN (1q) has 12 bits, 0-4095
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802.1g/p Untagged Incoming Frame

@ Port 1] [Port2] [Porta . Tagged member
i AT ofVLAN 2

=
CRC | Data | SA | DA }é 802,10 Switch

|FI:-r15|

Before Fort&] [Port 7] [Portl

" Untagoed member
of YLAN 2

- Jé;’i,—d‘@? Port 4:& » {4 ,Wﬁtﬁfﬁi‘ﬁ = vlan2 (£ *+PVID=2),4r % #-d Port 5
e ¢ A tagte ~ 802.10=2, 40 % #-d Port 7:% 41,3t & BiF R A
I 4 ~ 80219 TR
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802.1g/p Untagged Incoming Frame

The untagged
= Tagged member acket is tagged
e [Port 1] |Port2] [Pert3] ofVLAN 2 gs it Ieavesgtﬁe
I 802.10 Switch e[ [crer [0 Tag | SA\| DA switch through
= ' t £ < tagged port
[FortB] [Port7] [Ports] | rrecalculated)
Uniagged rna-mal::-ar/ CRC 8100 | Priority | CFIj| VID=2
of VLAN 2
| 16 bits | 3bits |1 bityl 12 bits |
Data .
After The VID is
_ SA related to PVID
Cubgoing fthe | .
untagged packet | | . Hey of the iIncoming
(unchanged) Priority - User_priority port
. CFl - Canonical format indicator
The untagged packet '5@ VID - VLAN identifier
unchanged asit leavesth

BEASDI2A

untagged port
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802.1g/p Untagged Incoming Frame

Tgedpackdt ] . 3 o VLAN
CRC | Dath | Tag (|5A | Db » E BOZ2.1C Switch E
o Port6] |Pori7] |Port 8
Untagged member
of VLAN 2

> B EE R oA tagF kL, vid=2/802. 1p=05 port 4ix » %] 5 & Yo &8
Avid=2,2 # F Bgﬁjﬁ#»ﬁf“vlaan e 18,7 d Port 5iF 41 B a#fi\%' N ehEt e
;v,% 0 Port 73 1) F] & K 25 untag,tagif ekl BAk BT
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802.1g/p Untagged Incoming Frame

The tagged packet

= remains unchanged
bk [Fori 1] [Foriz] [Ford] Tagged member | MMM 9
= s =
5 802 .10 Switch 5| [ cRe | Data | Teg | 54| DA |::>
& T
[Fort 6] |Port7] | PoriB] / \\_\
Untagged maml:lar/ cRC*| (*Recalculated) 8100 | Pricrity ViD= 2
of WLAN 2
| 16 bite | 3 bite | 1bit| 12 bits |
Dats
Cutgoing After
The tagged packet SA | untagged packst
. ) 99 P ) changad oy
IS sTr'lpped as it DA | tag removed) Priarily - - Liser. priosty
leaves the switch Q\_} CFl - Canonical format indicator
through untagged VID  -VLAN identifier
port
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802.1g/p Tagging Summary

Ingress (incoming frame):
> ek fe3|Untagst &, 2 4% F ¢ & * PVID#RE % 4c » tag e
> 4ok JTFltagit & i A vlanidyr 802.1p i 2 &

Inside the Switch (all frames are tagged)
> B EVLANE & 1 Portié #i% T & fr ey

> FEEPrioritylf ¥R F iR A E S KT

Egress (outgoing frame):

—

> Untagged egress port: #% K,ért tagty = 7 AL
> Tagged Egressport: 7 iz % iz wtag 4L, 8 F #-h kenFE I 7 - B
2
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Vlan porti# * ki R

> Untag Port:i@%iﬁé‘ifﬁ}%ffﬁjv[ch,ServenIPcam%ﬁ“
» Tag Port:i@}%%{g%’%‘}vlan tagpuSwitch
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802.1Q vlan & L3 LAB

T
S iSiw[Fmarmas

L2 L
W L 3 command

L2 command config vlan default delete 1-26
createvlan net4 tag 4

config vlan default delete 1-26 createvlan net5tag 5

create vlan net4 tag 4 config vlan net4 add untagged 2-8

createvlan net5tag 5 config vlan net5 add untagged 9-16

config vlan net4 add untagged 2-8 config vlan net4 add tagged 1

config vlan net5 add untagged 9-16 config vlan net5 add tagged 1

config vlan net4 add tagged 1 createipif net4 192.168.4.254/24 net4

config vlan net5 add tagged 1 createipif net5 192.168.5.254/24 net5

save save

o ®
D-Link
Building Networks for People




IP Routing

HERFY
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IP Routing

Network

Destination Gateway Interface Metric
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L3 Routing LAB

L3_B command

config vlan default delete 1-26

create vian net4 tag 4

create vian net6 tag 6

config vlan net4 add untagged 9-16
config vlan net6 add untagged 1-8
create ipif net4 192.168.4.253/24 net4
create ipif net6 192.168.6.254/24 net6
create iproute default 192.168.4.254 1
save

L3_A command

config vian default delete 1-26

create vilan net4 tag 4

create vlan net5 tag 5

config vlan net4 add untagged 1-8

config vlan net5 add untagged 9-16

create ipif net4 192.168.4.254/24 net4

create ipif net5 192.168.5.254/24 net5

create iproute 192.168.6.0/24 192.168.4.253 1

create iproute default 192.168.5.253
save
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IPv6
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» 32 bits->128 bits
%871 | 5L#-128bitss = 8FL,F £ 16bits

> A& AN

FEDC:BA98:7654:3210:FEDC:BA98:7654:3210
1080:0:0:0:8:800:200C:41/7A

1080::8:800:200C:417A
FFO1::101

0:0:0:0:0:0:13.1.68.3
0:0:0:0:0:FFFF:129.144.52.38

D-Link

Building Networks for People




IPv6 Auto-configuration

% 4B L % IPV6s i eh2 4% B $s IPV6 Auto confige iy 14,2 3 B ¢ 2 pE
%12 IPV6% 73,4 2 IPv6iclients 17 # L 3r64bitstn g AL e F A
MAC addresse? 4p b 4 1= 1 2 4 9 % £ 128bitsshl PV6 =it

’
B

Clientsh 7 § & % % o IPV6E: L7 7
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IPv6 Dualstack topology

163.20.203.89/29
2001:288:0:F:119::23/124

- Mﬂﬁﬁﬁﬁﬁdﬁﬁﬁﬁﬁlﬁ{:@mn 234w |
— ““““““'*““““ﬁm 10.231.76.254/24
2001:288:224E:10:FF

15 20 awazv

el [ T T I T T T I 1 1|
8 L L
ENRNL L.L.L.L)

D

T 10.231.76.1
= 2001:288:224E: XX XX XX XX

Client DHCPZViHIPv4 IP/Mask/GW/DNS
Client auto configZvVi#IPv6 IP/GW
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Client4 4 IPv6

L LAN HE

—R  |BeEE | ERE |
SEIR{ER:
EY IntelF) 225670 M Gigabit Network ©

i MEEARER T FITR R O

>

%= NWLink NetBICS

ELIA Tl TR SR et BT Coinpatible Transpnrthh_
Microzoft TCPAP version A p—

v
3 | &
(=B, | [ ®m=mw | o0
fisik
TCRAP B 6 * T— iR E e
RESEER bR -

MR+ AR 2P RRT T (0D
T EfElEiR R BRI =S B AR e e ds )

[ ®e | @& |
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Client IPv6 address

o RPBITR

Media State . . . . Media disconnected
Description . . . . Bluetooth Perszonal Area Network
Phyzical Address. AA—1E-37-ED-36-5A

Ethernet adapter LAHN:

Connection—specific
Description . . . . Broadcom MetHtreme 57xx Gigabhit Cont

BA—1C-23-54-Co6—D4

Mo

192 .168._8.33

255 _255._.255.8

2001 zaaaaz1:1:8cdb:=8h?1:9333:hAd
2001 :aaaa:1:1:21¢c:23ff:feb4:codd
feBA::21c:23ff :feb4d:chddxil
feBA::219:5bff :fefB:dBix11
fecB:@:B:=Fffff--1x4
fecO:B:-B:-FFFf--2x4
fecO:@B:-B:-FFFFf--3x4

Phyzical Address.
Dhcp Enahled. . .
IP Addre=ss. .
Subnet Mask .

IP Address. .

IP Addressz. .

IPF Address. .
Default Gateway
DNE Servers . .

Tunnel adapter Teredo Tunneling Pseuwdo—Interface:

Connection—specific Suffix

Description . . . Teredo Tunneling Pzeudo—Interface
FPhyzical Address. FF-FF-FF-FF-FF—-FF—-FF—FF

Dhcp Enahled. . . Mo

IF Address. . . . feBA::FFff-fFff-FEFd7
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D-Link u W 43 dd A DA dd A d A el d2 a4 e
EE=m—leeee —e————————
o] WWWWWW‘—WWWWWW |
| DES-3627 Console 2 4 & 8 10 02 14 16 18 20 23 24 Lambol (ombod

ﬁ'Llnk Refresh Interval: ISD Secs vI Apply |

Building Natworks for People

IP Address

W=

L2 Features

VLAN Name ] |defau|t

L3 Features

urity

tanitaring

IPv6 Address Settings

Link-Local Address
Global Unicast Address
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& LZ Features

Add

Total Entries: 10
Current Static VLAN Entries

LLOP _
25 wpal 1:17-1:24, 2:17-2:24 Disakled bdodi

ERFS 36 mac_auth L17-1:.24, 2:17-2:24 Duzabled
MLB Multicast FOB Settine

clincG

1 default 1.17-1:.24, 2:17-2:24 Enabled kdodify | E

2 wan 1:1-1:2, 2:1-2:2 Disabled tAodify | E

Subnet WLARMN . |

. Tr'ur:jirr': 5 lan 1:7-1:14, 1:.17-1:24, 2.77-2:14, 2:.17-2:24 Duzabled Modify | E

1king . |

B8 1GMP Snaaping ] dza_wan 1.3, 253 Dizabled hAodity | P

@8 1MLD Snooping 10 Intra-1 1:15, 1:17-1:24, 2:15, 2:17-2:24 Dizabled hodify | E‘

3] 20 Intra-2 1:16-1:24, 2:16-2:24 Dizabled bodify | E

- 25 voip 1:16-1:24, 2:16-2:24 Disabled Modity | X

S/ Fonvarding & Fierng 30 win 1:4, 117-124, 2:4, 2:17-2:24 Disabled Modiy | X]

2] |

- o |

. b o clify | X
3|
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Elll:: u _t:II_E L."-"H - GVRP Settings

Unit (From To GVRP Ingress Check Acceptable / Apply
Frame Type

|1 =]|Port1 =||Pot1 =||Disabled =||Enabled =|  |AdmitAl =] | M

Subnet WLAM

BE Trunking

= P
@ MLD Snooping Ingress Check Acceptable Frame Type

] Loopback Detection Glob: 1 2 Disabled Enabled A1 Frames

B Spanning Tree 2 2 Dizabled Enabled Al Frames

B Forwarding & Filtering A ] Dizabled Enabled Al Frames

B LLDF 4 a0 Disabled Enabled A1 Frames

B Qind ) 1 Dhisabled Enabled Al Frames

B ERFS & 1 Dhisabled Enabled Al Frames

] MNLB Multicast FOB Setting 7 5 Disabled Enabled A1 Frames

D-Link
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Routing Table

Add

IPvd Static/Default Route Settings

0.0.0.0 0.0.0.0 163 20 208 182 Default  Prmary  Mone  Active i
10,252,250 2552552550 10254251 1 Static Primary Mone  Active &5
Total Entries: 2
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Device Status

D Jintornal Pover [Ertorna Pover ot Fon [ogheFon[Back Fn_ [oPUTar
1 Fal OE OE o OE

Active
2 Active Fail E O e ioE
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Stacking Information

User Set MAC Address PROM Version HI"W Version

1 User DGE-2627  Exst 10 00-21-91-A2-AB-00 1.10-B0% 2.52 B44 A1
2 User DGE-2627  Exst 1 00-21-91-A3-6F-00 1.10-B0% 2.52 B44 A1
3 s ot East o

4 L ot Emst Mo

3 s Mot Esist Mo

& L Mot Esiat Mo

7 s Mot Esist Mo

) s ot Emst o

9 s Mot Esst o

10 s ot Emist o

11 s ot Emist o

12 I ot Esmist o

Topology - Duplex Chain

Wiy Box 1D g

Ilaster 1D 2

Baclkup Master : 1

Box Count 2

D-Link
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Stacking Device
Module Information
DRAM & Flash Utilization

Fort Utilization

e win

Fackets
Errors Five Mins
Facket Size

Browse Router Port
Browse MLD Router Port
VLAM Status

VLAM Status Port

Port Access Control

MAC Address Table
IGMP Snooping Group
MLD Snooping Group

Trace Route

3
3
3
3
3
i
B
3
3
3
3
3
e
3
3
3
i
3

IGMP Snooping Forwardi

Time Interval 15 W Fecord Mumber 200 W Apply

D-Link
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Portiz * =

Module Information ﬁpp IF

DRAM & Flash Utilization 1 v|[Portl v [ Apsly |
CPU Litilization

Fort Utilization

FPackets
Errors
Packet Size L
Browse Router Port
Browse MLD Router Port
WVLAM Status

WLAM Status Port

Port Access Control

MAC Address Table
IGMP Snooping Group
MLD Snooping Group
Trace Route

IGMP Snooping Forwardi

D-Link
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Switch History Logs

sequence |Time Level Log Text

/MR 28771 2010-05-10, 20:52:00  IMEFO(E)  Successful login through Web (TTsername: admin)
PIM Manitar 28770 2010-05-10, 20:51:57  "WAEIM(4) Logimn failed through Web (TTzername: admin)
OSPF Manitor 28769 2010-02-10, 20:07:35  INFO{6)  Web session tuned out (Usernatme: user)

28768 2010-05-10, 195041 INFO{&)  Successfiul login through Web (Tzername: user)
Pl 28767 2010-05-10, 191221 INFO{6)  Web session timed out (Tsernatme: user)

28766 2010-02-10, 190211 INFO{&)  Successtul logm through Web (Tsermname: user)

n Tahle 28765 2010-05-10, 19:00:53  INFO(6) Web session timed out (Username: user)

LB 2SS B 28764 2010-05-10, 184358  INFO(6)  Successful login through Web (Username: user)
28763 2010-05-10, 184355 INFO{6) Logout through Webk (Usernatme: adrm)
2HTH2 2010-05-10, 184507 IMFOE)  Successfil login through Web (Teername: admin)
28761 2010-05-10, 1840:2% INFO{&)  Logout through Telnet (Usemame: admun, TP 20327215357

28760 2010-05-10, 183620  INFO(6) S;;E;ZSEG% through Tetnet (Usemame: admin, IP-

28759 2010-02-10, 14:30:34  INFO{&)  Telnet session timed out (Username: admun, IP: 20572 153,27

28758 2010-05-10,14:1430 INFoO(g) - oocessiillogn through Telet (Username: adun, IF:

D-Link

Building Networks for People




MLD Snooping Fonnwardin

rding Table
Fouting Table
IF Multicast Forw:
IF Multicast Interf:
0 IGMP Group Tahl
DVMRP Monitor
PIM monitar

Monitar

ARF Tahble

ARP Table

System
System
System
System
System
System
System
System
System
=ystem
lan
lan
lan
lan
lan
lan
lan
lan
lan
lan

ARP Table

10227290
1022729102
1022729103
10227 29104
10227 29105
10227 29106
1022729107
10227 29108
10227 29254
10227 29255
16320500
163.2050.19
163205020
163.20.5024
163.205038
163.20.5050
163.20.5057
163 205058
163.205059
163.2050.71

FF-FF-FF-FF-FF-FF
00-26-5A-C0-73-40
00-26-5A-C0-72-5F
00-26-5A-C0-74-21
00-26-5A-C0-70-CF
00-26-5A-C0-72-14
00-26-5A-E2-6C-00
00-26-5A-C0-72-91
00-21-91-A3-6F-00
FF-FF-FF-FF-FF-FF
FF-FF-FF-FF-FF-FF
00-15-58-39-D3-E3
00-15-58-39-CF-7E
00-00-48-0E-15-7E
00-0E-0C-61-3F-A2
00-15-58-39-D2-85
00-00-48-0E-78-A3
00-00-48-0E-B0-5F
00-00-48-3F-68-1F
00-CO-AS-FF-B8-E6

LocallBroadcast

Cynamic
Cynamic
Dynamic
Cynamic
Cynamic
Cynamic
Cynamic
Local

LocallBroadcast
LocaliBroadcast

Cynamic
Dynamic
Cynamic
Cynamic
Cynamic
Dynamic
Cynamic
Cynamic
Cynamic

Mext |
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Beiexkpmp-L2 POER#E

DGS-3100-24P/48P L2 POE % # &
>REBHF LI
o BLP MM
PRL S A R s s
o 3 #|Pv6 MLD Snooping - Q0S% ACL{#+4] DGS-3100-24P/a8P
PRERTL 2RISR
° FRIFRTBIAPRITEE ARAY o097

A

> & R
o #EWINOCE 24 it ¥ p & B fr s M B
POE& s fL3» 5 POERBEHE» M &4 7

o ®

r 4
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9¥ R @8 D-Link DGS-3100-24F

— ]H_ dnikc luu\_ god w ek
£ Power =
Building Networks for People © Console

ORPS o
OFanEr  © FE
Das-3100-24P

4 W

2
& ---" L]

Te

= DGE-3100-24P Device Information O 4

[ Configuration

Device Information

Device Type DGS-3100-24F 5T

Systermn Contact

Systern Mame maes-L2-2 MAC Address 00-26-5a-c0-73-40
Systermn Location IP Address 10.227.29.102
Firtmwware Wersion 3.00.43 Subnet Mask 255.295.255.0
Hardware Yersion al Default Gateway 10227 29254
Serial Murnher FIE219C000083unit 1) Login Timeout {minutes) 10

System Time 10/0572010

Systern Up Time 108 days 10 hours 5 mins 20 seconds

Boot version 1.0.1.04

Device Status and Quick Configurations

Time Source SMNTP szetting Jumbo Frame Disabled zetting
80210 Spanning Tree Enahled sefting BFDLU Forwarding Disahbled setting
DHCP Client Disabled setting IGMP Snooping Disahbled setting
Safeguard Engine Enabled getting MLD Snooping Disabled setting
SMMP Trap Enabled szetting Broadcast Starm Contraol Disabled setting
SS5L Disabled setting 802.1x Status Disabled zetting
Asyrmimetric WLAR Disabled setting GVRP Setting Disahbled setting
WLAR Trunking Disabled setting S55H Disabled setting
Trinet Settinn Fnahler seftinn Fart Mirrarinn MNisahled seffinn

D-Link
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WA List | AddfEdit LA

Forbidden wWLAR
Forts

ntag “YLAM Ports Tag vLAMN Ports

1 default 1-24, 25 223 224 T1-Ta2 Edit  [loelete vin]
5 lan 112 1:24 Edit | Delete viD|
10 intra-1 1:24 Edit | Delete viD|
20 Intra-2 1:1-111,1:13-1:23, 2.1-2:4, 2.6-2.22 124 Edit | Delete vin|
25 voip 1:1-1:24, 2:1-2:24 Edit | Delete viD|
30 wlan 1:24, 2:5, 2:23, 2:24 Edit | Delete vID|
35  wpa? 1:24 75 223 274 Edit | Delete win|
36 mac_auth 1:24, 2:5, 2123, 2:24 Edit | Delete viD|

Eaclk I fext I
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Spanning Tree Protocol

HERFY

D-Link

Building Networks for People



Spanning Tree Protocol

= @& & * Spanning Tree Protocol
o [+ 1k Loop#tid = e f o Frk
s ML ¥ IR H BLA ik

Protocol Versions
* |EEE 802.1D Spanning Tree Protocol (STP)
* |EEE 802.1w Rapid Spanning Tree Protocol (RSTP)
* |EEE 802.1s Multiple Spanning Tree Protocol (MSTP)

D-Link
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Example 1 Example 2
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Spanning Tree Protocol # :#4& 1+ 4145 Loopk 3. pr cHPort

Without STF With STP
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Spanning Tree Protocol § 4EL i 4% e %, § T 7 i 41 2 »pF A 3140 on
Portit- § fat $H4 B~ 1% & il 51,

BN

;\:
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STP & RSTP:

g dik
STP 802.1d : 30 Sec. Blocking > | Listening > | Learning » |Forwarding >
RSTP 802.1w : 2-3 Sec.
Discarding » | Learning > |Forwarding »

X ERER R
STP 802.1d : 7 hops
RSTP 802.1w : 18 hops

*E s ERRFAES02.1d & 802. 1wk {iEHF,802. 1waIER K% A T HHE#L802.1d.

A(TW) B(1W) A(TW) B(1W)

e i e i

D-Link

RSTP BPDU
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P Bridge Global Settings

STP Global Setting

STP Status ' Enabled ¢ Disabled
STP “ersion |rRsTP =1
Forwarding BPDL | Disabled = |
Loopback Detection |Enat:u|ed ;'

Bridge Priority (0 - 61440

Bridoge Max Age (6 - 40) Sec

Bridge Hello Time (1 - 10) sec

Bridoe Foreward Delay (4 - 200 Sec

Max Hops 1 - 203 times

LBD Recovery Time (30 - S6400) B0 |sec
Note:Loophack detection is enabled when STF is enabled.

D-Link
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STP Porti i

W onmg Inrormation 3

Unit Fort

| 02 = o [ Find |

Edit MSTI Port Setting

Internal Path Cost |:|
Priarity I "I

Designated Bridge Internal Fath Cost Priority Status

1 WIS 2000000 128 Disabled Designated Edit |

2 RIS 2000000 128 Disabled Cesignated Edit |

3 [i 2000000 128 Disabled Designated Edit

4 WIS 2000000 128 Disabled Designated Edit

g RIS 2000000 128 Disabled Cesignated Edit |

G [i 2000000 128 Disabled Designated Edit

7 WIS 2000000 128 Disabled Designated Edit =

g RIS 2000000 128 Disabled Cesignated Edit |

q [i 2000000 128 Disabled Designated Edit

10 WIS 2000000 128 Disabled Designated Edit _|
e L SR L - L o 1=
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~'0 ~'0 eling .
Unit Fromm Fort To Port FoE Enahle Fowver lirmit
| oz = o = o ~| |Enabled -] | £ apply | R

Hote : The max power output of Class 0is 15 4%, Class 1 is 49, Class 2 is 7w, Class 3 is 15 .40

Fort FoE Enahle Fovver lirmit P onierQut Vaoltagedd Current{mA) Classification Statu
2:1 Enahkled 15.4 u] u] u] Class 0 search
22 Enabled 144 a a a Class 0 search
2.3 Enahkled 15.4 u] u] u] Class 0 search
24 Enabled 144 a a a Class 0 search
24 Enahled 148.4 9.2 a0y 181 Class 3 deliveringl
26 Enabled 144 a a a Class 0 search
2.7 Enahkled 15.4 u] u] u] Class 0 search
2.8 Enahbled 15.4 ] ] ] Class 0 search
2:9 Enahkled 15.4 0 0 0 Class 0 search
210 Enabled 15.4 ] ] ] Class 0 search
211 Enahkled 15.4 0 0 0 Class 0 search
212 Enabled 15.4 ] ] ] Class 0 search
213 Enahkled 15.4 0 0 0 Class 0 search
214 Enahkled 15.4 ] ] ] Class 0 search
214 Enabled 144 a a a Class 0 search
216 Enahkled 15.4 u] u] u] Class 0 search
217 Enabled 144 a a a Class 0 search
218 Enahkled 15.4 u] u] u] Class 0 search
214 Enabled 144 a a a Class 0 search
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Init 01 al
Systermn Fower Threshold 3T O |
Disconnect Method Dieny next port ol

Systemnm Power Status

Svysterm Budget Power 70wy
Support Total Power (IR
Remainder Power Ar0wy

The ratio of system power supply 0.00
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W~ 5 M = k=

B3 R) PJ R) = = = o s s a
R o T e RS T R T SR

3

Titme

10-May-2010 21:28:26
10-hMay-2010 21:27:44
10-hMay-2010 21:12:27
10-May-2010 20:59:10
10-hay-2010 20:32:55
10-May-2010 20:32:25
10-May-2010 20:32:24
10-May-2010 20:15:23
10-May-2010 20:14:53
10-May-2010 20:14:51
10-May-2010 20:14:29
10-May-2010 20:14:27
10-May-201016:30:01
10-May-201016:29:55
10-May-201016:29:53
10-May-201016:17:595
10-hay-2010 161725
10-May-2010 16:17:23
10-May-2010 16:10:13
10-May-2010 16:09:44
10-May-2010 16:09:1 4
10-May-2010 16:09:1 2
10-May-2010 16:08:51

AFA bde. . AEA A A AT

Log Description

WAAA- - SONMECT: Mew hitp connection far user admin, source 203.72.153.87 destination 10.227.29.102 ACCERPTED
WasA--DISCORMNKNECT: hitp connection far user admin, source 2023.72.153.87 destination 10.227.29.102 TERMIMNATED
WAAA- - SONMECT: Mew hitp connection far user admin, source 203.72.153.87 destination 10.227.29.102 ACCERPTED

%o LIMK-W-Drosnen: 201

WETPW-PORTSTATUS: 2:1; STP status Forwarding
SoLIrk-1-Up: 2:1

S LIMbk-YW-Diowen: 201

WBETP-W-PORTSTATLIS: 2:1: STP status Forwarding
S LIrk-1-Up: 2:1

S LI b= Y-Dowen: 201

FoLIrdk-1-Up: 2:1

%o LIMk-Y-Drosen: 201

o LIMbk-v-Dowen: 1:16

LIrk-1-Up: 1:16

o LIMbk-v-Dowen: 1:16

WETP-W-PORTESTATUS: 1:14: 8TP status Forwarding
Yo LIMb-1-Up: 1:14

S LIMb-wY-Dovn: 1:1 4

S LIMbk-Y-Diowen: 1022

W%ETP-W-PORTSTATLIS: 1:15: STF status Forwarding
FoLIMk-1-Up: 1:15

HLIMkE-Y-Diown: 1:14

SETPW-PORTSTATUS: 1:22: 5TP status Forwarding

F T T O
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MAC Address Table

Linit a1 - Port 01 - Find |
WLAN Marme [ | Find |
MAC Address [ | Find |

Clear Static Entries I Clear Dynamic Entries I Wiew All Entries I Clear all Entriesl

Total entries on this page: 90.

VLAM Mame nAC Address Linit Fort Type
1 Default 1 1:24 Dwynarmic
1 Crefault 00-26-9A-C0-70-CF 1 1:24 Cwnamic
1 Default 00-26-5A-C0-T2-14 1 1:24 Dyniarmic
1 Crefault 00-26-5A-C0-72-5F 1 1:24 Cwnamic
1 Default 00-26-55-C0-72-91 1 1:24 Dryniarmic
1 Drefault 00-26-5A-C0-T4-21 1 1:24 Cynamic
1 Crefault 00-26-5A-E2-6C-00 1 1:24 Dwnamic
a lan 00-00-48-0E-15-TE 1 1:24 Dwynarmnic
a lan 00-00-42-0E-78-A3 1 1:24 Cwynarmic
a lan 00-00-43-0E-B0O-5F 1 1:24 Dwynarnic
a lan 00-00-48-3F-68-1F 1 1:24 Cwynarmic
a lan 00-00-48-49-A8-66 1 1:24 Dynamic
ol lan O0-00-48-49-A58-58 1 1:12 Dwynarmic
a lan 00-04-E2-94-F9-D 3 1 1:24 Dwynarmic
a lan 00-04-E2-BE-28-40 1 1:24 Dwynarmnic
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¥ * DGS-3600/3100]=25k

Y BREEFT - HRELE » BoFuser level iU A g AR M TR
BRUAL R T Gl 4eCPUR * R Bk i %

D-Link

Building Networks for People



TR

> 2,2 DHCP Server
> Loopar £ X%
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DGS-3627

pointARufE Jgﬁgﬁ,
W8 pc pointBH|fi i 51 ARy
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> Steplirr i A F B~ 7P

|pcofnig /all

> Step2:# * tracert1 £ £33 £ 2P % - B EEIPE p  HA LK
4

tracert —d 168.95.1.1

> Step3:ix ey A= HrEEom eh k5 BEIP B fadic B DOSILE # * ping
<Iip>-t2 AR e R USSR R Y NI RO R
fep FARRE PP AR

Ping <ip> -t
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=1
/"

 DHCP Server—Statusl

\4‘

# DGS-3100™ *32% |} |45 H 4] Switch

g ‘ DHCP Response ﬂBMEﬁDGS'3 1OOIEI€JT_’JFJ:FJ J‘}%’:—A‘? IK_E.?IE?[

H*DHCP Server

H#DHCP Server

D-Link
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2t DHCP Server—Status?2

g L_2 Switch

I DGS-3100 * 5 - Switch, i
PCBf 7 *%?FEDHCP Serverfn=pvIP,
PCAFI Tl T By

PCA @ g ?F# DHCP Server

PCB
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Rk B D1GHME B0
£ 100M it 7 5 & z@ﬁm
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DGS-3100%% %4, £

> EHEPARFNF R FEPCePOrty 7 1 et sy, » g FlPort 1-16% &k 3% PC

> create access profile profile id 1 ip udp src_port_mask ffff

> config access profile profile id 1 add access id 1 ip udp src_port 67
ports 1-16 deny
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> L2 SwitcheaPort& 5o & — 3k ¥ g
4& B %.jié‘ag4uw E.}%L ﬁi‘ﬁfﬂ—r

Portl‘f = i & loop,Switchp Portl# )z +« & 4 ¢ 15,4 1% % Port2-7
@‘ﬂm&ﬁé g A }%PE&&#"/T‘POH &

Port TX/sec RX/sec Util Port TX/sec RX/sec Util

1 O 105041 50 21 0 O 0

2 105039 0 50 22 0 O 0

3 105039 0 50 23 0 O 0

4 105039 0 50 24 0 O 0

O 105038 0 50 2h 0 O 0

6 105038 0 50 26 0 O 0

7 105039 0 50 27 0 O 0

3 O 0 O 28 0 O 0

9 O 0 )
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&SR ai 41 2 DAP-2590
A ] HEg

D-Link

Building Networks for People




802.11 WLAN




(Antenna)

PP RERER
(Wireless NIC) Access Point
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WLAN £+

MBI A RS, MRS RO ERES

> 1B
o TEIEX
o Etih
o RS
> HRES
o E¥MEHZFE (throughput)FHRIE
* HZTiE
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WLANE % 28 & (1)

> IEEE 802.11 (1997)
o FE—{EE%,
o 2 AGHZHFER R AT/ R ESTEE,
o 15{2MbpsHI & FHEE =,

> IEEE 802.11b (1999)
o 2.4GHZz4EE,
o HEHEFAZE11Mbps,
o Wi-FigBaE: IR ZERRIRHE R
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WLANE % 28 E (2)

» IEEE 802.11a (1999)
e S5GHz#gE%,
e 54Mbps,

» IEEE 802.11g (2003)
e 802.11bMZAE,
o 2.4GHzZ4BE%,
e 54Mbps,

Tx Rx

Transmitter Receer
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WLANE % a2 & (3)

> IEEE 802.11n (2006)
e £1802.11a/b/gHaA .
o {HEHFETAE100-300Mbps,
e LIMIMOH T 5 ARMultipath,

. Radio n ‘
DSP

{ Radio pua

padio | R ‘

Radio |ma
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Multipath Problem.

Dominant
Reflector
."" ..'..

-®

Dominant
Reil

Access
Point y

-
. RSE;-.;._;::::::Z'

Mobile
Terminal 2 v
/ _"‘ .‘:
Dominant
Reflector
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ld

Wireless & s »xiy £ 8 1L i1

~

» 802.11g EgiZ# - N\
-SISO (E—XK#H1TX/1RX) 5,
-BELEEEEZE 54Mbps :  MSEENE  pmm mesMEREEE)
-FEFA B &858 % 25Mbps e L s

» 802.11n %ﬁ‘%*ﬁ%& 200Mbps
-MIMO (ZHHRERBAT)
-BfEEEEHEE 300Mbps
-FER B EERE
DIR-615 2TX/2RX : 80Mbps
DIR-635 2TX/3RX : 100Mbps
DIR-655 2TX/3RX : 150Mbps

100Mbps

54Mbps

o
11g MIMO/ 1N 11N 11N
MISO  DIR-615  DIR-835  DIR-655
A EiE AEED-Link Wireless N £E#R48: i

RRUEEBTBEBENTE ERWRE

o ®
D-Link
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B AR 4 1S

m 3 £22/54/108Mbps= B # i & 5 4
LR AR

mVEEIR

mEPI e

ll/a DWL-2700AP
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D-Link
DWL-3200AP

=,

“D-Link — &
WL-2700AP D-Link
DWL-3200AP

D-Link

DWL-2100AP

Building Networks for People




S -y

B fgR-E iR L Ry RS EEY »802.11b

W R ¥ AR AR

OS Independent

MAC OS

‘ I Window
- 0S/2

L inux

A DLink
. 2700aP

Access Point Mode
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Z rP-EERFEINR

» Extensible Authentication Protocol (WPA-EAP)
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e Pre-Shared Key (WPA-PSK)
SOHO Authentication

i: Step 1 :: Enter matching passwords into AP amd Clients

i Step 2 :: AP checks client's password
If a match, cient joins network.

if not a match, the client is left
off netwark

i Step 2 Keys derived & installed. Client
and AP exchange encrypted
data.
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M 5 Performance

DB R {EEREEN AR L3~1/2

 1802.11b(11Mbps) A&, Bl £ R H 4~6Mbps max

TEEMRNEERRSA
- FREEOBRKRTRER

- TN IR IR

. EEWIEHE

- BB REBIIHES

- BAMAH

- AHEMEE

TERE ERMETOMtEREESREH

o ®

r 4
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H£RT H gjo #]Range

U — MBS R | 2R RIE1004 R, B ZE R A 3004 R
s BERELHMRESEMEENA
* 30~50= &= 1Mbps
* 10~252 = 11Mbps
s FEBRRBEZHEENRARSE
*%#m*f#f% Men> (2 )
5%#7” ol
R

F‘a’\?&*\

NfRRAE BIMAPEE
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NEERTIIIERFRLE
o MR —ARRUEH T ER L A100mW
o FREMHINEEHEA600mW
o MIREHFEMEISW!
w N £ BT ER S RORR TE (AN B R @ FRRIDGT)
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W E24GHz ISMHA, [F]—ZEf]., AEtf T8, RTLLEIESE]L, 6. 11F ={84E
(tBPR5%EE, Ul SEEE25MHZ),

CH1 CH2 CH3 CH4 CH5 CH6 CH7 CH8 CH9 CH10 CH11

p=

|
2.401GHz

2.473GHz
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> APEFChannel3.3 i3 7+ B




802.11b 'zﬁ Pg_ﬁfiz 4 lﬁﬁﬁﬁf_’%ﬁ-

....... 2 Mbps DSSS
100-120 >~ K/ 350 feet

e,
....
-

5.5 Mbps DSSS
70-757 K175 feet

11 Mbps DSSS
34-35 7 R/100 feet

A
o ®
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Antenna=* A fé 55

= Omni-directional antenna (£ R X#R)
= Semi-directiona antenna (F#g5F =)
= Highly-directional antenna (& #5REI=)

-

ANTZ24-1801
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‘.‘
“ % # = 8dBix s
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- AP v g 7~ S PC?

THEREERMESEML—ERERBEN SN SRBABRERNZE—
BEEMERERBENLO~VISEESR, ERRAZRIEITIRAR;

o HE EAENIFREERRERF—RATFNRERERE,
o —RREMSHARAENEAMAEEL,
o AXITEREE, (—RA RS ERM )

D-Link

Building Networks for People



ITJ‘E“JliFJ,

O AT
BRI
O = Bty
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—;'/EZE\PS' = )Ugl g&ﬁtéﬁgﬁ‘?

THR BT E LR ERER R XS HEERET R BB SIETE, FrLL AT
ERENFRHERED S RS HRMNIER, FHEEMEERAMAEA,
EAFEEEBRE E, AMETHIRERESR,

DEH {5 ik AR R R

e MAC Address

DU i S R AR LR

e WEPIMEZINEE(BSER DA LHRR)
e WPA-PSK/WPA2-PSK (EZa=ERALLIES X ETINE)

D-Link
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e Bk B I8 P -m AL O
DAP-2590 802.11a/b/g/n & % & # 4
> B szl LR
° R 300Mbps® i ¥
© MGigith f @R ARRRET BRE T
> BH P
o 3A(ZTIR)FHE ¥ 3% X 3 » I oo R MR S F
° LRHMEABMAY oF A FAHRT L RE
> KL S AR R
o ##82SSID #FWINOCS finiE > N & R VLANE *
o fkipF P RT U R E BAER 2Q0SH it
> REL 2RpAR
o % >4rHi8F|(WPA2 > 802.1X)
o /N E S BILAMMBILL
e WirdessPatitionfetg & 4% = 4p 3 @4

DAP-2590

- A wiE)
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0
Parll 1 2 3 4 5 6 7 8 9 W0 1 1213 14 15 18 1718 19 20 M2

el T T T W T TT T TT

\ [ ]
. L L L L L] ]
N .

PoE Switch

TPC-WPA2
C — TPC (vid30)
TPC
/7 ——  TPC-WPA2(vid35)
(@ 3)) TPC-Mobile(vid36)
TPC-Mobile

— Mgmt (vidl)

7DAP-2590$## = 5 SSID,
TPCHEH web%%ﬂ;ﬁ:

TPC-WPA2HHW AZ%%T‘PEF
TPC-Mobilef {# FE*J%%%I’MA F?d;%ﬂjﬁz

D-Link
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& AP B R E T8

> o 2@ HDAP-2590E & = #SSID,» *r 2|3 vlan¥t &, Flt & f T
3 35 e9DGS-3100 Switch_+ 4F Z_HPort, 3% Portd 538 3k T vlan¥ 1
I TR, E R ARG R IR %

> - R PAREIDGS-31005 1 w crdge B Port * ki3 & DAP-2590

D-Link
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N e

SSID <=

™ pap-25a0

-

- [ Basic Settings
B[ Advanced Settings
[+ Status

Enable Multi-5SID
Wireless Settings

Enahle Priority

Band 2.4 i3Hz

incex
551D [TeC |
SSID Wisibility Enable
Security Qpen Syskem
Pricrity
WM (Wi-Fi Multiredia) Enable

key Settings
Encryption Disable Enabile
Key Type HE:, Key Size &4 Bits
Key Index(l~4) 1
Metwark Key | |
Confirm Key | |

Irnicdle: SSID Band Encryption
Prirnary 5510 TPC 2.4 GHz? Horne

. ; WRLZ-AUtO- 3
Multi-SSI01 (Edit TPC-WPAZ 2.4 GHz Enterprise il
Multi-SSID2(Edit TPC-Mabie 2.4 GHz MNone fil

D-Link
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DAP-2590

*{ Maintenance « .+ Configuration - T System 2 Logout |
& DAP-2590 ;
- b
- Basic Settings
: .--‘. i .
[ Advanced Settings VLAN Status - (O Disable () Enable . Save
[+ Status :
VLAM Mode © Static
VLANList | Portlist |  Add/EditwiaM | PVID Setting |
WVLAM Marme Untag YLAM Ports Tag YLAMN Ports Edit Delete
1 defait Mg, LAN i
a0 wlan Primary Mgrit, LAk il
35 Wpaz 51 Mgmt, LAN ]
26 mac_auth g-2 Momit, LAM ﬂi
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EE AP

EiD Link DWL-3200AP, 7= # 4 » 4rDAP-2590:1
54 SOP Y BT EHIT A FREDK

A. *&é]DGS?,loOJﬁ Port zvlan tags* i; 2 B-AP
B.1o #h3RiE ik g & 4o » SPAPE 7 g P WPAZ2ILE

'
4@5
—d

£

=
i

s

i3

._\ \m‘L
-rﬂ %T—"

\

> B v EAPE IR A # o & F i T 4eDAP-259074 5t e £ bW L
SSID TPCeweb:a:w > ;8,78 -7 #-APeSSIDi:zc 5 TPCié ,* DGS-
3100} .34 z_sHwlan vlianshuntag Port:2-PC, £ 4 %]1 & APIP
70 1 AT
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> d **DAP-25902.% )4 * DGS-3100 POE 7 APE F| 5 £ & H ¢ R
F1Z & € FTECH G R T BRI R, T 44 PoE SwitchiF 7
Port# i POE= it 3Rk % & ATEcd
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SR Y ¥ PR EDSA-3600
AR EE B g
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PR BT P - R AURBL R Y K SRR

DSA-3600 i #1323
> BAEN
° A FHRMERMREWFI(POP3 ~ LDAP
~ Radius)
>RETE R
e rtHRmIYILREREL
RS ER Y] B h T RREEY
o BT W3R 4 kerit » 802.DGuR
> X rRBRAR
° BRFWMBL AR PRENIH T

Wi %

=

DSA-3600
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X\

— ‘ f?J =7 ,/\
AR “ F‘\}F&bﬁﬁ;

DGS-3627 DSA-3600

D-Link iddddddaddadd lJJJJJ.IJJ.I.IJJ«' UWa: a3
1P o o o 2 |
pessez  Consele 2 4 85 8 10 12 [EO!

PoE Switch

TPC-Mobile

((((( ))) TPC-WPA2

TPC

HATPC SSIDpvTraffic Flow
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Bk B/,

FIE e R
e A FEEREE

BEREELH |
HE |

[ Submit ][Clear” Remaining ]

s Copyright (o)

o ®

r 4
D-Link
Building Networks for People



Y SAELN entEEL T OB @TJ » b B B\ %J » TR 5L 4e F @tpe.edu.tw
> Example

> test

> test@tpc.edu.tw

> B B i K A ﬁiﬂ » e gE@domain % 3

> testl@klc.edu.tw

,dm
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mailto:�i������J�b���ο�J�b���[�W@tpc.edu.tw
mailto:test@tpc.edu.tw
mailto:�аȥ���J�b��@domain��T

* Login Seccessiully - Microsmft Internet Explorer 4y D-Link ## [AENET]
'g_l—\' el E 13600 ik et g ginpagee/pog g ] 3 himIid s bung tpe edu b original_nid wabung R gl R PRV HEFYE V__'E'n‘m | B 2 A=
CEED WED WAy SRR IO REmD O |ox 8-
| EEORE O Veheo! D (O Dlmk » O RERelall - B AR o BRI - O BEEENS - [ Etoere Networks 9 Google @ Mobie0] @ Xuknet 35 VouTule g SAR% g 5%AHS g PH
8 Login Snccesdully fioHM - B | EREE = REER - SiE- E2ED- IO - 8 NEL - § Rk

T ARELh

kel

£l

Bl ., catungltpe.edu. tw
TR RS - B Cogous IRERH
Logout
IMIMERETE

BASHE: 2010-0%-12 11:%0

Remaining Timea:

Herar Mim Sac

Stan Berowsing
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mailto:test1@klc.edu.tw

YAcE A BE AN F R MBS, RRT B R R LR
AEENGRATE Y &

¥ http://logout

> Or

> http://1.1.1.1

3 s B4 S B

Elﬂ‘s?PE—TWE%ﬁ“Eéfé’ai‘—:Bs&"%ﬂ/ PARE - HRELE
LERF P HMPFRT S, E R FERE
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http://logout
http://1.1.1.1

~ N "~ N

Systen VEEms Access Points Network Utilities Status

I
General JWANI{WANZ‘WAN Traﬂ“lc\LIPvﬁ\LL.ﬁ.N Port Mapplng\LSerwce ZDI‘IES\LPDIT Location Mapplng\

Main Menu = Swstern = WAl

WANMNI1 Interface Setting

% Static (Use the following IP settings)

IP Address: [10.254.20.1 *

Subnet Mask: [255.255.255.0 #*

Default Gateway: [10.254.20254 =«
WAMN1

Preferred DMS Server: [188.95.1.1 #*

Alternate DMS Server: IEDE.?E.ISE.E

= Dyhamic (IP settings assigned automatically)
' PPPaE
C pPTP

D-Link
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HW Status

System\LInteﬁace\{HW ‘[ Raouting Tahle\LDnline Users\LNnn-Lugin Users\LSessinn List\LLlser Lugs\LLngs\LDHCP Lease\LE-mail B STSLOG\

Main Menu = Status > Hardware

Hardware Information

CPU 7.92%
Memory F3.79%
Disk Usage 50.58%
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MFog X

System\[ Inter‘face\[ HW\[ Routing Table H‘[Dnline Users \LNDH-LinI‘l Llsers\[ Session List\[ User Lngs\[ Lugs\[ DHCP Lease\[ E-mail & S‘r’SLDG\,H

Main Menu = Status = Cnline Users

Online Users List

Auth.  Online Access

X Username MAC Address Pkts InfOut  SZ [ VLAN Method {Sec.) From
0.

. Auth, Idle  Kick

IP Address IPy6 Address Bytes In/Out Group / Policy Database ({Sec.) Out

(Total:0) First Prev Nest Last
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PO PR |

Syrstem\lnteﬁace\HW\Rnuting Tahle\ﬂnline I.Isers\[hlnn-Lngin Users\{ﬂessinn List\l.lser Lngs\Lngs\DHCF‘ Lease\E-maiI i STSLDG\

Main Menu * Status > Mon-Login Users

=3 R /g, B ,—5

Non-Login Users List

MAC Address IP Address VLAN ID Service Zone Associated AP
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@ mSession

I

\"[ E-rnail & SvsSLoG ""'-\

System \.‘.[ Interface H'{ Hon \‘[Flnuting Tahle H'{ anline Users H"[ Mon-Login Users \"{Session List {User’ Logs ""'L Logs ""'[DHCF' Lease

Main Menu = Status = Session List

Filter
Address Family Protocol Source IP Port Destination IP Port
[iPw =1 A= 1| | ——
| Apply Filter |
Display Mode: IALL "’I
(Total 123 First Prev Mext Last Go to Page IE Row per Page: IEU "I
Session List
Mo Protocol Source IP Port Destination IP Port State Timeout
1 tcp 203.72,153.57 55073 10.254.29.1 g0 ESTABLISHED 7199
2 udp 10.254.29.1 59073 203.72.153.6 53 LIMNREPLIED 28
3 tcp 203.72,153.57 55074 10.254.29.1 g0 TIME_MWAIT 59
4 tcp 60.251.77.99 443 10.252.29.64 2515 ESTABLISHED 47331
=] tcp 203.72,153.57 55072 10.254.29.1 g0 TIME_MWAIT 26
=] tcp 60.251.77.99 443 10.252.29.64 2531 ESTABLISHED 47338
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Users log

{2 D-Link DSA-3600 - Windows Internet Explorer

Fr——
o | hip0.254.29 Lstetushistory_tmt shiml1=0010-05-10 =] |#2 || X | JLive Search Ll

L
¢ 4 @ D-Link DSA-3600 | | - - - SEEE - TR0 -7

Users Log 20100510
Fkis |Bytes| Pkis | Bytes
Date Type Mame P | =AY MAC

WP In In ot ot
2010-05-10
16:11:22 LOGIN 1120351419@radius|{10.252.29. 20004 [00:12:79:0D; 6C: CD|0 0 0 0
+0800
2010-05-10 Tdle—
16:29:06 T3 1120351419@radius{10.252.29.200H-4 [00:12:79:0D:6C:CD|4250 (3238 |5287153/337101
+0ann 1meout
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System Usens Access Points MNetwork uUtilities

'\_- o '\_- o '\_- o '\_- o '\_- o '\_- o '\_- o 'l._- " o '\_- o "\_-
System \'l Interface M"l Hi \'l Routing Table \[ Conline Users \'l Mon-Login Users \'l Session List \'l User LDgsj Logs [ ODHZP Lease \'[ E-mail & SvsLoG \

Main Menu > Status = Logs
Logs

May 10 16:29:06 User.Kick: Idle-Timeout Username=L120351419@radius, IP=10.252.29.200, IPvG=M/A, MAC=00:12:79:DC ~
May 10 16:11:22 User.Login: User l[ogin Username=L120351419@radius, IP=10.252.29.200, IPva=M/~A, MAC=00;12:79:D0:
May 7 16:05:29 User.Logout: User logout Username=F220170823@radius ,IP=10.252.29.51, IPva=N/a MAC=00:23 08 :B:
May 7 15:24:47 User.Logout: User logout Username=tatung@radius ,IP=10.252.29.170, IPv6=2001:282:2212:30:24f5:a
May 7 15:24:01 Log: [Owver DMNS Limnit] UDP MAC=00:22:42:21:28:1e SIP=29.26.10.252 SPort=468 DIP=32.170.163.22 DPo
May 7 15:23:432 User.Login: User login Username=tatung@radius, IP=10.252.29.170, IPv6=2001:282:2319:30:24fS: ace5:
May 7 14:16:31 User.Login: User login Username=F220170823@radius, IP=10.252.29.591, IPve=N/4, MAC=00:23:08:B2:C:
May 6 12:21:06 User.Kick: Idle-Timeout Username=guest0l@radius, IP=10.252.29.184, IPva=N/A, MAC=00:22:FB:A1:5E:C
May 6 12:15:05 User.Kick: Idle-Timeout Username=admin@local, IP=10.252.29.64, IPvG=MNSfA, MAC=00:22:FB:481:21:A0
May 6 12:04:44 User.Login: User login Username=guest0l@radius, IP=10.252.29.1584, IPva=MN/4, MAC=00:22:FB:A1:5E:0¢
May 6 12:02:38 User.Login: User login Username=admin@local, IP=10.252.29.64, IPva=MN/4, MAC=00:22:FB:A1:21:40
May © 12:00:02 User.Logout: User logout Username=guest0l@radius ,IP=10.252.29.124, [Pvo=k/ 4 ,MAC=00:22:FB:AL:5E
May & 11:52:14 User.Login: User login Username=guest0l@radius, IP=10.252.29.124, IPvo=N/a, MAC=00:22:FB:AL:SE: Q0
May & 11:57:42 User.Logout: User logout Username=guest0l@mradius ,IP=10.252.29.120, [Pve=K/4 MAC=00:24:0D:B5:9I
May & 11:53:032 User.Login: User login Username=guest0l1@radius, [P=10.252.29.180, IPve=M/54, MAC=90:8+:0D:B5:9F: B
May 6 11:51:48 User.Logout: User logout Username=guesti0l@radius ,IP=10.252.29.184, IPvG=M/a ,MAC=00:22:FB:&1:5E
May 6 11:47:08 User.Kick: Idle-Timeout Username=tatung@radius, IP=10.252.29.141, IPv6=2001:2232:2319:30:2dc6:5bf:
May 6 11:37:05 User.Kick: Idle-Timeout Username=admin@local, IP=10.252.29 .64, IPvG=MNSA, MAC=00:22:FB:4A1:21:A0
May 6 11:36:50 User.Login: User login Username=guest0l@radius, IP=10.252.29.184, IPva=M/4, MAC=00:22:FB:A1:5E:0¢
May © 11:20:16 User.Login: User login Username=tatung@radius, IP=10.252.29.141, IPv6=2001:282:2219:20:2dco:5bf: 1
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W[ﬁ'ﬁ’[ﬁ%ﬁ?: /F D-Link D-View 6.0

,srl%‘%?ng,_ElJ
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® Qverview of D-View 6.0
® IhEE
® D-View 6.0 %
® MFEEEFEX
AR K
Z#E D-View 6.0 (Standard version)
EFaE=EEdi
HAD-view
® J#8 D-View6.0 IhgE

® File Function

® 5 0 O

® \/iew Function

D-Link
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® Topology Function
® Application Function
® System Function

® Net Tools Function
® Advance Function

® D-View6 1&E#H

® D-viewfF Bz Hll#E R
eQ&A
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D-Link D-View6
i LT 425
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D-View 6.0 Overview

D-View" ql Standard

~ Standard Edition Version

-

8

L k |

B _T

D-View

~ Professional Edition

Professional Version | P
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Topology Generator / Topology Import & Export
Hierarchy Topology Manager

Batch Program

Configuration Management Check for Link Capacity, Safeguard,

MIB Utility / MIB Browser & Complier

D-View Module

Web Configuration

Ping Poll / Ping Poll Log

SNMP Poll / SNMP Poll Log

Fault Management Trap Editor / Trap Log

Event Config Manager

Event Viewer by Netmap or by IP

Performance Monitor-Error Ratio, Data Distribution

Performance Management Port Packet Monitor- Utilization, Packet Info

SNMP v3 Configuration

NMS System Access Control

NMS System Function Module Access Right Control
Local and Radius Authentication Modes when Login

Security Management

D-Link
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D-View 6.0 # ¢

» Cost-effective, easy-to-use SNMP management software for management

of workgroup/departmental networks
» Topology creation program useful for network design and layout planning
» Network topology auto-discovery via Topology Generator
» Multiple views to view objects in Ethernet domain by “tree”

» Batch Configuration for Firmware Upgrade, Configuration & Safeguard
Engine

» Trap and alarm notification by e-mail

» Database supporting Microsoft SQL Server 2000/2005 and Microsoft

Access formats

D-Link
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D-View 6.0 =% %
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D-View 6.0 = %

> E[J%%Jﬁﬁ@m?% £Y
> a.bV-600SV01

= antorn )
_— Jirtpriatyea DY-a00EY0LE D-View
z ; FEr o BAru m BT

> b. Patch 6.00.01T18

D-view Platform Release note Remain Problem

Heow 1o use =
Mirtosoft Ward 2712 (5

D e Distibution Pach. 6001117 4 8| Vimosoft Otfice Ward 2007 27
Rk f — | Microsoft Word 371 — | 67KB — | 415LE

> AR RS AEUD-view = BV e, PRIFTER RS BYRLRIA2 HIP
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D-View6 Standard Version

> Hardware

CPU: 1.4 GHz or above

DRAM: 1 GB or above

Hard drive available space: 200MB
Ethernet adapter

> Software
e Operating System

e Windows XP, Windows 2000 Server or Advanced Server (English Version), Windows
2003 (English Version)

e For better UI display, it is recommended to configure the screen resolution on the
management workstation at 1024 x 768.

e DBMS
e Windows Office Access 2000 (D-View 6.0 for Access 2000)

¢ Microsoft Internet Explorer 6 with Service Pack 1 or later
¢ Microsoft XML Parser and SDK, (msxml.msi)

> How to install D-View6 Standard

e Just press “"Next” for several times and D-View 6.0 will be installed automatically.
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D-View6 with two tier topology

— .D-view s} ?Xf’r‘ﬁl‘“'[ﬁ{sﬁﬁ['}},‘_‘ [,[E{E@H['L“f‘ﬁf},‘—‘ fﬁ?ﬁ,ﬁ%%ﬁf—ﬁ}

FEPHUK] 323 B I02Etopology ity =% 1o 1P F 1% TFRRE TSR MR -

D-viewF 1 ZE ==

e .oy Dview

T

£ 23 client 2% D-view
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D-View6 with two tier topology

> How To Install D-View6 with two tier topology:

e Step7: Configure the hosts.txt file
e Go to C:\WINDOWS\system32\drivers\etc\hosts
e Add a SQL-Server as following

FEFE #REHE) FEFLO RO SREHED
Copyright {c) 1993—1929%9 Microsoft Corp-

This is a sample HOSTS Ffile used by HMicrosoft TCPAIFPF Ffor Windows o

This Ffile contains the mappings of IP addresses to host names .
Each
# entry should be kept on an individual 1ine. The IF address should
# be placed in the First column Followed by the corresponding haost
name _
# The IP address and the host name should be sepavated by at 1east
one
#H sSspace .
k1
# ndditionally, comments {such as these) may be dinserted on
individual

# lines or Following the machine name denoted by a "#" symbol .

For example:
182 _ SL _ O, _OF rhino_.acme _.com H sSource seruer

28 .25 _ 462318 X _aCme . CoOm #t  client host

203 _F2_153 57 S00L—seruer
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D-view:If ;42

1.Go to http://dview.dlink.com.tw/

2.Register a Username/Password.

3.Enter MAC address of the host which installed D-View 6.0.

4. Get activation code.

5.0ne CD-Key can generates 5 activation codes.

CD-Key is not used for activate.
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http://dview.dlink.com.tw/

1.:55c3|D-view #3iuk
(http://dview.dlink.com.tw/) T € &

D-Link D-Yiew - Windows Internet Explorer

& hiplidviey dlink com e/ ol | B (| || 2 Bing ||P '|
BED RBE WR0 BEEWw ITARD HOA®m
O BERE | o 2 coog ©F Vehoo!SE 2 Googl #E

7|§D-Li.nkD-View [ ] B- B & - @EE- TRHG- IO - @-

Go-
o

]

D-View

Building Networks for People

VErsion.

| AboutD-Link | Product | Support | News | MyD-Link | ContactUs | Registration |

bie me biérﬁ to monitor your network

n a RMON or RFC1213

What’siNew!

Oct 06, 2008 D-View 5.0 Service Pack 1 is ready for download

Trial Version

« Mar 27, 2008 New Features in D-View 6.0 include Topaology Auto EEENREa1y0 il pra ot forpca e

User Name added semvices.

| Generator, Batch Configuration, Graphical Event Statistics.... ® Activate your D-View product now
ZiES G o Mar 27, 2008 Network administrators can now efficiently manage . .

| and manitor D-Link International

'll\"eI have rggle thar;ow
N offices worldwide
Assistance| LYY assist you.
Fargot your Passwurd?l [ »More |

Click here to learn more!!

Copyright ® 2008 D-Link All rights reserved

o/ RS 4 -] ®InBE -
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D-vieV\EllJ:ﬁE@EE*ﬂ%MACE .

FID-Link#Bns s, WIS —sAoends
nuuuinqum:uhrpaum: Ll [ |search | sitemap

| About D-Link | Product

Profile

= Reguest an Activation Code
Product Status

Logout

Support | News | MyD-Link | ContactUs |

Home = My D-Link = Request an Activation Code

Registration |

Request an Activation Code

To activate D-View, you need an Activation Code. Complete the following registration process to request
the code.

Product Information:

Device Alias: |

(According to your preference, for example: D-View 6.0
Pro. ar Taipei HQ)

*Purchase Date: [ 2010 {4 (w12 v

® KrvMF'B—UFDeLC—NLUGC):
ICense

) YD1G4-78040-KPasf |
*MAC Address

Distributor VAR

08 D-Link All rights reserved.
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> At the every first time the user runs D-View 6.0, the Activation Wizard
will be launched to guide the user complete the activation procedure.

> Without the license activation, by default D-View 6.0 is
30-Day Trial version.

D-¥iew 6.0 Activation Wizard

D-View"

&0 Welcome to the D-View 6.0 activation wizard

Thankyou for choosing D-Link D-%iew 6.0 network management
systermn. The wizard will guide you to finish the product activation.

Flease click"Mext" to obtain the activation key with the license key
wou purchased. [fyou do not have the activation key, the software

weill e activated as a trial version for this software that will expire in
30 days if not activated.

skip |
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Flease provide yvour activation key

Fedister your product information and abtain the activation key. After
the registration, you are about to experience the D-View 6.0 powerful

features.

Ifvou are a reqistered user and have the activation key, please input
wolr key straightly and click "Activate”, or please click "Register” to
complete the online registration first

Activation Key :
(Format e - e B S D G R e S e O R G )

Eenister Activate I Skip

D-Link

Building Networks for People




Fleasa ander the Arirvation Key and click "Actaie”.

Afar successiuly activabmg O-View, you can expenance all its
features. Ifyou do not have an Aciealion Key, click "Ragister {o

ragi=ter your product onling,

Besivation Key:  |FAZ1G-AD341-AD41 K-100ME-34DOT]
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iz * D-Viewb

D-Link

Building Networks for People



4o 5 ~ D-View 6.0 Peg % %L

» Launch D-View via double clicking the D-View icon.

> Log on D-View NMS platform by providing the following:
> Account: admin

» Default Password: 111111

¥ Note: Modify the default password of "Admin” via the Menu Bar > System >
Change Password after you log on D-View NMS platform.

Enter your account and passwori: ml

Account admin .
Password |7 Q

Managed IP | 192 1658 . 2 101

Lagin Cancel Clption=<

D-Link
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> While the user initializes D-View 6.0, the Startup Wizard will be
launched to guide the service complete the initial configuration.

D-¥Yiew 6.0 Startup Wizard

D-VIEW The Wizard will guide you to finish the initial starup procedure and
hielp you to build up wour netwark topolody for monitor.

Flease follow the procedure and input appropriate information to
finish the process.

The next step will launch the "Domain Manager” to build up the
monitor domain, please input the domain name and click the

"Mext" button to continue.

cancel |

D-Link
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> To create a Domain for management
> To create a Netmap for management
> To perform Topology Auto-Discovery
> To export the generated topology to the NMS platform

> Ready for Polling and Monitoring or any further
operations

o ®

r 4
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Main Window

v] Fil View Topology Applicstion Svstem NetTools Advanced Help ﬁ M ain Menu .- X
SIEEIRNEIECENENEEY Main Tool Bar
% i3 47 & = N2 ogoR P o

Gen MU

Deitm al n DG%-3440 Gens NP
M & >
- Net_Unknow 7207 550

Q Mek-128.1.0.0 Wet_172.17... 17217 45241 17217 48.232
L Het-160,17.1.0

-0

A" Met_172.17.5.241

1?2.1?..'5_.244
L Met_172.17.5.242 m ap e

A" Net_172.17.5.243 172.17.6.185
o Net_172.17.5.244

ooacs mone 3 Message
L Net_172.17.5.245 k1
DE$-3450 DES5-3 ‘9 x'-{ietmap B O ar d

17217 5183

Net_172.17

DG 5-3450

Gen S MhiP

Gen s HpP
17217 5,245 172175 243

Gen ShhiP MNetmap

I"._N@T""'EP .hletmap

Het_172.17 .. T pology
' ' Gen S KR .
Met_172.17... Met_172.17... 9 9 VI EW

‘ i 17217 5181

172.17.5.184
DHE-3326G5R

172.17.5.254

172.17.5.119 UElEE 2 I n d OW
4 3l F

Time | Source device's interface Descripkion

essage Boa « X
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Hierarchy Topology Workspace

> Root: represents the system root domain. Root Domain topology
includes Domain and Netmap information.

> Domain: in D-View 6.0, a domain is a logical domain for network
management. The network endpoint information cannot be shared
among domains. Double-click on a Domain to expend the domain
topology.

> Netmap: represents network segments in D-View 6.0. Double-click on
a Netmap to open the map view of the netmap.

o ®

r 4
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Building a topology in D-View 6.0
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File Function




File Function

U on: Tapulony, s s s e aar i i
save O3 ve the current topology. ;
7 Startup Wizard...
] Close
Close all
Erint Cirl+F |
Frewview...
Fage Setup.. Set printer optlon@fl properties an Qbaper size.
Lockup... Locks D-View.
Lagaout admin.. Logout.of D-View and sigp:ih as a different user. of
i | e S
i“;if:[g?;; bV 6.0 [First_Do-. (& Taambever | S oveprots | I e s
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View Function

E File ylewijupulugy Application  System MefTools Advanced Plug-n UserMgr Help

| Devidanage Toolbar ‘ H ‘ | | |
Advanced Toolbar = j} m c@ i P Q |
Net Toolbar
Systermn Toolbar

Application Toolbar
Topo Manager Toolbar

Main Toolbar BFLA 600
Status Area

Menu Bar

"

Hierarchy Topo \Workplace 1924581 1
Message Board 1
Cascade DES3526
Tile Yerticalky
192168
1
Mlors M s
1133253 1133100
-
kil = iz
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View Function
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Topology Function
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Topology Function
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Topology Function — Device Manager
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Topology Function — Device Manager
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Topology Function — Device Manager
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Use DEVICE_MANAGER To Add Device
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System Function
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System Function — Domain Manager
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System Function — Event Viewer
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System Function — Event Viewer
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System Function - Polling Config
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System Function — Device Event Config

D Event Configuration |

’E',-Etem *ﬂEtTnula Agivanced  Flugdn Usedvigre Help

Svsterm Log

pa

5w Fst_Domnain
rx

g ricst_Hzimar

I " Device Group:

i Domain Menager... T -
Evant Manager ¥ | Evertiewer By Metmap. | & Dovice Name:  DFL-1600 -
Besource Manager b Eventviewar By |F...

Syelam Conhig... Drenvice Group Manager... T ———
Administralor Manager.. | Polling Config Bevarity  Critical =
Change Eassward... Dravica Event Condig... :
Trep Editor.. Bl it
[+ Sound
i~ Heep
 Gound File i |

|
W Lag __[I

[¥ Flash

I [T EMail to:

Wzl Seraer Config,.

Bpply Cloge

D-Link

Building Networks for People




System Function — Device Event Config
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System Function - Trap Editor
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System Function - Trap Editer
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Use Event_Viewer To Check Events
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NetTools Function
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NetTools Function — Device Discovery
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NetTools Function — Net Toolbox
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NetTools Function — Port Packet Monitor
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NetTools Function — Performance Monitor
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NetTools Function — MIB Tools
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NetTools Function — Topology Generator
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NetTools Function — Topology Generator
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NetTools Function — Topology Generator
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Advance Function
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Advance Function
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Advance Function
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Advance Function
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Advance Function
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Advance Function
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D-Viewb #5-%

> D-View6 Module

e D-View Module is a graphic interface.
e Provide a easy way to monitor and configure D-Link devices.
e Provide a real-time devices state information.

> How To Install D-View6 Module

e Go to PMD System and download D-View6 Module for specific D-Link devices.
e Install D-View6 module Application.

> How To Use D-View6 Module

e Just double click device icon from the topology view window.
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Install & Use D-View6 Module
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2010-04-12 15:25:32 172.17.4.125 The NMR station has been deleted from upper NBE station 172.17.4.125 1
2010-04-12 15:25:31 172.17.4.125 The M3 station has been added to upper MBS station 172.17.4.125 1
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& |2010-04-12 16:11:07 172.17.00.254 hung:hmg 111 Up -= Down |

Upload local topology to upper NS station
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E; 2007-07-24 14:36:55 10.90.90. 100 Mo Record in Database, can't be found Link Up
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? Used in Client-Server Mode (Professional Version Only)
?» In D-View 6.0, we can use Group to manage access right to users.

? Users can just access the groups witch they have rights.

?» Administrators can assign necessary rights to users.
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