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10.226.11.55 % i
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EH 1P EER
£ EH EEE
HEHEH tagl 10.226.94.0/24
EHGEE (Intra-1)}tag10) 10.231.94.0/24
FrEa (Intra-2)tag20 10.241.94.0/24
intra-4 Intra-4 10.233.94.0/24
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Intra-6 Intra-6 10.237.94.0/24
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o ERAIBITHIEEEISNMPEREEANT
Version A3 HRv1, v2c, v3 .
BEEVv1EV2cE, R EEHIBCommnuitySREF R R EREMN
ZE V3, H T8 Auth protocol., username. password

L1 K Privacy protocol, passphrase ZFzRiE & o
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Q 10 % CSv  Print
. Hersi s =

Ir MAC 05 {RX}) {TX) - | last Seen action

10.226.95.10 54h80acEEeED 7B b TEh 1 2213149
10.226.95.3 S4h80acE3700 TG b TEh il 221300
10.233.95.1589  0013eBdabek? 282 h 878 b 4 22:]3:2
1023395218 | c8Y9cdc28dche 212 kb 1.33 kb al 22:12:55
10.232.95.40 00251180e1ef 6238 kb 107.89 kh 1 083417

ISP _

R L &% fm: B A E R EIRRIER R (1P)

£ T A ER B R(P)
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B 5 b
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0 b 1 16:41:35
Oh
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Oh
Oh
572 kb 1 16:31:04
Oh T 16:42:10

action

P MAC s
10.241.88.218 ccflabbz2373 Android
4.4.2
O VLAN B TOP 5 (&H)
] E?ﬁvﬁ%ﬁ ToOPS {% ) oS T
© AP LB TOP 5 (H[IEE)
It
© sz
@ BEEHEMAC o' s NT
MAC Port
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N AR
IP MAC 05 {RX})
1023312811 bhE2VebdB2018 1.38 mh
eI e R 000ded206ced §.62 mhb
10241128146 0025116585969 126.36 kh
10.241.128.36 cREOOOZ114349 13059 kh
10.241.128.52 bBaeed3Bi3ea Windows NTE1  TH3.94 kh
10243123102  00265aebedb0 24913 kh

Dwite B Do od B UDis4d =

i D R Bl %

Pl
1] H . -

14120 15080 15030 Lhcon 16530 LEELiL 1720

B sessior
i00

14030 15080 1530 FLH 16230 iF a0 i%Eh
mllu}h

i L T [

i}

Fram:

14130 15:80 15:30 1600 16230 100 173D
ih.hihli-l. PR P s ehoson Al
-0 1A ta; WSO 0515 | Zoom: | 1 howr || 2 hoea | S hour | WA

I PR RE

1] =5 s
(TX) L} last Seen
3068 mh i 174041
29479 mhb aa 17:481:40
199.582 kh 1 2016-01-02
12:26:34
202.33 kh 1 2016-01-02
122542
810.78 kh 27 0234
231.86 kh 1 2016-01-02
Qz47:40

Q
Src & SRCPORT
1024112852  &0572
1024102852 G408
10.241,12852  S0S67

1024112852 S0542

1024112852 50571
1024102852 S054%
10.241.12B.53 50553

EQE

EQES

EQE

-
2
=
-

A R EIR R LR ERE R

DST PORT

sy

21061 24850 443
20372153153 53
202169175110 443
203720143 an
210,61, 24B.1B5 443
2037220143 an

54.233.1B8.156 443

PROTO

BEL Facebook
DME Farebook
SSL Google
HTTP
55L.Faceboo¥
HTTP

221 Google

h_BYVTES
1.34 KB
4B
193 K8
99,649 KB
1.75 KB
14.39 KB

206 kB



163.20.41.1

| G4 bytes from 163.20.41.1; icmp_seg=1 til=61 time=4.02 m=s

Device Download UPlaad
40k
20k

8]
Jan D9 0z:00 O&:00 03:00 12:00 15:00 1g:00 21:00

zession 240

400
200
8]

Jan 09 0z:00 0&:00 0%:00 1z2:00 15:00 1z:00 21:00

haosts 273

Jan 09 03:00 0&:00 03:00 1z:00 15:00 15:00 21:00

From: 2016-01-08 24:00 to: 2016-01-08 22:35 Zoarm: |1 hour || 2hours || Shour || 12 hours | AKX

ILERPREIPERREABER = Session.
Hosts

[ICMP TEST]: =8I A P& = @ISR RE 2




163.20.41.1

B Session

Q, 10 s | CSv | Print
Src 4 SRC PORT DsST ST PORT PROTO IN_BYTES OUT_BYTES HEHN Create Time
132177.128.56 40002 16320411 53 Ors 129H 1298 7a 2016-01-09 22:50:33
132177128949 39000 16320411 a3 DrE 129H 1298 72 2016-01-09 22:40:31
1441601562172 11873 16320411 53 DrE 798 124 B Fil 2016-01-09 22:40:42
144 160152172 51346 163.20.41.1 53 DME g8 124 B Fi1 2016-01-09 22:50:42
144160152193 28343 1632041 1 e OrE 798 124 B a4 2016-01-09 22:40:44
144160152196 3024 16320411 53 OmS 7498 1248 73 2016-01-09 22:50:30
144 160.152.203 IME36 16320411 53 DrE 798 124 B 45 2016-01-09 22:40:58
144 160.152.209 53246 16320411 53 Org /98 1248 45 2016-01-09 22:50:58
144 160.244 64 53546 163.20.41 1 53 DrE 798 124 B 72 2016-01-09 22:40:31
144 160.244.70 2185 16320411 53 OrE 798 124 B a7 2016-01-09 22:50:46

vitrg 1 to 10 of 121 entries 2|3 |4 |5 13 Mext

=hiEE F P R 80, B8 T 5% i Bl B RO & #R Session
%, 2 F =% 1IF B AR L Host LL{al #E Protocol
HEITEEE P, 2




B Edl-]B-Siuks)

B wifi mE mikE
Q 10 s | Print
N L1y Cur Avg
O * &% gk P %8 £ V| (ms tnsd ASA(%)
F tkjhsAPC DWC-2000 10.253.88.1 AP L™ 2.2 4.2 57.7 Map
Control

1 DAP-Packi DWL-6610  10.245.88.1 TR b 4 0 0 0.6 Map
] tkjhsAP104 DWL-6610  10.226.88.104 AP o' 3.5 3.3 85.7 a

Il tkjhsAP111 DWL-6610 | 10.226.88.111 AP W' 2.8 3.5 59.9 Map

g
Z R

F tkjhsAP102 DWL-6610  10.226.88.102 AP W' 3.3 3.3 99.9 Map

&

RSk £ 16 5SS AP Control. AP, 178i%
ERENATREERE

~

N

5



trol

2

Cur
{ms)

22

3.5

2.8

Avg
(ms})

4.2

3.3

3.5

ASA(%)

57.7

0.6

85.7

99.9

ThiEk

B wifi HE
Q 10 % CS | Print
AP IP A AP MAC Type 5G Ch. 24G Ch 5G Client 2.4 Client action
0.226. 3c1e:04:3:eb:00 —H 153 1 0 0
0.226.88.102 3c:1e:04:f3:08:40 —f 149 11 0 0
10.226.88.103 3ciedf3ed:B0 — 153 6 o 0
10.226.88.104 3c:1e:04:3:08:00 —a 153 1 0 0
10.226.88.105 3cteldf3eb:80 — 157 6 0 0
10.226.88.107 3cie:nd:f3ec40 —f 149 1 1] 0
10.226.88.108 3cleldf3ea:g0 148 1 0 0
0.226.88.109 3c:1e:04:f3:00:80 —f 149 1 1 0
3 . VA773
« BT RRZIERIEERIE:

1. EBRIE HRBMIREFMA(RRP.14)

2 e IR/ AN S g mAEIRERE
3./ APCHIBRFE R mRk A EIManaged AP [#118] IDA
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s
Q| EEE
L g mweE gk
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EHRIP
| B
10.226.88.129
O e b= Location
o | [ AP = 8| version
[@]
O : | Warsion auth proto
o ] ST
Read Community Re rite Cormmunity
tk
= R : > S
| tk = - LY i
VersionEE v2c or v3
O ik

oklmATE. ofl5R. oz%{HIP . eLocation(Optional)

o 4@ %I : AP Control, AP, {TEI&

e\ersion g SBv18iv2ce, BIEE Commnunity&E& A (2).:2v3EIERRV3 auth& A :
=81 EH SNMP 28 &3, B & AICMP or SNMP{& 8,
=ZHRAMEFERICMPIERIGE 2 BsnmplIEREERLE A LRE ) 27
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g
thr AP104 = 10 - | T Print
s
3
Avg
({i)) (ms) ASA(%)  Thig

FAPKULATNLSS BAPISTIRTAIRE=S 57 48 A P 47 57.7 Map

Hices (GECa] : g 352 | B51 0 8 Map
Bl WF[TBaz | Bat

1ic21 L :
-C11

——

3.5 09.9 Map
\ I Rrp 33 999 o
\ PR e 2 S AR e A T e S
98.08. owﬁ ‘-‘*rﬁ
. S
Rzl
Bukg)
sl 1w 1]/
tkjhs- b.'i-fa.'i '] Mﬁ?ﬁ Lg;
’ ME = 4F
&7\,;5__5[7

1. ﬁHAEJ:ﬁJcHQ& = i B 48 2, B8 R AR
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[#E #R 3% R]APC Bl i & &l

B Wifi =i
Q. 10 el OV Print

APIP & AP MAC Type 5G Ch 2AG Ch 5G Client 24 Client action
10.226.88.101 3c1e0df3eb:00 —f 153 1 ] 0

10.226.88.102 31 eldif3:e8:40 —f 149 11 0 0

10.226.88.103 3c1e0df3ed:80 —f 153 B ] 0

10.226.88.104 31 e:04: 32800 —p 153 1 0 0

10.226.88.105 3cle:Ndf3eb:80 — i 157 6 0 0

10.226.88.107 301 e:04: 300240 — gt 149 1 1] 0

10.226.88.108 3ceD4:f3ea:80 144 1 0 0 g
10.226.88.109 3ot e0df3ee:B0 —p 149 1 1 0

- APCEE~H EIFManaged APRIEE :
AP IP. AP Mac.
AP Wifi 2.4g channel / client:E#£ £,
AP Wifi 5g channel / client:E #2245
[m KA E B R IR P RIAP S RESME RIS SHIR L E A MARE 20



[ 47 3% B]AP wifi client& 3

B wifi =
Q 10 s | 8V | Print
AP IP AP MAC Type 5G Ch 24G Ch 5G Cllent 2.4 Client actlon
10.226.122.121 3ol ex04:f6:00:00 —f 60 & 0 0
10.226.128.122 3ol e04:56:0c40 —f &G0 G 0 1
10.226.128.1% 3ol ex04:f6:a1:00 — 149 & 0 1
10.226.128.124 10.226.128.122  APHIE:HEEwiIfi clientgal |
R R B3 10.226.128.122 aE |

Q 10 % 5% | Prit

i 551D Client |
Client IP Client MAC Hame Channel Time action
102581128488  fRadaf86.caeh  nipc f 0:09:13.00

i
Sirowitny 1 to T of 1 entries Presvious - et h

EhEH EI’JAP IP TﬁﬁlﬂsAPE’J EffclienttHRA & & :
ClientfyJIP,Mac,3 & A B9SSID. Channel. B[
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i
A Traffic

BERE * 2015-12-31 14:58:39 message *

{Username: guestD01},

RS ¢ 2015-12-31 14:57:53 message *
203.72.153.81 (Username: guestl01},
BERE : 2015-12-31 14:57:51 message *
203.72.153.81 (Username: guestii1],
RS * 2015-12-31 14:57:43 message *
203.72.153.81 (Username: guestd01}.
BHRE ¢ 2015-12-31 14:57:38 message *
203.72.153.81 (Username: guestd01},
B ¢ 2015-12-31 14:57:34 message *
203.72.153.81 (Username: guestl01},
BERE : 2015-12-31 14:57:24 message *

{Username: guestll1),

RS * 2015-12-31 14:57:20 message *

{(Username: guestDO1},

FEE f 2015-12-31 15:01:14 message *
RS ¢ 2015-12-31 15:14:20 message *
BRS¢ 2015-12-31 15:13:31 message ¢
203.72.153.61 (Username: guestl01).
RS ¢ 2015-12-31 15:13:27 message *

Successful login through Web from 10.247.128.26 authenticated by AAA server 203.72.153.61
Successful enable privilege through Telnet from 10.247.128.26 authenticated by AAA server
Enahble privilege failed through Telnet from 10.247.128.26 authenticated by AAS server
Enable privilege failed through Telnet from 10.247.128.26 authenticated by AAA server
Enable privilege failed through Telnet from 10.247.128.26 authenticated by AAA server
Enable privilege failed through Telnet from 10.247.128.26 authenticated by AAA server
Successful login through Telnet from 10.247,1 28,26 authenticated by AAA server 203.72.153.6°
Login failed through Telnet from 10.247.128.26 authenticated by AAA server 203.72,153.61
Telnet session timed out {Username: guest001, |P: 10.247.128.26)

Web session timed out {(Username: guest001, IP: 10.247.128.26)

Successful enable privilege through Telnet from 203.72.153.188 authenticated by AAA server

Enable privilege failed through Telnet from 203.72.153.188 authenticated by AAA server

, FEAR I ER (BB syslog &EEA
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BSHS 1 |2016-01-07

|- 4% : [2016-01-08

160107 20180108 ALL OFF: R EiR i fProtocolif
ON: B rHH#ProtocolizZ g
H
Q
b A e % ] -~ HH Proto IN Out
LEED 2016-01-07 al 7.95 GB 5.47 GB
LEED 2016-01-08 o | 1879 GB 20.16 GB
KD 20160107 BGP
A 2016-01-03 BGP
KD 20160107 BitTarrant
R 2016-01-08 BitTarrent

5| {3

[l IR
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FY
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16.63 ME
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lll TOP [P

BS#E : [2016-01-07

-iﬁﬁ Izmﬁ-m-ns _;TOP: %ﬁzn v

2016-01-07 2016-01-05 ALL

Q

TOP = P

1 163.20.18.52
2 163.20.18.25
3 163.20.18.83
4 163.20.18.25
g 163.20.18.149
B 10.241.88.112

1

HHR éﬁ

FI'I

BB =
A7R

1

(¥} Z]/Top IP

25
30

IN Cht
226,33 MBE 12.79 GHE
1.85 GB 96583 MB
B30.33 ME E19.79 MBE
53.76 MB 1.19 GH
1.17 MB 1017.75 MEB
7323 MB 50.3 MB

e In{EIPRE

e B REsESInEP
ALLE % : A~ Ef

FNRIRERSINEIP

13.01 GB

1.95 5B

1.27 GB

1.24 5B

1018.92 MB

7826 MB
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[¥% 3R ]/Top Protocol

[l TOP Proto

B4 : |2016-01-07 |- 4% : |2016-01-08 |Top: F10 1|

2016-01-07 20160108 ALL

Q,
TOP =~ Proto IN ot #5
1 HTTF 5.08 GB 11.68 GB 16.78 =B
2 =50 1.49 GB 330.05 ME 1.81 GB
3 S5L YouTube 1.3 GB B4.35 ME 1.35 GB
4 SMMP 35291 MB 425,89 MB 7798 nMBE
5 Apple 16.63 MB 579.56 MEB 596.49 ME
B shB OB 589.33 MEB 5589.35 MB
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mac_auth

Intra-2
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[#i 2 ]/Switch_SysLog

Wl Switch_Log

BS#4 |2016-01-01 | -4 [2016-01-10 | switch18 | thihsL203(10.226.88.3) v | Py

tkjhs-L3(10.226.88.254)

ALL tkjhsL202(10.226.88.2)
tkjhsL204(10.226.88.4)
tkjhs-L2-51(10.226.88.53)

thkjhsL203(10.226.88.3)

Q tkjhsL201(10.226.88.1) g Print
TOP =  lodgtime facility priority message
1 2016-01-08 local? infao Fort eth1/0/9 link up, 1000Mbps FULL duplex
09:11:24
2 2016-01-08 local? info Fort eth1/0/12 link up, 1000Mbps FULL duplex
11:54:01
3 2016-01-08 local? infao FPort eth1/0/12 link down
1 ESES
4 2016-01-08 local? info Fort eth1/0/12 link up, 1000Mbps FULL duplex
11:53:57

2A 7% TE RISwitch7E 5% E BARINBY AT B Log
i W B TE SwitchRER ELogtE TE 51X
203.72.153.187 £ b F B ETISWEILog



(¥R F]/Alarm_Log

] Alarm Log

BEHE © |2015-01-01 — e 1 |2016-01-11

Q 100 |[» CSV Print
IP = %t U3k BHHAE B A
10.226.88.2 tkjhsL202 DGE5-1510-28XMP | [10.226.88.2] is DOWN 2015-08-17 23:41:45
10.226.88.3 tkjhsL203 DG5-1510-28XMP | [10.226.88.3] is DOWN 2015-08-17 23:41:48
10.226.88.53 tkjhs-L2-51 DG5-3120-24PC [10.226.88.53] is DOWN 2015-08-17 23:41:53
10.226.88.1 thkjhsL201 DG5-1510-28XMP | [10.226.88.1] is DOWN 2015-08-17 23:45:35
10.226.88.2 tkjhsL202 DGS-1510-28XMP [10.226.88.2] returned from DOWN state 2015-08-17 23:55:37
10.226.88.3 tkjhsL203 DGS-1510-28XMP - [10.226.88.3] returned from DOWN state 2015-08-17 23:55:38

BRHEIM AT A £ £ 50 5%

~
-
-
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