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|2 it B AR E B RN 22 BENME SR -SOCHE i, i | 22
% EEEE I @mm =EEEE O 4
2] - mAERmgo | EHE A A |Fremmsasas E steEsE
4 [il:r’_] DefaultZone
g H T FNET YR
E = ﬂ[r,ﬂ,_l SRl lGiard ServerName HEESRR
REETE 3 =@ nrecenu UGuard1 2016/01 =
HEESE ﬂ[iﬁ MoniteredDevi : i
ssssE @ =
EEaEs 021120 ]
#EEES 10.213.20.0 §
EnHES £
HmEasE z
EXHEERLS £
s Eomt
EREHER HEHEHIPHS
T VirusStatus BIUT;EI;DatE School BlockedIP
» S

10.239.20.0
10.241.20.0
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SPREIIS ¥z fick8 (Cryptolocker)

3
O 2% 4% 25, Word (doc ~ docx) ~ Excel (xIs ~ xlsx)

~ JPGRBIM EiTA A b X % LAY

%k -\ £
7'-‘— 7}%’ qf Cryptolocker

Your important files encryption produced on this computer: photos, videos, documents,
etc

g I R
I{ ;], . Ta' TR If you see this text, but do not see the "CryptoLocker™ window, then your antivirus deleted ,
"Cryptolocker” from computer.

If you need your files, you have to recover "CryptoLocker™ from the antivirus quarantine,
or find a copy of "CryptolLocker” in the Internet and start it again.

R SA?PAES ‘4 ‘: 7:—% You can download "CryptolLocker” from lho link given below.

Ew A

~ PowerPoint ( ppt ~ pptx)

Approximate destruction time of your private key:

10/12/2013 3:15 AM
V4 /',? ° \{I / / 7 Q /7]
1z = | .
). . P& P If the time is finished you are unable to recover files anymore! Simply remove this -ilT P
wallpaper from your desktop.

A5 Z AN
SRS A

FD Hp PN G 2

O TRFRILED KM 2 2 ﬂi«i" F¥

an| [
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i ]
EE i (9 ]
iﬂ?ﬁk?%CryptoLoc w | EREFIrEREEE CEBEBAGTHCTFE 7/3 Akarai Solution Day

) F014 11T P s Sl uf 1

2 HP S5 IT Sz

2014 17/25 = 08.00 - 1700 | 10 ' E—XESCryptoLockerfIS1FEE
SERERNDL (TICe) 1
— ( Ransomware ) REISE ' EEEERUEEES
} SEBESEEIsIs NG SETEEERNEESE
NE ERNEEESTE MIBESEESENIER

o BEESEFETER I

[&
EEEREEESE  SEEEAEE

sEFBERER
[ EERF  E38%

i 7 In'fD_cusEﬁSl]-‘jAFi
i EEMcAMecEREBATHET  EIIENEE B8 iﬁr\ls%wsll;g
. =t m
1 [ Private Key | ZEEEEEFE  ET LEHEEFOEETE
£:-EZENEREE  SEEEEESNEEES o CET R EFE
£5:5 #EE=
SEREAGEH

Cryptolocker2EEFIESHEIE - ERETZEE

o &
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# % 23" iy Chrome,Facebook {- PayPal

From: Facebook

D noreply@gOOg. le,com l::e: Tuesday, Februsry 03, 2015 7:55 PM

Subject:  Account Suzpended

O noreply@mail.fb.com .. .| acomremory o

To.

Ce

Subject: Google Chrome Securty Your account is

. chrome wren,gj s
yeoy unavai e
D Se rV] Ce @ paypa l ° CO ° u k Your version of Google Chrome is potentially vulnes our Terms and

Policies renewal
1t is free and installs iy seconds To mlem
i’c: Windows \J’ Vista ar;d Y acoount p‘e&e C“d(

bellow and read the
rew Policies Terms

Terms & Policies

Thanks,
The Facebook Team
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i BEDEL RS

1.4+ % 1 4B #R

All of your files were protected by 3 strong encryption with RSA-2048 using CryptoViall 3.0
More information about the encryption keys using RSA-2048 can be found here: hitp /en wikipedia orp/wiki/RSA_(crypt

2 ° ﬁ; }Tﬁ ‘%‘f'—‘ﬁ %; -3 %‘. | What happened to your files?

vatem]

What does this mean?
This means that the structure and data within your files have been irevecably changed, you will net be able to work

L, _—r \\‘ * o with them, read them or see them. it is the same thing as losing them forever, but with our help. you can restore them
o
e . ¥ o | How did this happen?

Especaally for you, on our sener was génerated the secret key par RSA-2048 - public and private
All your files were encrypted with the public key, whach has been transfarred 10 your computer via the Intemet
Decrypting of your files is only possible with the help of the private key and decrypt program. which is on our secret server

YA VA 2 What do | do? N/ —_
4 l ﬁ;:h “‘ “-Ab eX ( Alas. € you do not take the necessary measures for the specfied time then the conditions for obtaning the prvate key will be E. s 1 g fﬂ- ,4 ‘: “ \a
[ ) I t& Vi I w changed “~ l—l ]

¥ you really value your data, then we suggest you do not waste valuable time searching for other sclutions because they do not
exist

surme Fuity Henderson - Message Plam Text) - x

For mors speciiic instructions. please wsit your personal home page. there are a fow diisrent addresses pointing to your page gorpem
4 o Qe By U 3
2B ) 2prAp2q o8 | o IR U
5 = = Bisck ot unk || Categorie Follow 1 Send to
° =] W 7 F NN 1.0 & 3 5 e Sender esd % Seled=  OneNote
d p. — Junk E-mas » (M'blf\l v Fina OneNote

300 stabn M =ré Sent Fri 3132015 12:58 AM
.

e eadde bl 3 042

Tme PID Process Path K for some reasons the addeesses are not avalable. follow these steps

-
b \_1usmmene 1. Download and install tor-bvowsar. hitp /www torproiect orgipepiectstomogugae htmi én d is my resume. =
2 After 3 successful installation, run the browser and wak for intialzation your.
3 Type in the address bar papeesiyy . v
4. Foliow the instnuctions on the site
<
Output IMPORTANT INFORMATION:

S60/664 Your Parsonal PAGE b fpmrars s sl hasbend sumns 2 0mme § S aiin !
process path: CAWINDOWSiexplorer.exe Your Personal PAGE(using TOR) peapses e b
target rnces;iC‘\WlNDOWS\syatemZiZ\mhos( Your personal code (f you open the site {or TOR 's) diectly): Sieleds

file mdS 27C6D03BCDBBCFEBY6B716F3DBBEI 10
trust:

o
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i Yoi@ IE A ?

O pedc % 5u &7
O #ic%8  #7(java -~ flash ~ office ~ pdf....)
O MPFTE ! Sjava ~ flashx # a0

o+ EUUES LREL L Elﬁ( =B

@ - @ @z

AT SI ANEMN AEETHemailfifrlE AEEE Remail

BuHEER ! e Ry A HE

O xu: (5 Foe D=

SEREREEN R R4l AEi— RN BN
LHRBETGE S
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= % Jf F Ejava - flash )

— ~ £ Google Chrome F{&H Java - Flash :

125 FELELEFIE . Tchrome://plugins . FiF TEnter - BIEISMEESEEEEE -
EEREAES HE A, 5T -

[ ®E (7] Google ! TR [ EEES betAl0L

£ e

SHRE X (3
Flemoting Viewer
L Xy
Mative Client
L5 1 Xy

Chrome POF Viewer
fEE Elm

[(EEEA] M GmailEsE F Google MR ¥

Java (2 files) -BEE ¢ 6030012 THEWS -+
MPRunbme Scripd Plug-en Librasy for Java(TM) Deploy

2 1 Aw

TR CRACE WIeGIR BEAYRT - T |

A

Microsoft Office (2 files) - BB @ 14047301010
Office Authonzation plug-in for NIPAPT browsars
f2E B xrs

Sibverlight - B+ ¢ 41101110
chrome/fplugirs/s
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_ -~ Tt Firefox 9 {5 H Java - Flash :
1 I Firefox EE8ERE - F— 2 &L TFirefox | 3£= » 22— T [¥hic
ﬁ:_ -

Firefox = |

B 1.': c "" Google

TE
pLuRTE  (EEEA)

& BT
HE
k]

Soogle

L

Gonnles 185

ey @) = [ [©)
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& AT RER

€

"
¥
"0
e
i)
"
i

RESTENSRE

= mETe Google Update 1.3.21.111
Google Update EERE
't RAEH Java Deployment Toolkit 6.0.300.12 6.0.300.12

5 o NFfuntime Scnpt Plug-n Library for lave(Th) Oeploy  EERE
S AEREE

Java(TM) Platform SE 6 U30 6.0,300.12
Next Generation Java Plug-in 1.6.0_20 for Mozl browsers ESRE

R e

Microsoft Office 2010 14.0.4761.1000
The plug-in allows you to open and edt files using Mscrosoft Office applications EEET

Microsoft Office 2010 14.0.4730.1010

Office Authonzation plug-in for NPAP browsers S#E£HE

Microsoft® Windows Media Player Firefox Plugin 1.0.08 (2fE)

Shockwave Flash 11.2.202.228
Shotkawe Flash 112202 ESEE,

Silveriight Plug-in 4.1.101110 (E&H)

7 ESRE

i B &=
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= « # IE 4 {=H Java - Flash :

$£12F HELInternet Explorer ¥R E  F— TS LENITEET E2EFE TE
B e, -

FEDm

w=n

SEIT) (L00%)

- ]

EATEM

EERT e
- ]

HEIENARG)

SR

Wt Internet Exploreris)
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F2H 7 TTHIMEMGERELSE 22T ZETEERNEEEE TR -ETE
R, @ M EREIEERSERIEER » SLEERBEFEHE -

EEREE Internet Explorer M Mo
TS e =L Rz e LD g=
& TRIMESEED Microsoft Corporation
) BSREEE Windows Live ID EAGIERX  Microsoft Corporation T&R 2011/3/28 T 0. 7.2504
:E‘ :_’n'il A ) Office Document Cache Han_. Microsoft Corporation S/ 2010/12/21 £ 14.04
_-I .__ :_ Sun Microsystams, Ine.
O ERAEN Java(tm) Plug-In 55V Helps 5 icrosystems, Ine
Javaitm) Plug-In S5W Helper Sun Microsystems, Ine. [
Java(tm) Plug-In 2 S5V Helper  Sun Microsystems, Inc. r‘: 0.300.
TechSmith Corporation ERG ¢
Snagit Techsmith Corpofygion G HEARE Y ko34
Snagh Toolbar Loader TechSmith Corporation ©F A H'_.E;‘jﬂFS} ol FE:E)
R
BT HiEHR)
|EmERASRNTS B b .
Java(tm) Plug-In S5V Helper
Sun Micrasysterms, Inc.
HE £.0.300.12 ] HRFTDETEE
EEAE AR ASACERSERNTHO
BEERAR)
FHEE)
BHERTHRFIESEEF. ——
FATRIRATESEEN) L L]
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W ) & R
1.2 3 Gr <X B PCaip i RN

RS B S RN R S N T

4.3 B o Bief RAG R

5.7 % F L m@d@ 9 3% &4
,:-B
-9
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artTas # f‘? ﬁﬁ"‘ﬁ'ﬁg B 5

|

SrFEmEES WINE A AT R el AR =

CryptXXX V1, V2, V3* | {F44# 3478 ).crypt % crypz 2 Sl 16E {25

CryptXXX v4, Vs {MD53EEHE ).5E 1S 27T

TeslaCrypt VI** {FiniEEAEIECC

TeslaCrypt V2** (EHfEELBINVVVEE CCCE; 227 o AAATGE ABC 3 XYZ

TeslaCrypt V3 {IEYEAE 28} XXX 2 TTT = MP3 = MICRO

TeslaCrypt V4 185 alE 2 I EE

SNSLocker {7 i 18 Z2 & 78 ). RSNSLocked
Autol ocky (B 454 22 4 78 ) Jocky
BadBlock (Rt 438
777 {R4GHE E&RBLTTT
XORIST {[FhEHE 22298 ) orist 3 BEHEEIRE &
XORBAT {[RhaE & iE ) .crypted
CERBER {10{E|RE##5 7T ). cerber
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FAHEE’;;\ ;)5 ;‘% ﬁi"‘g-ﬁg %l "/E"T

AR EIE
O A CryptXXX V3 4 ek > 7 e 72 R B R R = Ricfh &
(R4 fER) e Fo# 2 [M*3 CryptXXX V3 £ & #p ]

O RansomwareFileDecryptor 1.0.xxxx MUI # 5% % %

TeslaCrypt V3 ~ TeslaCrypt V4 » F]pt & G4k e B a5g A 4
TeslaCrypt V1 ~ TeslaCrypt V2 » 3% & 7 3¢
TeslacryptDecryptor 1.0.xxxx MUl fz221 E @& #* o

o ﬁ)‘#’: ,Hl‘l%l)v 9/{4’\_%{ 7}%% E‘X

-\-\—
,4-
|
&~
‘\“l »~
far ==V S
4y
&
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http://solutionfile.trendmicro.com/SolutionFile/EN-1114221/RansomwareFileDecryptor 1.0.1622 MUI.zip
http://solutionfile.trendmicro.com/SolutionFile/EN-1114221/TeslacryptDecryptor 1.0.1569 MUI.zip
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T BrREuH-iana g

1B grﬂ :
O Z:E 2534313 %1 £ (RansomwareFileDecryptor) 3~ & #7455 &

BEPES AR NAERL L
@R ¥s > 33417 H ¢ ¢ RansomwareFileDecryptor 1.0.xxxx.exe 4 %

o

O 2k TeslaCrypt jZ % 1 £ (TeslacryptDecryptor) B~ & #7 * 484 4 3
BPERFRFAERLL

fRREF1 0 FR =8 ¢ grTeslacryptDecryptor 1.0.xxxx.exe # % -
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i F 23 UL ER

27 °
d #HFiTH ,% :
73 1Rexe | Ransomware File Decryptor D @ IREND | Ransomware File Decryptor

A M Anti-Ransomware
IMPORTANT: READ CAREFULLY. USE OF THIS )
TREND MICRO TOOL IS SUBJECT TO THE B Trend Micro experts help you decrypt your encrypted files
FOLLOWING LEGAL TERMS AND CONDITIONS
This tool is provided by Trend Micro to decrypt files that have o Select the ransomware name
been encrypted by certain ransomware ("Tool").
Trend Micro authorizes you, or the company or organization Select

you represent (collectively "You"), to use this Tool only with the

machine that you are authorized to administer and configure

("Authorized Machine"). In addition, by executing this Tool, You {1 Select the encrypted file or folder fo start decrypting it
understand and agree to the following:

Select & Decrypt

. Ransomware File Decryptor
Agree Disagree i

o
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Ransomware Name ok

Select the ransomware name

O TeslaCrypt (V3,V4) (O BadBlock
O CryptXXX (V1,V2.V3) Q777

(O SNSLocker O XORIST
(O AutoLocky (O XORBAT
@® CERBER

IMPORTANT: Files encrypted with Cerber cannot be completely recovered. Some
parts of each file could be left encrypted. To repair your decrypted file after scan,
follow the guide on Trend Micro Support Website

OK Cancel

il o =

Restricted & Confidential

Please choose a folder or a file to decrypt:

L1 1_A1LGIF.crypt
1 1_A2.GIF.crypt
1 1_A3.GIF.crypt
1 1_B1.GIF.crypt
2 Angler0512-1.zip
& Angler0516-1.zip
& Angler0517-1.zip
& Angler0518-1.zip
& Angler0519-1.zip
> CryptXXX

b3 Tacla

OK

Cancel

55
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TREND 1
A0 | Ransomware File Decryptor e | Ransomware File Decryptor

M Anti-Ransomware M Anti-Ransomware
] )
Trend M s hel d t ted fil
' Trend Micro experts help you decrypt your encrypted files —_ rend Wicro experts h€lp you aecrypt your encrypled fies
]

This scan ¢an take significant time. Do NOT close this window or turm off your Scan Interru pted |
computer unhl the scan compleles

Scannlng Duration:00:09:24

Duration: 00.00:18 Infected files:8

Infected files. 1 Decrypted files:3  See encrypied files

Decrypted files. 0

Done
Stop

Tee s Secynty intelligence BIo 0 Trendlabs Security Intelligence Blog o
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BPRu-fEna

a f#% CyptXXX V1 , XORIST , XORBATF & #& % & 32

O CryptXXX VI éhfz g g+ ¥ - BARTFR* Kok > itk * X 3
BAGBRER BRI AR BT L - B oo (R ARK AR4T)

@y 1me¥e | Ransomware File Decryptor - X @ ms¥e | Ransomware File Decryptor - X
M Anti-Ransomware M Anti-Ransomware
' Trend Micro experts heip you decrypt your encrypted files ' Trend Micro experts help you decrypt your encrypled files
i) Some files need more information to continue Elick here Some files appear to be Infected with CrypOXX V1. To continue, select any Infected

file (maximum fle sQe recommended). and a non-infected copy of the same Sle

Scan Partially Completed

Duration: 00.00.00
Selectan infected fle  D:ACryptFiles\CrpytXXXV1\infe

Infected files: 0
Decrypted files: 0 Select a non-infected e D:\CryptFiles\CrpytXXXV1\Ori¢
one s
g Continue Back
Trendl abs Secunty intetligence Bioc o o
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O ==3FH
O 1 B zséfhsUserb\AppData\Local\Temp\TMRDTSelfExtract\LOG
O 2 2 = &P http://esupport.trendmicro.com/solution/zh-
tw/1114221.3 SpX @)= | Ransomware File Decryptor
B e

Scan Completed!

Duration:00:00:02
Infected files: 27
Decrypled files: 27  See encrypled files

Done

TrendLabs Security Intelligence Blog o

d & Con @ = H [®
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2REXEHARE

—PC&NB ——T 4 — = {%

3,000,000
2,500,000 42965 030
1,74&,1?? 1,UIU,JU‘|'
2,000,000
1,500,000
1,000,000
500,000 203 LSl 2635229
’ Y& TO T, TJ |
19925 363460 284-568
0
2011 2012 2013
—_— 1,746,177 1,810,304 1,905,030
—_—T 120,203 184,431 263,229
—PC&NB 341,273 303,100 281,568
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e s
I CEl [rE B wg Wy 28 EE BE O EE 2E #E
B A EFTERE CEERE O ERMEE ITMEEE BEHEE SEREHRE 1hiEfisg HEE
Yahoo @t EEEE = 3THEE = l:%?é%ﬁ&ﬁ il
EoFREEEE3ISHEGEHN — APEFALEHE
(O Mhows NOWnews — 2014F 68248 FF11:13 e
s EZERE S biE

HergsE—iaEafnsg  BHER TE\5F - 2807 aEEnA | XEE
EEETESAEERSFERE  FED TRTELEIEREHIER,  BR TILNERLEESE
B BEFREEFREAE - TREMAIEE . F5 R S REREITE
45 0 RAIE AR ©

R SHEEEMEERSE R TIPREREE  BESHEEREST  HRIF b
CREAAEIREE  BREREES  MEWAETE T NE=AEA,  EEER
EHHak o

1TEIMEFTES R 3RS YFS 8 (Cheetah Mobile ) feitt » RAd A =S HM5E LIRITHIE
B IERE—REERFM4000u F R EILER  Enfah EERsllEEEax
T BREWEREEAN ERCESEANG - RSV ETEANdId P ERIR & TR
FHHECM Secunty » FifEAF—RREFIEATE

B CIRPEEAERFEE £ - CM SecurityfFRIRH#fILaESRAZ - HEHURIERIEIRES  1R%
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3a cKauyMBaHue U YCTaHOBKY
HenuueH3noHHHoro MO saw TenedoH
6b1n 3ABJIOKUPOBAH B
CoOTBeTCTBUMU co cTaTben 1252 K
P® 3awura UCKNIYNTENbHbIX Npas.
[ns pa36nokupoBKM Bawlero
TenecdoHa onnatute 1000 py6.

Y Bac ecTb 48 yacos Ha onnary, B
NPOTUBHOM CJlyyae BCe flaHHble C
Bawero TenecdoHa bygyT
6e3B03BPaTHO YHUUTOXEHbI!

1. Hangute 6nmxanumin TepMuUHan CUCTeMbl!
nnarexen QIWI
2. Nogonaute K TepMuHany u soibepere
nononHexue QIWI VISA WALLET
3. Beegute Homep TenechoHa +79660624806 m
HaXmuTe ganee
4. MNoaABUTCH OKHO KOMEHTapun - TyT Beegute BALL
HoMmep TenedoHa 6e3 7ku
5. BcTaBbTe AeHbrv B KyNnoponpueMHUK U HaxXmuTe
onnaTUTL
6. B Teyennn 24 Yacos nocne nocTynneHus
nnarexa saw renedoH GyaeTt pa3bnoKUpPOBaH.

7. Tak Xe Bbl MOXeTe ONNaTUTb Yepes CanoHbl
cBa3u CenasHon u EBpoceTb
BHUMAHME: NonbiTku pasbnokuposats TenedoH
CaMOCTOATENbHO NPUBEAYT K NONHON NONHOM
Gnokuposke Bawero TenedoHa, u notepu BCen
nHopMayum 6e3 ganbHenwen BO3SMOXHOCTH

pasbnokupoBaHus.
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