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IEEE 802.1p/802.1g Frame Tagging

The 32-bit field (VLAN Tag) in
the frame header that identifies
the frame as belonging to a
specific VLAN/priority.

DA SA Data| CRC

Regular frame (or untagged frame)

DA SA | Tagging Data | CRC

The Max. size of a Tagged
Ethernet Frame is 1522 Bytes

(1518+ 4 bytes tagging).

802. p tagged frame

8100 Priority |CFl VID

The frame without VLAN tag,
we call it as Untagged Frame 15 18 19 31
or Frame.

Priority (1p) has 3 bits, 0-7.
VLAN (1q) has 12 bits, 0-4095



802.1p/1g Untagged Incoming Frame

@ Port 1| |Port2| | Port3 ,» Tagged member
nt
Untagged packat = - s ofVLANZ
Data | S I 802.1Q Switch v
CRC | Data | SA | DA >|; )

Before Port 6] [Port 7] [Porté

" Untagged member
of VLAN 2

Assumed the PVID of port4 is 2 and default priority=0
The incoming untagged packet will be assigned to VLAN 2/priority=0
Port5 is tagged and port 7 is untagged egress member of VLAN 2

This packet will be forwarded to port5 and port7 with tagged and
untagged respectively.

Priority tagging (802.1p) follows the similar rule as 802.1q tagging.



802.1p/1g Untagged Incoming Frame

The untagged
PVID = 2 Fori 1] Fortal [Foia / Tagged member packet is tagged

of VLAN 2 as it leaves the
3 < ﬁ . . switch through
Pori6] |Port7] |Port8 {‘Racaiciisted)
Untagged memeber / CRC 8100 | Priority | CFI|| VID = 2]
of VLAN 2 , . : :
| 16 bits | 3bits |1 bitg| 12 bits |
Data A
After The VID is
aA related to PVID
Outgoing | |~ fthe i :
untagged packet | [ o Key of the incoming
(unchanged) Priority - User_priority port
i CFi - Canonical format indicator
The untagged packet VID  -VLAN identifier
unchanged as it leaves the v 90

untagged port



802.1p/1qg Tagged Incoming Frame

Port1| |Port2| |Port3 Tagged member
of VLAN 2

.
P
o
"
o

Tagged pacl-(el
CRC | Daty | Tag [JSA | DA

802.1Q Switch

Fort 4
|R)’5|

Before Port6| |Port7| |Port8

N,

Untagged member
of VLAN 2

Assumed tagged incoming packet having vid=2/priority=0
Port5 is a tagged and port 7 is an untagged egress member of VLAN 2
This packet will be forwarded to port5 and port7



802.1p/1q Tagged Incoming Frame

The tagged packet

= remains unchanged
EVH =S Port 1] [Fortz] [Poria /g?gg'_%'gem“f J
- v .
% 802.1Q Switch 5||[ CRC | Data | Tag | sA| DA ::>
& /
[Port6] [Port7] [Porit] / \
Untaggedfr:}mgezr/ CRC*| (*Recalculated) 8100 |Pricrity | CFI | VID=2
5 | 16 bits | 3bite | 1bit| 12 bits |
Data
Outgeing After
The tagged packet SA | untagged packet
. . . changed Kay
is stripped as it CA | (tag removed) Priority - User. priority
leaves the switch G CFI - Canonical format indicator
through untagged VID  -VLAN identifier
port




802.1p/1qg Tagging summary
Ingress (incoming frame):
A If receivinguntaggedframe, add the tag into this frame with VID=PVID
and priority= 802.1p default priority
A If receivingaggedframe, the VID/priority values are unchanged.

Inside the Switch (all frames are tagged)

A For VLAN, based on the VID to lookup the VLAN table, and forward frar
to member ports of this VLAN.

AC2NI LINA2NRAGEeS o6l aSR 2y GKS a/ !l a
with associated priority Queue.

Egress (outgoing frame):
A Untaggedegress port: Remove the tagging.

A TaggedEgress port: Ughange the tagging, so that the 1p/1q info can be
carried to next 802.1p/q aware switch.
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Lab 4 Vlaninterface

Vian PC Gateway

Inter vlan 5
Ip add 163.20.xx.254 255.255.255.0




L3 Switch Routing (ipv4 and ipvo6)

 RGABTANETEARMR L

FG-3040B-1

Server Farm

39



P e
4 CHT P ) CHT

FG-3040B

FG-3040B-1

P
RS ]

FG 3950B-2 FG-3950B-1

| _
Server Farm ) ( Server Farm
\ )

40



20150327

wneman

VZBAR

- "
h Tammas:

at6
Rl UL BY

Web Applcation Fieewsll

AENANTEN

——t

Prowy Cache 1

Prowy Cache 2

88 Log

Server Fann




File Edit Optons Wiewe Tools Extensions Help

[Root]

173217119514

SuIdor ZSede

: AN

Ewsmnd . _ i F-:u-tl;f# 3950 s op opaten b
o o FemEgae 3hal M=t 1

S r AN

] 2C-=T P —FT B-ET
aC= =l | =—1 =C3

p—

-
=

e JJ




X| MH " i

L3 Core Switc

F TR

. AARARATAARE AT

= T wweeey-vewey B8
10G e —
R R o e o =

L2 switch

' r ' Fat AP
ITgier2 Intra-1

43



( ) P

A http://enctc.ntpc.edu.tw

Ipv4
Ipvo
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http://enctc.ntpc.edu.tw/

N

IP

A 9

Vian VID IPv6
Mgt 1 10.226.56.254 2001:288:22xx:1::/64 >101 L2,>201 AP
Wan 2 163.20.202.184/29 2001:288:2201::xx/124
Lan 5 163.20.66.254/24 2001:288:22xx:5::/64 <10 >250
) ) .Q-- DSA-WAN IP
dsa_wan 8 10.253.56.254/24 2001:288:22xx:8::/64 (10.253.56.1)
Intra -1 10 10.231.56.254/24 2001:288:22xx:10::/64
Intra -2 20 10.241.56.254/24 2001:288:22xx:20::/64
Voice 25 10.243.56.0/24 2001:288:22xx:25::/164 | VolP
. . A yes (IP
Wilan 30 10.251.56.254/24 2001:288:22xx:30::/64 DSA-3600 )
WPA2 35 10.245.56.0/24 2001:288:22xx:35::/64 WAP2
MAC 36 10.247.56.0/24 2001:288:22xx:36::/64 Mobile
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Lab5 Routing
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Cisco andDlink
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A Cisco



Vian

A DGS3620
A createvlanlantag 5

A DGS1510

A configure terminal
A vlan5

A namelan

A Cisce3750X
A C3750X_CHT_Rlconfig#vlan5



vlan_port Acces@ort

DGS3620
Configvlanlanadd untagged 1

DGS1510

configure terminal
interfaceethernet1/0/1

switchporthybrid nativevlan5
switchporthybrid allowedvlanuntagged 5

Cisce3750X

C3750X_CHT_H8iconfig interface TenGigabitEthernetl/1/1
C3750X_CHT_+8iconfig switchportmode access
C3750X_CHT_+8iconfig switchportacceswvlan5

To T o T To To o T o T T



To Joo Too To o To Po o To Do Po Do Po To o I

trunk port

DGS3620

Configvlandefault add untagged 1
Configvlanintra-1 add tagged 1
Configvlanintra-2 add tagged 1

DGS&1510

configure terminal

interfaceethernet 1/0/1

switchporthybrid nativevianl1
switchporthybrid allowedvlanuntagged 1
switchporthybrid allowedvlan tagged 10,20

Cisde3750X

interface TenGigabitEthernetl/1/1
switchporttrunk encapsulation dotlq
switchporttrunk allowedvlan10,20
switchportmode trunk
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Mgt 1 10.226.76.254 2001:288:22xx:1::/64
Wan 2 163.20.203.89/29 2001:288:2201::/124
Lan 5 263'20'172'254/2 2001:288:22xx:5::/64
DSA-WAN IP
. .76. 2 : : :8::

dsa_wan 8 10.253.76.254/24 001:288:22xx:8::/64 (10.253.76.1)
Intra -1 10 10.231.76.254/24 2001:288:22xx:10::/64
Intra -2 20 10.241.76.254/24 2001:288:22xx:20::/64
Voice 25 10.243.76.0/24 2001:288:22xx:25::/64 | VolP

. . P (IP
Wlan 30 10.251.76.254/24 2001:288:22xx:30::/64 DSA-3600 )
WPA2 35 10.245.76.0/24 2001:288:22xx:35::/64 WAP2
MAC 36 10.247.76.0/24 2001:288:22xx:36::/64 Mobile
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A Thin AP CAWAP(Control And
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Thin AP
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AP: WTP - LN~

' (@, FortiAP 2208
3 - Thin AP

FOrtiAP 220B
- Thin AP

http://www.osslab.com.tw/Hardware/Router/FortiAP_220B(Zero-config}5
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, - AP(WTP)

AC.

1. AP: Access Point, ,

(wireless frames)
, WTP(*).

2. AC: Access Controller, AP ,

AC AC
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A http://www.pcdvd.com.tw/showthread.php?t=984768
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Data traffice NTPC
log



L3 Switch

Wireless controller

45’ L2 PoE Switch

AP SSID
NTPC
NTPC-WPA2
NTPC-Mobile
TANetRoaming
Eduroam

AP+L2 PoE SW




AP PoE switch

PoE Switch L2 PoE Switch
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L3 Switch
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L3 Switch
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>
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WINOC Server
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L3 Switch
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Linksys Lan p L2vlan Vlan
vian Ip

WPA2 Mobile GW L3 switch
NTPC GW AC controller

AC controller L3 switch vian8 vian
30 vian8 L3 switch
L3 switch vlan30 route AC vlan8 wan
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AC Controller interface vlan

| Murnber:

Status = Metwork Information = Interfaces o 0

The profiled and packet traffic through the controller iz displaved for each interface..

Interfaces
LAN info
Deszcription LA&M 1 LAK 2 LAM 3 LAK 4
Incoming Packets f Bytes 82088600 7 3GE --- --- ---
Qutzoing Packets / Bytes 5196897 / 1GB --- --- ---
Dropped In Packets / Bytes 0/0B --- --- ---
Dropped Out Packets f Bytes 0/0e --- --- ---
VEAN Tnfo
Show entries [This information is view only] |
WLAM Incamin Outgoin Dropped In Dropped Out
o g & g g & FE & FFP &
Moblie 0roe 10 F B5&R 0roe 0roe
NTRC 2941132 / 188MB 2742016 £ 1GR 0foe 0foe
Wpaz2 0f0oe 10 F B¥eR 0f0oe 0f0oe




-~ ® q - 1 .
D-Llnk inas: admin [ ADKIN |

Unified Controller - D Seria 53391F5 7 | Fir P 7 : [Us]

Network » VLAN » VLAHN Settings '9 @

The controller supports virtual network izolation on the LAM with the uze of WLAMNs, LAMN dewices can be configured to communicate in a subnetwork
defined by WLaHN identifiers,

WLEAM List
Shiw entries [Right click row to see more options] | |
Mame. Ol WLAN D & LS LAN Type. & P Address. &8 | Subnet fask & | Captive Portal & | Authentication Server &
Default 1 WLAR [L3) 10,263,881 255, 200,200.0 Free Mone
fMaoblie 36 SLAR L3) hléy Ty hldy M
WTPC 30 WLAR [L3) 10.251.88.204 205, 200,266.0 External CP Web radiuz
WPa2 35 WLAR [L3) Tl Ty Ml M

showing 1 to 4 of 4 entries || First || .| Prewious | 1 | Mext 5 || Last 4

Add N




D-Link

Unifie ontroller - D

The LAN Configuration pagze allows vou to configure the LAN interface of the controller including the DHCP Server which runs on it and Changes
here affect all devices connected to the controller's LAN switch and also wireless LAN clients. Mote that a change to the LAM IP address will require
all LAN hosts to be in the same subnet and use the new address to access this GUL

LAN Settings

iF Address Setup

IP &ddress |10.253.85.1 |

Subnet Mask |255.255.255.0 |
DHCP Setup

DHCP Mode | None v

Domain Mame |NTPC |

Default Route

Ernable Default Route g:]

Gateway 10.253.88.254
| |

DS Server |8.8.8.8 |

SMAT OFF




™ Dap-2530

- [ Basic Settings

- [ Advanced Settings
- Status

Fat AP SSID

Enable Multi-55ID

wireless Settings
Band

Index

S50

SSID Wisibility

Security

Pricrity

WM CWE-Fi Multimedia)

Fey Settings
Encryption
key Type
Key Indexi1~4)
Metwork Key

Confirmn Kesy

Index
Primary SSI0D
Multi-S S0 (Edit

Multi- S SID2Edif

Enable Priarity

| |

Disable Enable

TPC-WRAZ

TPC-Maobil=

Band
2.4 GHz
2.4 GHz

2.4 GHz

key Sirp

Encrypticn
MNone

WP AZ2-ALITD-
Enterprize

MHone

Multi-SSID Settings




Fat APVlan

* Tool -

® DvL-3200AP

"

[=-{f& Basic Settings

= Wireless

LAM

- Advanced Settings
Performance

Grouping

Multi-S5ID

Rogue AP

"DHCP Server
Dynamic Pool Setting
Static Pool Setting
= Current IP Mapping L
= Filters

=) Wireless MAC ACL
=] WLAN Partition

B Log

= View Log
= Log Seftings

Configuration -

Enable Multi-SSID

Enable VLAN State

[T] Enable Priority

—Wireless Settings
Band

Index

Wireless Network Name
(SSID)

SSID Broadcast

IEEEB02.11q
Primary 3510 «

NTPC-WPA2

Enable

Security WPAZ-Enterprise
WLAM Tag Mode Manual -
VLAN ID [] Ethemet Without Tag
Priority 0
WM Enable
—RADIUS Server Settings
Cipher Type AUTO

Group Key Update Interval
RADIUS Server

RADIUS Port

RADIUS Secret
Accounting Mode
Accounting Server

Accounting Port

800 Jsec

Enable

Index
Primary
Multi-8S1D1
Multi-331D2

Encryption

NTPC-Mobile 11g OFF

WLAN 1D

Delete

Delete
Delate
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Winoc ntpc-Mobile

; 531,532

ol 2| hiip//203.72153.61
HEO HED WY ZOREE
i RORR | BRnnAsv g &
95 v V1 Gmoi - 558 - atblue0d.. 8 WINOC - Wired/Wirel . % M v B - o SAD- E250- IRQ>- @~ 7
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=@ guestites0003 RN X a2532301 #H
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=@ guestiles0005  IEESI b8 a2532301 #H

=@ guesiites0006 IR b8 a2532301 #H

= O guestites0007 IR 1.8 a2532301 M
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Ntpc-Mobile ARP Table

L3 Winoc , L3 unBlockByMACAuth
BE Routing Table [ View All Entries ] [ Clear All E
Eﬁ Browse IP Multicast Forw:
S
B2 PIM Monitor 20-61-32-04-49-16 1
S OSPE Monitor 3[} wla.n 2E8-98-TB-TD-26-D4 1 23 D}rna:l:l:l.ic
Ei  Switch Logs 30 wilan 34-51-C9-EA-55-BE 1 23 Drwnamic
i Browse ARP Table 30  wilan 38-AA-3C-E1-C9-12 1 20 Drvnamic
B MAC based Acc 30  wilan SC-B5-24-DE-35-C4 1 23 Drvwnamic
e 30  wilan 64-AT7-69-E0-10-FF 1 23 Drwnamic
= eboot Syeterm 30 wlan T0-73-CB-6B-28-1C 1 24 Drynamic
s 30  wilan FJC-11-BE-61-6A-B0 1 22 Drwnamic
P 30 wlan TC-D1-C3-F&-43-C5 1 23 Drvnatnic
B . E:EDD—DE—DD—AD— - 23 D .
30 swwlan BE-30-8A-25-53-TD 1 23 Drwnamic
30 wwlan DE-A2-SE-B4-A4-Dé 1 24 Drwnamic
30 wlan EB-06-88-73-5D-18 1 20 Drwnamic
35  wpa2 00-21-91-A5-7B-07 CPU Self
35  wpaZ2 00-26-5A-C2-95 9B 1 23 Drynamic
36 mac_auth 00-21-91-A5-TB-08 CPU Self
36 mac_auth 00-24-2B-029-30-02 1 23 BlockBvMACAuth
36 mac_auth 00-26-5A-C2-95-9B 1 23 BlockBvMACAuth
36 mac_ auth 1C-B0O-94-19-C5-C8 1 22 BlockBvMNACAuth
36 mac_auth S0-EA-D6-TF-89-8F 1 20 BlockBvMNACAuth
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Fat NtpeWPA?2 Debug

2 Logout  1®) Help

7
Home % Tool =

® DvL-3200AP

~

=-{f& Basic Settings

= Wireless

LAM

- Advanced Settings
Performance

= Grouping

= Multi-35ID

Rogue AP

{& DHCP Server
Dynamic Pool Setting
Static Pool Setting
= Current IP Mapping L
= Filters

=) Wireless MAC ACL
=] WLAN Partition

=) Device Information
Client Information
[1-fjl Stats

B Log

= View Log
= Log Seftings

1 m | »

Configuration -

Enable Multi-SSID Enable VLAN State  [_] Enable Priority

—Wireless Settings
Band

Index

Wireless Network Name
(SSID)

SSID Broadcast

IEEES02.11q

Primary 3510 «
NTPC-WPAZ2

Enable

Group Key Update Interval
RADIUS Server

RADIUS Port

RADIUS Secret
Accounting Mode
Accounting Server

Accounting Port

Security WPAZ-Enterprise
WLAM Tag Mode Manual -
VLAN ID [] Ethemet Without Tag
Priority 0
WM Enable
—RADIUS Server Settings
Cipher Type AUTO

800 Jsec

Enable

Index

) Encryption

Primary NTPC-WPAZ Mg WPAZ-Enterprise
Multi-SID1 NTPC 11g OFF
Multi-331D2 NTPC-Mobile 11g OFF

Apply

VLANID Delete
35
30 -Del ete
36 -Del ete
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N

A 10.226.x.201205

or
A 10.227.x.201205

X7

% Tool =

. DWL-32004P

-

El-{# Basic Settings

= Wirgless

LAN

Bl Advanced Settings
% Performance

Grouping

Muli-S5ID

Rogue AP

" DHCP Server

=] Static Pool Setting

~ Filters

WLAN Partition

Bl Status
2 Device Information

- = Client Information

- Stats

E-§@# Log

= View Log

Log Settings

] m |

Configuration ~

ﬁ] Logout

Dynamic Pool Setting
=] Current IP Mapping L

=| Wireless MAC ACL

Enable Multi-SSID

Enable VLAN State

[C] Enable Priority

— Wireless Settings

RADIUS Server
RADIUS Port
RADIUS Secret
Accounting Mode
Accounting Server

Accounting Port

Group Key Update Interval

Band IEEES02.11g
Index Primary 510 «
‘E';igleée)ss Network Name NTPC-WPAZ
58D Broadcast Enable
Security WPAZ-Enterprise
VLAN Tag Mode Manual -
VLAN ID [C] Ethernet without Tag
Priarity 0
WM Enable

— RADIUS Server Settings
Cipher Type AUTO

ol

Apply )

ID  Delete

Index
Primary
Multi-SS1D1
Multi-SSID2

D
NTPC-WFPAZ
NTPC
NTPC-Mobile

Mg
11ag
g

Encryption
WPAZ-Enterprise
OFF
OFF

35
30
a6




Routing Table

Add

IPv4 Static/Default Route Settings

(0.0.0.0 (0.0.0.0 163 20,209,152 Default  Prmary MNene  Active Ki

10,252,250 2552552550  10.254.25.1 1 Static Primary  MNone  Active beS

Total Entries: 2






W 5 -L2 POE

L2 POH
Uu w  ::f ;
u .. ao " 2 sseesis

A W IPv6 MLD Snooping Qo3 ACL a DGS-3100-24P/48P
U w & 7

Gy

n v
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0¥ @ @ D-Link DGS-3100-24F

(44

ﬁﬂﬁﬁﬁﬁ

2.3 T
& .i..

Up Tirne: 1

w :1a|su1s|e

Device Information

Device Information
Device Type
System Contact
System Mame
System Locatian
Firmware Versiaon
Hardware Version
Serial Number
System Time
System Up Time
Boot version

Device Status and Quick Configurations
Time Source

20210 Spanning Tree

DHCP Client

Safeguard Engine

SHMP Trap

55L

Asymmetric WLAMN

WLARN Trunking

Trlnet Settinn

DGS-31

00-24P 5T

maes-L2-2

3.00.43
al
F3E218

C000083unit 1)

10/08/2010

108 day:
1.0.1.04

=10 hours & mins 20 secands

SHTP setting
Enahled getting

Disable

d zetting

Enabled getting
Enahled zefting

Disable
Disable
Dizahle

d getting
d setting
d setfting

Fnahlrrl =ritinn

MAC Address

IP Address

Subnet Mask

Default Gateway

Lagin Timeout (minutes)

Jumbo Frame

BFDL! Fonwarding

IGMP Snooping

MLD Snoaping
Broadcast Starm Contral
802.1x Status

GVRP Setting

SEH

Frart Wirrarinn

00-26-5a-c0-73-40

10.227.29.

102

255.255.255.0

10.227.29.

10

254

Disabled setting

Disahled

setting

Disabled setting
Disabled setting
Disabled sefting
Disabled getting
Disabled setting

Disabled
Nisabled

setting

=rftinn



Vian

VLAN

YLAM List

Marme
default
lan
irtra-1
Intra-2
Wi
wilan
wpal

rmac_auth

Back

| AdUIEdit VLA

Farbidden WLAM
FPorts

LIntag VAN Ports Tag VYLAM Paorts

1:24, 2:8, 223, 2:24 T1-T32

112 1.24
1:24

1A-1:11, 113123, 21-2:4, 26-2:22 1:24
1:1-1:24, 2:1-2:24
1.24, 2.5, 2:23, 224
1:24, 2.5, 223, 224
1.24, 205, 223, 224

MWzt

Edit

| [elete

i)

Edit

| Delete

V1D |

Edit

| Delete

VIO |

Edit

| Delete

vID |

Edit

| Delete

V1D |

Edit

| Delete

V1D |

Edit

| Delete

VIO |

Edit

| Delete

vID |




PokE

PoE Port Setling
Unit From Part Ta Part PoE Enable Pawrer limit
f 02 = m = o ~|  fEnanled x| |

(W)

Mote : The max power output of Class 005 15.4WW, Class 1 is 80, Class 2is TW Class 315 15.4W.

Apply | 2

Port FPoE Enahle Paower lirnit P ovara ey YValtage( Current{msd) Classification Statu
21 Enabled 15.4 1] 1] 1] Clags D search
2.2 Enabled 154 1] 1] 1] Class D search
23 Enabled 15.4 1] 1] 1] Class D search
24 Enabled 15.4 1] 1 1] Clags D search
Zh Enakled 15.4 9.2 a0y 181 Class 3 deliveringl
2.6 Enabled 15.4 1] 1] 1] Class D search
7 Enabled 164 1] i 1] Class 0 search
2.8 Enabled 154 1] 1] 1] Class D search
2:9 Enabled 154 1] 1] 1] Clags D search
210 Enabled 164 1] i 1] Class 0 search
211 Enabled 154 1] 1] 1] Class D search
212 Enabled 154 1] 1] 1] Clags D search
213 Enahled 154 0 0 0 Class 0 search
214 Enabled 154 1] 1] 1] Class D search
2148 Enabled 15.4 1] 1] 1] Clags D search
218 Enabled 154 1] 1] 1] Class D search
217 Enabled 154 1] 1] 1] Class D search
218 Enabled 15.4 1] 1] 1] Clags D search
214 Enabled 154 1] 1] 1] Class D search




LO

o~ o0 h = D b — Nl

Time

10-May-2010 21:28:26
T0-May-2010 21:27:44
T0-May-2010 21:12:27
10-May-2010 20:69:10
10-May-2010 20:32:55
T0-May-2010 20:32:24
T0-May-2010 20:32:24
10-May-2010 20:15:23
10-May-2010 20:14:53
T0-May-2010 20:14:51
10-May-2010 20:14:29
10-May-2010 20:14:27
10-May-2010 16:30:01
T10-May-2010 16:29:55
10-May-2010 16:29:53
10-May-2010 16:17:55
T0-May-2010 161725
T0-May-201016:17:23
10-May-201016:10:13
T10-May-2010 16:09:44
T0-May-201016:09:14
10-May-2010 16:09:12
10-May-2010 16:08:51

AR Md oL AmA T A CLAnLTA

Log Descriptian

HAAA--COMMECT: Mew hitp connection for user admin, source 20372158347 destination 10227 29102 ACCEPTED
HBAAA-DISCONMECT: hitp connection for user admin, source 203.72.153.57 destination 10.227.29.102 TERMINATED
WAAA--CONMNECT. Mew hitp connection for user admin, source 203.72.153.87 destination 10.227.29.102 ACCEPTED
LM k- t- Do 201

WESTP-W-PORTSTATLIS: 2:1; STP status Forwarding

B LIME--Up: 201

W LIME-W-Doven: 201

WETP-W-PORTSTATLIS: 2:1: 5TF status Fornwarding

Bl IMk=-Up: 201

W LIME--Doven: 201

FolLIMk=-Up: 2:1

Fa LM b-it-Drowern 201

B LIME-W-Down: 116

WLIME-I-Up: 116

LM k--Diawen: 116

%STR-W-PORTSTATLIS: 1:14: STF status Forwarding

WL IME--Up: 1:14

W LIME--Down: 1:14

FaLImb-it-Doowen; 1:22

%ESTP-W-PORTSTATLIS: 1:15: STF status Forwarding

W LIME--Up: 1:15

L Imk--Diowen: 1:14

%STR-W-PORTSTATLIS: 1:22: 5TF status Forwarding

LT T VIR T I P I



MAC Address Table

Linit 01 - Port 01 hd Find |

WLAN Narme | | Find |
MAC Address | | Find |

Clear Static Entries I Clear Dynarnic Entries Yiew All Entries I Clear all Entriesl

Total entries on this page: 90.

WLAR Bame ] Port
1 Default 00-21-91-A3-6F-00 1 1:.24 Dynarmic
1 Default 00-26-54-C0-TO-CF 1 1:24 Dynamic
1 Default 00-26-54-C0-T2-14 1 1:24 Dynarmic
1 Default 00-26-5A-C0-T2-5F 1 1:24 Dynamic
1 Default 00-26-5A-C0-72-91 1 1:24 Dynarmic
1 Default 00-26-54-C0-T4-21 1 1:.24 Dynarmic
1 Default 00-26-54-E2-6C-00 1 1:24 Dynamic
5 lan 00-00-48-0E-15-TE 1 1:24 Oynamic
A lan 00-00-48-0E-78-A3 1 1:24 Cwynamic
5 lan 00-00-48-0E-BO-5F 1 1:24 Oynamic
] lan 00-00-48-3F-68-1F 1 1:.24 Dynarmic
A lan 00-00-48-49-A8-66 1 1:24 Cynamic
5 lan 00-00-48-49-A8-68 1 1:12 Cwynamic
A lan 00-04-E2-9A-F9-D3 1 1:24 Cynamic
A lan 00-04-E2-BE-28-40 1 1:24 Oynamic




o To Ix

ThinAP Debug

AC
AC WInoc



DWG2000



o0k wWwhE

. Interface

AP & AP firmware
AP profile
captive portal



o To  To Po Io o

IP  192.168.10.1
URL http://192.168.10.1

/ :admin/admin
AP license
64 AP
RADIUS AD
VLAN 1P,

mode

route


http://192.168.10.1/

D'LinK Logged inas: chuck

A Serial Number: | Firmware Version: 4. W | Language: En
Unified Controller -

.. System Search...

Status

Status » Dashboard

The Discovered APs, W
each interface.

B AREMNAPE
BHEAY

tatistics , Hardwar urces (CPU a ory utilization ) and t Traffic through the r is displayed for

PING, firmware upgrade,
AP firmware upgrade &
system time

Das #IP VLAN port Z#RADIUS, LDAP,

VLAN

SMAP 252SSID,
252RADIO

Discovered APs WLAN Statistics CPU Utilization
100 = 10000000000 =
Standalone 7500000000 Transmitted / User 5.04%
75
5000000000 .
. Kernal 0.9%%
Rogue 2500000000 Received
50 =l o =] Idle Time
Auth. Failed Transmit "
25 Dropped 10s 12
5]
. Unknown
0TI 0 s es Receive
) Dropped

M d
anees (] 1057067165 W 136284242

= 0 o 0

Total Discovered APs: 81 m Total WLAN Statistics: 1193351407 m m



A RJ45 interface 4 SFP
, Interface, combo port,
RJ45 portl SFP
portl

A default configuration ,
Interface VLAN.

A L3 VLAN VLAN routing
A route mode NAT mode.



A DWL-:8610AP & DWB610AP DWG2000
, telnet & http
AP frmware upgrade,
DWC2000 Maintenance»Firmware»AP
FirmwareDownload AP firmware
upgrade.

A tftp ,
tftp server, tftpd32
(http://tftpd32.jounin.net/tftpd32_download.ht
m)
A AP



http://tftpd32.jounin.net/tftpd32_download.html

])'l;il'l.l(o11 edinas: chuck (

Serial Number: S C ) | Firmware Version: 3_B9 " | Language: Eng

Unified Controller -
f ‘ System Search.

'uo Maintenance

Maintenance » Firmware » AP Firmware Download @ 0O

ay take about 12 minutes for the upgrade

process to complete for an AP.

AP Firmware Dow d | AP Firmware Status

The Unified Wireless Controller can upgrade software on the APs that it manages. The Cluster Controller can update code on APs managed by peer
wireless controllers.

AP Firmware Download %@ﬁA TFTP server IP
Server Address | address

Img_d w8600 D-Link 8600 AP Radios

Img_dwl3600/6600 D-Link 3600/6600 AP Radios

Img_dwl2600 D-Link 2600 AP Radios

Img_dwl8610 D-Link 8610 AP Radios

Img_dwl6700 D-Link 6700 AP Radios

Img_dwl6610 D-Link 6610 AP Radios

File Path
File Name |

Img_dwl8710 D-Link 8710 AP Radios

i A firmwarefE# 5lin
dwl-6610_fw v_4.3.0.4 tar

File Name
Group Size [ ] mefoult: 64, Range: 1-1921
DWL-6610AP v

Group size %M 6 ~ 8, BRE—NE%LSapi
FHEEHE.
EEFH— Rap B R, B2 EME 6610AP

Image Download Type

Managed AP

3ci1e:04:f8:ed:c0-10.192.92.100 -
3ci1e:04:f8:f1:00-10.192.130.100 -

3ci1e:04:f8:f1:40-10.192.129.100 -
3ci1e:04:78:14:40-10.192 115,100 -
3c:1e:04:78:14:80-10.192 116.100 -

3ci1e:04:f8:f4:c0-10.192.123.100 -

%‘QE—F save. mgﬂ,g%save 3c:1e:04:78:15:00-10.192.122 100 - -

Fistart T

Copyright ® 2014 D-Link Corporation



A 64 AP profile. Profile radio & SSID.
A SSID 50 .

D-Linkm Logged in as: chuck (
Uniffed Controlleke Serial Number: ) 4. L | Language: ..E|
" rd | System Search...

= Wireless

Wireless » Access Point » AP Profile

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified Wireless Controller.
Access Point Profile List

Show entries [Right click row to see more options]

AP Profile Name & | Profile Status & | Hardware Type & | Wired Network Discovery VLAN 1D &
1-Default Associated Any 1
2-kindergarden Configured Any 1
3-seniorhighschool Configured Any 1

Showing 1 to 3 of 3 entries }.) First | Previous | 1 | Next , || Last 4

Add New AP Profile
I —— ~



A radio , radio ,
off

D-Link Loggedinas:

' Serial Mumber: 1 | Firmware Version: 4.
Unif Controller - [

zard | System Search...

—
L—d
.

Wireless =

Wireless = Access Point » AP Profile = AP Profile Radio o °

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

This page contains several parameters that are not available for the default AP Profile. AP can support up to two radios. By default, Radic 1 operates
in the IEEE B02.11a/n/ac mode and Radio 2 operates in the IEEE B0Z.11b/g/n mode. The difference hetween these modes is the frequency in which
they operate. |EEE 802.11b/g/n operates in the 2.4 GHz frequency and IEEE 802.11a/n/ac operates in 5 GHz frequency.

Access Point Profiles Radio List

o 0]

entries [Right click row to see more options] | |

| —
AP Profile Name ¢ | Radio Mode Status Sentry Mode & | Initial Power & | Max. Clients & | Auto Eligible Channels &
1-Default 802.11a/n/ac On Disabled 100% 200 145
1-Default 802.11b/g/n On Dizabled 1007 200 1,6,11
2-kindergarden B02.11a/n On Disabled 100% 30 60,149,157
2-kindergarden 802.11b/e/n On Disabled 1007 30 1,6,11
3-seniorhighschool 802.11a/n On Disabled 100% 30 60,149,157
3-seniorhighschool BOZ.11bJ/g/n Cn Disabled 100% 30 1,6,11
Showing 1 to 6 of 6 entries | First | Previous | 1 | Next » | Last , -



SSID enable, ,
enable, 2 radio

jlis

Wireless » Access Point » AP Profile » AP Profile SSID 0 O

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set ldentifier(55ID). We can configure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles SSID List

AP Profile | 1-Default v

Radio Mode I’ 802.11a/n/ac '~ B02.11b/g/in I

Show entries [Right click row to see more options]

18-NTPC A Enabled 1-Default  Disabled WPA Enterprise None Disabled Free
| 21-Eduroam A | Enabled 1-Default  Disabled WPA Enterprise None Disabled Free
| 22-NTPC-WPA-KEY v | Enabled 1-Default  Disabled WPA Personal None Disabled Free
| 4-dlinks v Disabled 1-Default  Disabled None None Disabled Free
| 5-dlinks v] Disabled 1-Default  Disabled None None Disabled Free
| 6-dlinke 7| Disabled 1-Default  Disabled None None Disabled Free
| 7-dlink7 v] Disabled 1-Default  Disabled None None Disabled Free
| 2-dlinks v Disabled 1-Default  Disabled None None Disabled Free

|

[ = L. ame e e “ " o -



A

radio or SSID : apply AP.

A Associated AP profile AP

Serial Number:

ontroller -

= Wireless

Wireless » Access Point » AP Profile o o

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified Wireless Controller.
Access Point Profile List

Show entries [Right click row to see more options]

AP Profile Name > | Profile Status & | Hardware Type & | Wired Network Discovery VLAN 1D &
1-Default Associated Anv 1
) select all
2-kindergarden Configured elec 1
#| Edit
3-seniorhighschool Configured 1
) ) £ Copy i
Showing 1 to 3 of 3 entries | First | Previous | 1 | Next , || Last |
» | Apply
®

Delete
Add New AP Profile

Copyright © 2014 D-Link Corporation.




A DWG2000 captive portal ,
switch mode & route mode. route mode

A route mode dwc-2000 ,
uplink subnet, downlink subnet.

A Route mode FW 4.4.0.3 B931

A Uplink VLAN1, downlink
A .

A 203.72.154.18(port 1 vlan1) DWC (port 2 vlan40) 192.168.100.254



B Network & Security ntenance

Network » LAN » LAN Settings » IPv4 LAN Settings 0 @

IPv4 LAM Settings | IPve LAN Settings | IPvé Address Pools | IPve Prefix Length | Router Advertisement | Advertisement Prefixes

The LAN Configuration page allows you to configure the LAN interface of the controller including the DHCP Server which runs on it and Changes here
affect all devices connected to the controller's LAN switch and also wireless LAN clients. Note that a change to the LAN IP address will require all
LAN hosts to be in the same subnet and use the new address to access this GUIL.

LAN Settings

IP Address Setup

IP Address [203.72.154.18 |

Subnet Mask |255.255.255.0 |
DHCP Setup

DHCP Mode [None v

Domain Name |NTF'C |

Default Route
Enable Default Route ﬂ:]

Gateway |203.72.154.254 |

DNS Server XX |

SNAT OFF

DNS Host Name Mapping

[Right click row to see more options]



A VLAN list VLAN



