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09:00-12:00
IP  netmaskgateway  dns
Local Dhcp
DHCP Proxy
L2 Vlan
L3
NAT 
VPN500M

13:00-16:00 ̡
Radius Server̡

NTPC̡ NTPCRoaming̡NTPC-Mobile
NTPC-WPA2 ̡EduRoam

VOIP̡ IPPBX
Winoc̡Siraya

̡ ̡

Nts.tanet.edu.tw
2



PC

3

Å PC
ÅIP -IPv4  and IPv6
Å : ̢
ÅGateway Gateway ??
Å
ïIpconfig/all   ipconfig/ flushdns
ïPing
ïNslookup
ïTracert
ïRouteprint



4

Å

ï DHCP server

ïDHCP ip ip

ïDHCP dns dns

Å

ïDNS IP

ï ip

ïPC->L3 Switch GW->F/W->Core->DNS

ïPC->L3 Switch GW->F/W->Core->NCCU



IP 

ÅIp address

Å ̡

Åprivate
ï192.168/16

ï172.16-31/12

ï10/8

ÅNetmask

ÅGateway

ÅDNS
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IPAddress

6

ÅA.B.C.D        0-255

ÅNetMask

ÅGateway

ÅDNS

ÅDHCP

ÅIpv6



PC

7



8

ÅDOS
( )

cmd
ïipconfig /all

ïNslookup

ïPing

ïTracertςd DST ip

ïPathping

ïtelnet ip port



DHCP 

9
:http://www.pcnet.idv.tw/pcnet/network/network_ip_dhcp.htm



DHCP 

Å DHCDISCOVER 
ƨ router ̢ DHCP 

ƭ DHCP IP 
ƨ Router ƨ Router 

DHCP ƨ DHCPDISCOVER 
DHCP OFFER 

̢ DHCP Agent (
DHCP Proxy ) DHCP ƨ

DHCP ƨ ̢
ƨProxy 
̢

Å Proxy DHCP 
ƨ ƨ ƨ ƨ
̢ ƨ ƨ

̢ ̢

10



DHCP LAB

11

ÅLinksys LAB

Å DHCP 192.168.X.X

Å

vlanip enctc.ntpc.edu.tw

Å ip, dhcp port
shutdown port

Å DHCP DHCP
snooping ̢
ï DHCPsnooping DHCP

http://www.uuu.com.tw/public/content/article/110912tips.htm


Lab

12

ÅCisco Packet Tracer
Å PC
ÅWireless Device Linksys 
ïLAN
ïWAN
ïWireless

ÅL2 Switch
ÅL3 Switch
ÅPacket TracertLab Linksys DHCP 

Server



Packet Tracer

13

ÅCISCO

Å CCNA,CCNP

Å

Å
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15

PC



16

PC
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Lab 1 PC

18

ÅPacket Tracert6.1

ÅPC ̡



Lab 3-1  Hub̡L2̡ AP

19

PC ̡ ̡

1.192.168.0.0/24

2.192.168.1.0/24

3.

4. 172.18.1.1/24

1



AP

20

WAN IP (internet)

LAN IP

Wireless

SSID

WPA2

Preshare key

Redius server
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22



23



Lab2 

24

1. L2 switch

2. AP

3. PC ip

4. ip

5. PC ping
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10.247.56.0/24

.254

.100
.101



DHCP LAB

26

ÅLinksys LAB

Å DHCP 192.168.X.X

Å

vlanip enctc.ntpc.edu.tw

arp table Gateway

ip, dhcp port
shutdown port



802.1Q vlan



Vlan

28

Å ̢Vlan (L2)



IEEE 802.1p/802.1q Frame Tagging

The 32-bit field (VLAN Tag) in 

the frame header that identifies 

the frame as belonging to a 

specific VLAN/priority.

The Max. size of a Tagged  

Ethernet Frame is 1522 Bytes

(1518+ 4 bytes tagging).

The frame without VLAN tag, 

we call it as Untagged Frame 

or Frame.

DA SA Tagging Data CRC

0 15 18 19 31

8100 Priority VIDCFI

DA SA Data CRC

Regular frame (or untagged frame)

802.1q/1p tagged frame

Priority (1p) has 3 bits, 0-7.

VLAN (1q)  has 12 bits, 0-4095



Assumed the PVID of port4 is 2 and default priority=0

The incoming untagged packet will be assigned to VLAN 2/priority=0

Port5 is tagged and port 7 is untagged egress member of VLAN 2 

This packet will be forwarded to port5 and port7 with tagged and

untagged respectively.

Priority tagging (802.1p) follows the similar rule as 802.1q tagging. 

802.1p/1q Untagged Incoming Frame



802.1p/1q Untagged Incoming Frame

The untagged 

packet is tagged 

as it leaves the 

switch through 

tagged port

The VID is 

related to PVID 

of the incoming 

port

The untagged packet is 

unchanged as it leaves the 

untagged port



802.1p/1q Tagged Incoming Frame

Assumed tagged incoming packet having vid=2/priority=0 

Port5 is a tagged and port 7 is an untagged egress member of VLAN 2

This packet will be forwarded to port5 and port7



The tagged packet 
remains unchanged

The tagged packet 
is stripped as it 
leaves the switch 
through untagged 
port

802.1p/1q Tagged Incoming Frame



802.1p/1q Tagging summary
Ingress (incoming frame):

Å If receiving untagged frame, add the tag into this frame with VID=PVID 
and  priority= 802.1p default priority 

Å If receiving taggedframe, the VID/priority values are unchanged.

Inside the Switch (all frames are tagged)

Å For VLAN, based on the VID to lookup the VLAN table, and forward frame 
to member ports of this VLAN.

Å CƻǊ ǇǊƛƻǊƛǘȅΣ ōŀǎŜŘ ƻƴ ǘƘŜ ά/ƭŀǎǎ ƻŦ {ŜǊǾƛŎŜ ƳŀǇǇƛƴƎέ ǘƻ ǇǊƻŎŜǎǎ ǘƘŜ ŦǊŀƳŜ 
with associated priority Queue. 

Egress (outgoing frame):

Å Untaggedegress port: Remove the tagging.

Å TaggedEgress port: Un-change the tagging, so that the 1p/1q info can be 
carried to next 802.1p/q aware switch.



L2 Lab Vlan

35

Å vlan30 and vlan5

Å L2 PC port vlan
access port

Å

ï vlan DHCP ip

Å vlan ip

Å ping

Å vlan ping



Lab3 L2 Vlan

36



Lab 3-2 Vlan

37

Vlan PC (BroadcastDomain)̢



Lab 4 VlanInterface

38

Vlan PC Gateway̢

Inter vlan 5

Ip add 163.20.xx.254 255.255.255.0



L3 Switch Routing (ipv4 and ipv6)

39



40



41



Lab

42



43

ӑẃ ▐

L2 switch

L3 Core Switch

IP-Phone

10G

Fat AP

ҖӀ МЊ ▐

Lan
Lan

Intra-1
Intra-2

Voice



( ) ip

44

Åhttp://enctc.ntpc.edu.tw

Å

Å

Å Ipv4

Å Ipv6

Å

http://enctc.ntpc.edu.tw/
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Vlan VID IPv6

Mgt 1 10.226.56.254 2001:288:22xx:1::/64 >101 L2, >201 AP

Wan 2 163.20.202.184/29 2001:288:2201::xx/124

Lan 5 163.20.66.254/24 2001:288:22xx:5::/64 <10  >250

dsa_wan 8 10.253.56.254/24 2001:288:22xx:8::/64
DSA-WAN IP 
(10.253.56.1)

Intra -1 10 10.231.56.254/24 2001:288:22xx:10::/64

Intra -2 20 10.241.56.254/24 2001:288:22xx:20::/64

Voice 25 10.243.56.0/24 2001:288:22xx:25::/64 VoIP

Wlan 30 10.251.56.254/24 2001:288:22xx:30::/64
(IP

DSA-3600 )

WPA2 35 10.245.56.0/24 2001:288:22xx:35::/64 WAP2

MAC 36 10.247.56.0/24 2001:288:22xx:36::/64 Mobile

IP Ӑ ◕



?

46



Gateway( )

47



Lab 5 Routing

48

Vlan PC ̢

Config t

Inter fa0/1

Switchport mode access

Switchport access vlan 5



49

Å : GateWay

Å (Gateway)̢

Å WAN Route̢

ÅECMP



Lab 6 Default Route

50

Vlan PC Internet̢

Config t

Ip routing

L3



Lab 7

51

transparent mode



PC Troubleshoot

52

ÅPing Local GateWay
ÅPing Wan ip
ÅPing Firewall
ÅPing Serverfarm
ÅPing ISIS interface ip
ÅPing ntpc.gov 
ÅPing nccu
ÅPing www.google.com
ÅTracertςd 

http://www.google.com/


Lab 8 Trouble Shoot

53



Cisco and Dlink

54

ÅL3

ÅL2

ÅCisco



Vlan

55

ÅDGS-3620
Åcreate vlanlan tag 5

ÅDGS-1510
Åconfigure terminal
Åvlan5
Åname lan

ÅCisco-3750X
ÅC3750X_CHT_F1-3(config)#vlan5



vlan_port Accescport

56

DGS-3620
Å Configvlanlanadd untagged 1
Å

DGS-1510
Å configure terminal
Å interface ethernet1/0/1
Å switchporthybrid native vlan5
Å switchporthybrid allowed vlanuntagged 5
Å

Cisco-3750X
Å C3750X_CHT_F1-3(config) interface TenGigabitEthernet1/1/1
Å C3750X_CHT_F1-3(config) switchportmode access
Å C3750X_CHT_F1-3(config) switchportaccess vlan5
Å



trunk port

57

Å
DGS-3620

Å Configvlandefault add untagged 1
Å Configvlanintra-1 add tagged 1
Å Configvlanintra-2 add tagged 1
Å

DGS-1510
Å configure terminal
Å interface ethernet1/0/1
Å switchporthybrid native vlan1
Å switchporthybrid allowed vlanuntagged 1
Å switchporthybrid allowed vlan tagged 10,20
Å

Cisdo-3750X
Å interface TenGigabitEthernet1/1/1
Å switchporttrunk encapsulation dot1q
Å switchporttrunk allowed vlan10,20
Å switchportmode trunk
Å



arp

58

ÅDGS-3620

ÅSharpentry

ÅDGS-1510

ÅSharp

ÅCisco-3750X

ÅSharp



mac

59



Shvlan

60



Shport

61



LAB

62

ÅVlandatabase

ÅConfigt

ÅInterface vlan interface fa0/X

ÅSwitchportmode

ÅSwitchportaccess vlanxx

ÅSwitchporttrunk allow vlanxx

ÅIp add xx.xx.xx.xxxx.xx.xx.xxxx.xxx.xx.xx

ÅIp route xx.xx.xx.xxxx.xx.xx.xxaa.aa.aa.aa



Å

Å

ï ̡ UTP

ï

63



Ånts.tanet.edu.tw

ï

ï ( )

ï (google)

64



nts.tanet.edu.tw

65

NTS

google cache
Tanet

Internet



Network Address Translation
NAT

ÅNAT

ïsource interface̡

ïsource pool

ïDestinatationpool

66



VPN

ïSSL-VPN

ïTunnel

ïSpliteTunnel

67



68

NTS

google cache
Tanet

Internet

500M



ÅFirewall 
ïFirewall security Authentication
ïFirewall security Policy
ïFirewall security IDP
ïFirewall security  UTM
ÅAnti-spam
ÅAnti-virus
ÅContent Filtering
ÅWeb Filtering

ÅLTM 
ïVIP Pool Node

69



70

ӑẃ ▐

L2 POE

L3

IP Phone

10G

AP-POE

ҖӀ МЊ ▐

Lan
Lan

Intra-1
Intra-2

Voice
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Vlan VID IPv6

Mgt 1 10.226.76.254 2001:288:22xx:1::/64

Wan 2 163.20.203.89/29 2001:288:2201::/124

Lan 5
163.20.172.254/2
4

2001:288:22xx:5::/64

dsa_wan 8 10.253.76.254/24 2001:288:22xx:8::/64
DSA-WAN IP 
(10.253.76.1)

Intra -1 10 10.231.76.254/24 2001:288:22xx:10::/64

Intra -2 20 10.241.76.254/24 2001:288:22xx:20::/64

Voice 25 10.243.76.0/24 2001:288:22xx:25::/64 VoIP

Wlan 30 10.251.76.254/24 2001:288:22xx:30::/64
(IP

DSA-3600 )

WPA2 35 10.245.76.0/24 2001:288:22xx:35::/64 WAP2

MAC 36 10.247.76.0/24 2001:288:22xx:36::/64 Mobile

ӑẃIP ◕

IP ◕ Ὑ



https://enctc.ntpc.edu.tw

72



Vlan2 Default Route

73

Dlink L3 vlan2 interface ip

Fortigate 3950 firewall Vdom interface ip



SNGN

74

ÅSngn.enctc.ntpc.edu.tw

Å

Å

ÅL3 ip

ÅL2 ip

ÅAP Controller ip

ÅTroubleShoot
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ÅS site survey 
ÅN
ÅO
ÅSn n
Å port
Å port 
Å L2 switch
Å port = port+ol2 port
Å port    port



SNGN 

76





WIFI Analyzer 

Å 2.4GHz 450Mbps̢
5GHz 1300Mbps

802.11n

78



AP

79

WAN IP (internet)

LAN IP

Wireless

SSID

WPA2

Preshare key

Redius server



ÅCisco PT6.0

Å AP

ïWAN(PPPoE,Staticip)

ïWLAN

ïLAN

ïDHCP

ïNAT

80



Å

ïCisco LinKsys̡ DlinkΧ

ï SSID + Password

Å

ï SNGN

ïLocal User

Å

ïRadius

ïThin AP

81



SNGN AP▐ ӣ Ὑ

82

NTPC-WPA2(vid35)

NTPC (vid30) 

PoE Switch

AP SSID,

NTPC̡NTPC-Roaming web

NTPC-WPA2̡EduRoam WPA2

NTPC-Mobile MAC

Mgmt (vid1)

NTPC-Mobile(vid36)

NTPC

NTPC-WPA2

NTPC-Mobile



AP ạ Ὑ

83

PoE Switch

NTPC

NTPC-WPA2

NTPC-Mobile

SSID NTPC̡NTPC-Roaming

Web-Portal DWC-2000 Fortigate 3950B

SSID NTPC-WAP2̡EduRoam AP

SSID NTCP-Mobile L3 Switch

DGS-3627

WINOC



SNGN AP▐ ӣ Ὑ

84

NTPC-WPA2(vid35)

NTPC (vid30) 

PoE Switch

AP SSID,

NTPC̡NTPC-Roaming web

NTPC-WPA2̡EduRoam WPA2

NTPC-Mobile MAC

Mgmt (vid1)

NTPC-Mobile(vid36)

NTPC

NTPC-WPA2

NTPC-Mobile



Portal

Å1.Client SSID NTPC

Å2. DWC-2000 or firewall
ïRadius Server 203.72.153.61τ62  port UDP 1812 -1813

Å3. DWC-2000ip (Vlan8) radius

Å4.

Å5. ip

Å6.Gateway DWC-2000WLan

85



:Radius Server

ÅAuthenticator(Dlink3620 ) HOST IP

ÅRadiusServer(Winoc)
Authenticatorip

ÅKey̪ ̫ (Shared secret)

ÅFirewall udpport 1812-18131645-1646

86



87
NTPC-WPA2 DWC2000 3 ̢



Winoc radius key

88

source ip



WLAN ▐

TANET

DGS-3100-24P

DGS-3627

DWC-2000
10G

AP

Vlan 8

Vlan Wlan (Vlan 30)

10.251.X.254

WINOC

Vlan 8

10.253.x.1

1̡ip 10.251.x.x DHCP

2̡L3 10.251.xx.0 Default Rout 10.253.xx.1

3. DWC-2000 Wan GW 10.253.xx.254



90

DWC-2000



LAB

ÅVlandatabase

ÅConfigt

ÅInterface vlan interface fa0/X

ÅSwitchportmode

ÅSwitchportaccess vlanxx

ÅSwitchporttrunk allow vlanxx

ÅIp add xx.xx.xx.xxxx.xx.xx.xxxx.xxx.xx.xx

ÅIp route xx.xx.xx.xxxx.xx.xx.xxaa.aa.aa.aa

91



Lab

92



DlinkMAC auth

Å1.Client EAP

Å2. L2 Vlan36 L3Switch

Å3.L3 MAC MAC
Radius ̢

Å4. unblockPort

Å5.Client ip ̢

Å6.Gateway L3

Å MAC
ï ip phone ΧΦ

93



802.1x

Å wiki

94



MAC ▐

TANET

DGS-3100-24P

DGS-3627

10G

AP

WINOC

10.247.XX.254

Vlan 2

163.20.20X.XXX

EAP

EAP



Winoc radius key

96

source ip
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WPA2 ▐

TANET

DGS-3100-24P

DGS-3627

10G

AP

WINOC

10.245.XX.254

Vlan 1

10.226.xx.20x

vlan35

DWC-2000



WPA2

99

DWC-2000



Winoc radius key

100

source ip



101



AAA

Å (Authentication):Radius Server

Å (Authorization):FireWall

Å (Audit) :syslog

Å

102



ThinAP

Å Thin AP?

ÅCAPWAP ?

ÅThin AP 

Å

103



Thin AP

ÅThin AP CAWAP(Control And 
Provisioning of Wireless Access Points) , 

AP AC
, CAWAP RFC-5415 RFC-

5416 :

104



Thin AP

105
http://www.osslab.com.tw/Hardware/Router/FortiAP_220B(Zero-config)



Å CAWAP , ThinAP
, : AP(WTP)

AC.
1. AP: Access Point, , 

(wireless frames)
, WTP(*).

2. AC: Access Controller, AP , 
AC , AC

ÅWTP: Wireless Termination Point

106



Thin AP 

ÅAP APip
ï ip or DHCP ip

ÅAP APip Souceip AC
ï APip AC (Routing )

ÅAP AC config AP
ÅAC APconfig
ï2.4G  and  5G 
ïSSID ( ̡ ̡ )

ÅAC
ïRoute Mode GW portal
ïBride Mode data traffice monitor

107



Thin AP

ÅIP Client B Class

ÅFirewall NAT

Å C ip NAT Pool

ÅPolicy
Åhttp://www.pcdvd.com.tw/showthread.php?t=984768

108

http://www.pcdvd.com.tw/showthread.php?t=984768
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110



SNGN



Thin AP



113

· vlan 8 Dlink 3620 routing

·AP config Source ip
¹ Vlan1

¹ Vlan35

·SSID  NTPC GateWay
·SSID NTPC-Mobile    GateWay Dlink 3620

·SSID NTPC-WPA2 GateWay Dlink 3620

·Data traffice NTPC

· log



Thin 

L2 PoE Switch

L3 Switch

AP+L2 PoE SW

Wireless controller

AP SSID
NTPC
NTPC-WPA2
NTPC-Mobile
TANetRoaming
Eduroam



· AP PoE switch

· PoE Switch L2 PoE Switch
Port ,AP Vlan 35(WPA2)

config !

· , PoE
switch, ,

· AP 5 SSID
NTPC(WEB )
NTPC-WPA2
NTPC-Mobile
TANetRoaming (NTPC)
Eduroam (NTPC-WPA2)



Thin AP



Thin AP

L2 PoE Switch

L3 Switch

Wireless controller

AP SSID
NTPC
NTPC-WPA2
NTPC-Mobile
TANetRoaming (NTPC)
Eduroam (NTPC-WPA2)



· AP L2 PoE switch

· PoE Switch L2 PoE Switch
Port ,AP Vlan 1(Vlan MGT)

config !

· AP 5 SSID
NTPC(WEB )
NTPC-WPA2
NTPC-Mobile
TANetRoaming (NTPC)
Eduroam (NTPC-WPA2)

· AP ,



WEB -controller

L2 PoE Switch

L3 Switch

Wireless controller

WEB SSID
NTPC
TANetRoaming

WiNOC Server
(Radius Server)



802.1x -controller

L2 PoE Switch

L3 Switch

Wireless controller

802.1x SSID
NTPC-WPA2
Eduroam

WiNOC Server
(Radius Server)



MAC -L3 switch

L2 PoE Switch

L3 Switch

Wireless controller

MAC SSID
NTPC-Mobile

WiNOC Server
(Radius Server)



Thin AP controller
122

· Linksys Lan ip L2 vlan Vlan
vlan ip

· WPA2 Mobile GW L3 switch 

·NTPC GW AC controller

· AC controller L3 switch vlan8 vlan
30 vlan8 L3 switch

·L3 switch vlan30 route AC vlan8 wan 
interface ̢



AC Controller interface vlan
123



124



125



Fat AP SSID



Fat APVlan

127



Winoc ntpc-Mobile

128

: 531,532



129



Ntpc-Mobile ARP Table

130

L3 Winoc , L3 unBlockByMACAuth



Fat Ntpc-WPA2 Debug

131



֢ AP IP

Å10.226.x.201-205

or

Å10.227.x.201-205



Routing Table





ẁ ӭ- L2 POEӻ

L2 POEӻ

ü ẁ ҉ἤ

Å ẁ ғ

ü ֵ֥ао ӣ

Å ẁIPv6 MLD SnoopingȳQoSцACL ạ

ü ẁ ứׄԓ

Å ḕ Ꞌ Ṝ ц ֮үἬ
ϩ

ü

Å WiNOC ғ Ҡᴞ Ἠ
POE ֮үἨPOE Ȳѿ ע

DGS-3100-24P/48P

135



L2 ᵂц ὔ╝



ᾭ



Vlan



PoE



Log



MAC Address Table



ThinAP Debug

Å

Å AC

Å AC Winoc

142



DWC-2000 



1.

2. Interface

3. AP & AP firmware

4. AP profile

5. captive portal

6.



Å IP 192.168.10.1

Å URL http://192.168.10.1

Å / : admin/admin

Å AP license ,
64 AP

Å RADIUS AD

Å VLAN IP, route 
mode

http://192.168.10.1/




Interface

Å RJ-45 interface 4 SFP
, interface, combo port, 

RJ-45 port1 ,SFP
port1 .

Å default configuration ,
interface VLAN.

Å L3 VLAN VLAN routing

Å route mode NAT mode.



AP & AP firmware

ÅDWL-8610AP & DWL-6610AP DWC-2000
, telnet & http 

AP firmware upgrade, 
DWC-2000 Maintenance»Firmware»AP
Firmware Download AP firmware 
upgrade.
Å tftp ,

tftp server, tftpd32 
(http://tftpd32.jounin.net/tftpd32_download.ht
ml)
Å AP

http://tftpd32.jounin.net/tftpd32_download.html




AP profile

Å 64 AP profile. Profile radio & SSID.
Å SSID 50 .



Å radio , radio ,
off



Å SSID enable, ,
enable, 2 radio



Å radio or SSID , apply AP.

Å Associated AP profile AP



captive portal

Å DWC-2000 captive portal ,
switch mode & route mode. route mode

, .

Å route mode dwc-2000 ,
uplink subnet, downlink subnet. 

ÅRoute mode FW_4.4.0.3_B931 
.

ÅUplink VLAN1, downlink

Å :

Å 203.72.154.18(port 1 vlan1) DWC (port 2 vlan40) 192.168.100.254 





Å VLAN list VLAN 


