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e CentOS (Community enterprise Operating System)
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e ¢

e CentOS TEEXHVEIE R EIEEE (X Window System)
F GNOME




. SheII :

S AR IE Shell & A By F 2 G Y e
TH ’E%E@ 15 1] DL 18 B (Shell ) (ZHU R FE ZCEUESE £
Zﬁ[ﬂ’]?[‘%/b\(COFE) - 7‘*\

o 2 1H BASH :

HIIH

Bourne-Again SHell /& Red Hat
Enterprlse Lmux );_’1 CentOS 7H it (™ -

y %ﬁﬁ@ : GNOI\/IE —
GNOME Shell & S AEEATELEHE N




S

s FENFTIR
— RS

[UserAccount@HostName WorkingDirectory]S
B3 (Super User)
[UserAccount@HostName WorkingDirectory]#

|—~J %%T%E%? Spwd 15 I KHIEIRAEHIERE HEr L E

. @ :
T (command) fEIE(optlons) 28 (arguments)
SR T REUR
» TEOTNED

Sls -al / (DAEAEAS|H / IRHEREE - SEiE)
Sdate --help (%] date 5517 EH)
Sexit (5, Ctrl+D 7E - BASH Session)



» BEE G ENEE

S passwd [ A& R55]

o Linux A LLEIFE &
ZE.DK mﬁ%éjﬁﬂ

Sfile /etc/passwd
Sfile /usr/bin/passwd
BEREENE
Scat /etc/passwd
Sless /etc/passwd
Stail /etc/passwd

& T TR o el AR ) 5%

Sstat /etc/passwd
Sstat /usr/bin/passwd

Smore /etc/passwd
Shead /etc/passwd



HEEENE
Sgrep ntpcuser /etc/passwd
FHETEETR
Swc /etc/passwd
Swc -l /etc/passwd
15 H S (Tab
Completion)
Spas<Tab><Tab>
Spass<Tab>
Spasswd -<Tab><Tab>

FESLIE<

Shistory (1] H FE 2 $5<)

Slnum (B TEnumflE[fE <

Slpass (BT a4 —1[E e 58

By pass INT5 <)

<Up Arrow> (_E—{E+5<)

j\D)own Arrow> ([ —{E¥5

S

Ctrl + r (=S 15<)

Alt + . (B F82)
+ JBbRER

Sclear

Ctrl + L




Virtual Machine

192 168 XX 128/24

PC

W hdnet
192 168 X0 2/24

192168 XX 1/24
10.231.56.YY/24

NAT

10.231.56.254/24
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* [FEXVMware Workstation Player > 3% CentOS.7. Stud
!E} ' Play virtual vachine | Fﬁ)ﬁf{ﬁf%ﬁ& (WEZETE T~
Sepan r| Copyed It |
: 7‘/\VI\/IpIayerF§'T;cﬁAzl7§lE’\] CentOS GNOME H.[H]

fp%’i)ﬁ . ntpcuser
R L Centos12#

: fﬁy BASH :
JHeR L T FERRE o rg&ﬁﬁﬁ@u 5%
FEASFE | Super Key - JEEREL T #Umt% B
;Jil R B AT > | AU

© FESRE RIS TR KR E

o YHE ~ FEEZIRH VMplayer 4§ © Ctrl + Alt
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/usr : Unix Software Resource > 5355 ~ F2= ~ HEESE
Jusr/bin : EHEHES Jusr/sbin : Z 455 TRIES
Jusr/local : LSRR

[etc : "LHW‘”*

[var : SEERER - AR ~ SEAESR ~ TREL - SoekiE

frun : TR YRR FRAE B R -
[root : gy e B VS H 8k
/home : —R(EFHZE X H il Lz

/tmp : Eﬁ%ﬁﬁﬁﬁﬁ%ﬁiﬁtaﬁﬁ_IﬁﬁﬁHHﬁiﬁT‘Ei’ B 10K IS
Fx(/var/tmp H]{730°K

/boot : %T&*ﬁ%ﬁﬁi‘mﬁ

/dev : FHEFEZK

/bin = /usr/bin  /sbin > /usr/sbin
[lib = Jusr/lib [lib64 = [usr/lib64

[mly

5T R R

T [
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© PR
AEETERAR - [etc
FHETERAK & etc (fetc B, /usr/etc B /usr/local/etc ?)
« Hix -
ERIFTIEHER - .
E—lEH .
HefEHENZ ek -~
& usernamefZZ H$E - ~username
YV E % - -
* THEETES -
Scd
Spwd
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\/
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mv

rm

mkdir

rmdir

touch

R BNEZE (Copy file)

# % H $%(Copy Directory)
WAL FEZE (Move file)

% H #%(Move Directory)
fiHIk#4E 2 (Remove file)

s B % (Remove Directory)
217 H #%(Make Directory)

725 H #% (Remove Empty
Directory)

RN ZERE ZE B A R 2R
[&](Change file timestamps)

cp fileA fileB

cp -r dirA dirB

mv filel file2 (PZFE44)
mv dirA dirB

rm fileA

rm -r dirA

mkdir dirA

rmdir dirA

touch fileA

cp fileA fileB fileC DIRx
cp -r dirA dirB dirC DIRx
mv filel file2 file3 DIRx
mv dirA dirB dirC DIRx
rm fileA fileB fileC

rm -r dirA dirB dirC
mkdir dirA dirB dirC

rmdir dirA dirB dirC

touch fileA fileB fileC
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\ 7

*

?
[abc123]
[labc123]
[[:alpha:]]
[[:digit:]]
[[:alnum:]]
[[:punct:]]
[[:space:]]
{1,3,5,7,9}
{0..9}
{a,b}1,2}
{a{1,2,3},b}

EREOEZEFITHY F &

EEUEFIT

BEPREFENELEF A RE T ZAH T\ BTt
A FEFENEVE T A RYETIT » 2R "\ BiiRTT)
BEEMESCFIT » KANEAH S [[:upper:]] K5 ~ [[lower:]/]NE
A EEUEET

B EEMEEFESEE ST IT - KANEAH

BB EE R T 5E T

BEEUEZEAFIT  BTABR TR

HEFYIRFESR A F & - DUESE 765

EHE I RFEFANIER (B Fp) 3 F 2T oila. .z}

HEFIAH & 28 R FE57 N 75

HARHEYI4H & R FESR A 7 5 15



\ 7 &
SSBH  BiEemtEES —Eig S8
S(command) : HERTIEE

Secho "Today is S(date +%x)"

‘command’ : FI5[FH(ESH ' B [9UER)

Secho "It's ‘date +%X now."

RN ¢ SRR B ST

BES [ ¢ "o G SRR SR HEFR » A0S
\ 1 TS5 5

E” L5 (5% xxx' 5N AT FOTEME A T T

Secho 'Today is S(date +%x)'
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BAS

o EIIFEZE (H touch EITZEFEZE » Hir X FHIEFEEFHUR)
FETT 6 {[E songX.mp3 FEZE » 71T 6 {[f pictureX.jpg f&ZE > 17 6 [
videoX.mp4 &<

7877 3 {[HZ5 H $% - Music, Photo, Movie

EZII=E
songX.mp3 #ZENZ] Music H$E ~ pictureX.jpg #&)%l] Photo HEf »
videoX.mp4 #8[%E Movie H &

o T 3{EZEH$E - friends, family, work

/—‘[,_L,;—\—».
¢ &z@m;{g'

w1 R0 2 B —fEfE
4wk 3 Fl 4 1Y —FEfE
4wk 5 Fl 6 1Y —FEfE
«  fHIER -

ks H $% Music, Photo, Movie

» #gHlfriends H $%
 t i family H 5k
» fEwork H ok

HrOk Hok Hok
Sl S
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Manual Page (man > 5 1 ~ 9 {E=Z=g])

1:—pedE< 5

8 : IS

A

Sman -k KEYWORD : {4 Rl B FE = KEYWORD
GNU Info Document (pinfo)

[mn o N N

/usr/share/doc : J&17.

Google XtH /5o
Nams

LR YRR B S

b b
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OUTPUT

Process

52

- -

|
i I

ITTTTTTTTIT |

ERROR
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""IJI_II ,I ||1J'JT .J"J_ ;_i_i_la_L:E o ( ) rocess

1l

2

ERROR

R INPUT OUTPUT

T (@ process =

>> FILE =
ERROR

20




o e e INPUT OQUTPUT
i 253 —><@ Process
I | LT N Ii-n- 11

?
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I.:il:l:l:.lI |; : INPUT
o —»{(0) Process

&> FILE

\J

| B

ERROR

SIS

INPUT OUTPUT
—P@D Process
=g7!

> FILE 2>&1 \2)

ERROR

2>&1 B A TE R PIPE {5 7%
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<

R INPUT OUTPUT
o _’@ Process
P P | LT i1

(2)

{

> FILE1 2> FILE2 ERROR

INPUT OUTPUT
Process

>/dev/pts/2 2>/dev/pts/3 /dev/pts/2

ERROR

g /dev/pts/3

1




{

< FILE ERROR

CINPUT # # DUTPUT‘
Process
?

CINPUT DUTPUT
Process

<IN >QOUT

1

ERRDR

{l
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tD Process
(2)

\‘/

—>@ Process

OUTPYT—— INPUT
(0) Process o Process (%)"
o (2)
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UTPUT,
Process

(2)
\;/ tee

5

[D Process
(2)

—><0 Process

-
i
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1220 0 U o wN

=
S

AREETE T
Edit Mode

' S T T T O S T N (S 4 PTG OV o6

122 U mOobdswN

s
=

EHUET
Visual Edit
Mode

KA p IR
Extended
Command Mode
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i

e =i
A <vome> | FERITH (HLAIEAETFO0)
- F | g na> | BEITR
i l b B | /B E—EF (BEk AL LR
W e |E|REEH T wFEH - eFRE)
<Ctrl> Db no<spaces | (&SN n HFTT
<Ctrl> f N <Enter> [ NEE n 1T
' n | BEARTE n HF5T
w G Rt —1T
S nG I n 17
99 FE—1T1
M | L |®E=ZEH HE M LR
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SF

. %Hﬂ%ﬁ » AT
ahi 52

S S
d | <del> | fHERENEBHIIAE 14 g — T
y EEEI N ce e — 8T Lo AR
P TS ndd =T HER » 1T (&)
* op /V\T%ﬁ anG | MRESE » 7(2)

=R i 4G M E Bt —1T (&)
x| <er | MIBRFFRFTHERTTT (5) dncspaces | [T » (BT ()

X AT —(E T (R &) vy | Y | s

nx MERFAR R » ([EFIT (&) nyy EE oo ()

X MR » ([HFIT (R&) ynG EEIATESE n 17(2)
dh | dl |dh=xX dl=x vo | ve | yw | EBIESETF (LFE ~ ewfs)
ab | de | aw | HIREE(EE (b7F ~ ewfd) yn<space> | [{AHEEL n (HFIT (2)

40 MR ZEITE (R &) P INEp o i E
D as | WEFE (&) P REP > BE 2 30




=g aitEH
u B E—(EEE GERX)
U 2 M A —{THyEE
<cerl> r | B (HISART u AHKR)
B E—{EfE<S (W~ 85
~ RNFE
Z7 EAEA a5
J ® N ITREEERTZZ
r AR 5T
R NAFTEE Esc IE

* S - YREEiET

2

< =EH

i (IR E TR E A

I WEARITE—EFTThaH A

a (R e —(E =TT BrAa R n

A ERA TR T TT BRI

o /NS FEAHT—AT (F)

O RE - A —T (H)
<del> | BRIEREFTERTIT
<Home> | BETH
<End> | BE1TE
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JERER AT Tﬁﬁ
%

IZI

\ 7
b A

l:l

/ ? w (/) |k (?)f#=

n N | F(n) N) —{E# =451
5 =HEEAEEST O 11}
FHEE

: [range]s/pattern/string/[g,c, i, e]
5 :%s/2017/2018/gc

g rql | BH - sEHERE
W wq | BEF - BEFICEERE (22)
: % /NG e BRI B
T file SR L fileN B E AR R
tw file [P R filefE 2R
e file A filefE 25
inl, 2w file | nilZEn2{ TR fileRs 2
:set nu HEITIE (:set nonu)
:mkvimre | EAVIMATEREE
2L command | ERITH NI commandii

lrange] | =R +RF2 0 Hlla, b RFER
FafTHEFEL T
pattern FHAINE
string FEHEHIAE
[g,c,i,e] 28 g BITAARINEIER > c
BT > 1 Ao RNE e NEREESR
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» JEFRES S HBIE

» Sgedit FILE

 1E T &mt , RSO

#FHY 1 Ctrl + Shift + ¢
BE [ @ Ctrl + Shift + v

> gedit

B - | M|

REFIH 1

#XF v Tab

BEEF:8«~

) |[=] - o

BIAE1LFE ~

GV

33



VIVI

I Is -al & /tmp H$k NPATEREZE FEYIH

HEZ] /tmp/tmp.ls
vim B¢ gedit 4g#E /tmp/tmp.ls

)

\

N/,
J B

v’

s BRTETER Efi%a(ézﬂ drwxrwxrwx.) 2 25
HERE 2% T HAE R}

* AT E
* FAEAR

138 R RE4H By root YA ntpeuser

o
_r
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fEH
7

R

#useradd
. #usermod
R EEH /etc/passwd e ] o
Sid
#groupadd
FrAHETH /etc/group #groupmod
#groupdel
Spasswd
R A T /etc/shadow #passwd
#chage

s mEMEREHTE  root

. @-Z ,%t)]?ﬁ(Swnch User) : Ssu - (exit IR HY)
o HHFEHE AR TS © Ssudo command

e CentOS 7 & HEfjjE wheel E£20HE T sudo FE[RE
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bash completion.d
bashrc
binfmt.d
brltty
brltty.conf
centos-release
centos-release-upstream
chkconfig.d
chrony.conf
chrony.keys
cifs—utils
cron.d
cron.daily
cron.deny
cron.hourly
cron.monthly
crontab
cron.weekly
crypttab
csh.cshrc
csh.login

cups
cupshelpers
dbus-1

dconf

B EMES L
R EESNIN

\ , drwxr—-xr—-x.
\: —rTW—Y——Tr——.

drwxr-=xr=x.

erX]f Xr X drwxr—-xXr—-x.
_ —-rw-r——r——.
-rw-r——r——.
—TW—Y——Y——.
‘drwxr—xr—x_
—ITW-r——r——.

=i
Mk

Evi

ot

<
Y
7

drwxr-xr—x.
drwxr—-xr—-x.
drwxr—-xr—x.

drwxr—-xr—-x.
drwXr=xr<x.
—Yw-r——r——.
drwxr-xr-=x.

—-rw-r——r——.
S ) ] St Co
drwxr—-xr—-x.
drwxr-xr-x.
drwxr-xr—x.
druxr=xr=x.

2
1
2
2
1
1
1
2
1
1
2
2
2
1
2
2
1
2
1
1
1
5
2
4
4

]




S

\ 74

Linux FEFEFE¥TE ¢ User ~ Group ~ Other
FEFRTEE IER> User > Group > Other
TERIZEEFIE © r (read), w (write), x (exec)

Permission | B (Files) A4 ¥} H # (Directories) Ky {24

AEHUEZEHT N

SN

"% BH$tNRE N T B #%

(5] Is)

A1 H BRI E N F B &%
(fEzm B SRNTE RS2+ H s sEnY -
a#ba] DAIER - (HESLHE x REFRAFEL EH %)

RTINS RS o LTI

(7] cd % H #%)

#ichown #i8 & Ef4H 182 (B H A 7 FEfeH)

#chgrp BRAH 152 (2

A EF4H)
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* Schmod 1530 TEZEEH %

u g o a(User, Group, Other, All » B];E4$Z)
= (add +, remove -, exactly =)
r w x (read, write, executable » T];F %)

o FEMRE{E (Numeric Permissions, 87ENTFE L)

r, w, X A]

—IW—-YwW-r——. drwxr—-xr—-=.
-110110100. = __#Efr d111101101. —=>__3#EAr
—-421421421. dd21421421.

6 6 4  >EREUE 75 5 >EREUE

38



UMASK &5 PRZ BUEFT URAVIEIR

= &% =S
THEZHEIR (666) rwxrwxrwx THERFEPR (666) rw-rw—rw-
FERIEE (022) ————w-—-w- FE[REE (022) ————w——w-
YWXYr—XIr—2Xx< Yw—r——r——
root - 7 5 5 6 4 4
.. THEHER -
Eﬁﬂ%l@ 755 System :
HZEMEIR 644 Directory 777
regular user : File 666
o UMASK :
HerFE[R 775

root 022
regular user 002

=t ad v
EATEIR 664
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i)

o FET[FEHE peter » 5 E NS Fy Centos12#

* 1E /tmp %%Tfi—i—{ﬁ“ test.sh fE25 > AAEAR
T A—77 "ls-al ; 35

* 1F test.sh BEHAGG ' BTA A & ABAITHIRESE
ik ST HRAARY, peter

* Ll peter B 77T /tmp/test.sh T&2&

40



EFE

+ Linux $:5577 » B FE T
2 B FE > (Process) °
. %Z}EZAE%~'E ID > F# 5 PID (Process ID) ©

- R EEEL (fork) TEF » TIERFES#HAHEC
HJYPID - (B ZEATFAESCFE 7 (Parent's PID) | o

fork
Process —» PTOCESS H»

Child |exec |Child  |egit

- T e
Process Process

Process Life Cycle "



* CentOS 7 2 4tREN{2 » B —{EFER(PID 1) 5
systemd
- FEINGE

Running R IEfE#A{THH Stopped T  H{FiRRE
. S AL . Z NMEEEZLER
Sleeping e e .. Zombie -
A BE FETHYFS 1EARRS X EUERR

* Sps aux (Sps -ef)
a: A A HEREF(ETTYRY)
%‘ETL_ﬁEF?E/j{é Sk
X : SHEE G HTTYEVFE R (eXtended)
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(Esia

* HI=IEF
RAES

< (Foreground Process)
e (TTY) ETEVIE S » WREzdmdiim A - [FHF A

e H —E R A2 AL I—J—TTYL%{W °

* HIEF

7 (Background Process) :

A TTYHERIEL G Y55
e Job Control

Command & K EIFRIIT  fg%num & num SErE < IR RT =BT

Ctrl + z
Ctrl + c
jobs

=R bg %num B num FRIESTINEE T
I AR kill %6num &% 1k num SR5 5

SlHE =2 ps j St job HHEETE
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EFE
> V7

» Skill -9 PID (FFETTEF)

gﬂ% #EI v 5 n/h ?":‘j )
o o

L o EEERGGAR I [ (—

cerny  DEEHTIR I mATER
BT - TR

2 INT B > Z[E] Ctrl + ¢ 15

StOp (EI]H%?@# B 1%E)
_

? AR CPU (i IR & (RIE
P {RCPU(EHZERTER m  EEREEHEEEE
M KECIEREHETT q AR top

s BRREEPHEHTRR k  TERERF



* systemd @ 247 RS R
d : daemons > {FEF =T

EE MR

{ERYRE

B

systemd /& CentOS 7 =& 1 {EZ{THYTER *» PID 1
systemd =LA unit 285545

e systemctl

2 1E systemd FVFESEE » <Tab><Tab> [ HHFf5<

FEES By list-units
Ssystemctl

Ssystemctl status name.type (FHaEx By service type)
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e systemctl
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct

\ 74

status name.type -| (B RHRISARRE) (-1 H 1)
status --type=service (L ZH7Ts service JRFE)

start name.type (EXEIARFS)

stop name.type (1
restart name.type (

1EAR5)

EHTRLEN Ak S > PIDLACEE

reload name.type (EEHT8E AKX E * PIDAER

enable name.type (
disable name.type

s E BT RN S )
(518 B it A RLE)

list-unit-files (5] -

H units YGETERUENARR)
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)

» SR EFIILSTHTE S KR ﬁf

. fHUE$ﬂ{I sleep 1001 f5< > Wik~ E{E - FIX
T =T

o ﬁjf;cf%?%ﬁ sleep 1002 -~ sleep 1003 5%

w& sleep 1002 #2 E| =¥ 1T

% sleep 1002 H1 |37 T

o D’j sleep 1001 HY PID

o 11} sleep 1001 Y PID $/1T

o 1 FIFEET =¥ THY sleep 1003

» &3 sshd AR BSHVZEEANTS

* 1= 1 cups fg5 @ METE cups B A BLE)

i

4.[

I

|

\II—' \ll—'
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>>H

 SSH : Secure SHell
T BR3P

o Sssh remote hostname (755 A58 T 1)
Sexit 7R 12 ssh

* B E

Sw-f (-f ZETHEE R E

Swho

Slastlog (3T — KB A
 Windows SSH T
PuTTyY ~ PieTTY ~ Xshell

RIS AHI(E

-~

% .

AN

T RS A)

==z e:ﬂ )

Hn

48


https://www.putty.org/
https://sites.google.com/view/pietty-project
https://www.netsarang.com/products/xsh_overview.html

SSH ' 0

¢ B ASSHER (ST

Sssh remote user@remote host
(LA remote user BN E{75 A_remote host)

Sssh remote user@remote_host " Command"

(DL remote_user Y E {55 A remote_host {7
Command {5kt » M AT T4 TG A B AHD)

* SSH host keys
~/.ssh/known_hosts (Client » 2= T FHY1Ds)
Jetc/ssh/*key* (Host » AHEHY keys)

49



i, 1

. R
INE R B — <t
» JEERETUINE

AR N T (Public Kev)&%A%“(Prlvate Key) » FlJFHEH
_‘EFE AjJD/M ’ /\ﬁb ~/J_‘TEi,£LAﬁZ§

o
V i 0’ Vans

A Hﬁj{ EH‘X B

50



* SSH Key-Based Authentication

Iy SSH Key-Based Authentication v
~/.55h/id_rsa.pub ~/ssh/authorized_keys
% —omsmans )
SSH Server
~/. sshfld rsa
E@—h . — TR
3.0 AME —-

S.EREMENRS

— L3

-4
i BORTREE

oA 6.LLEAEAE

5 BEBA
51



* SSH Key-Based Authentication
Sssh-keygen
A ~/.ssh/id_rsa FLg@ 5z ~/.ssh/id_rsa.pub /@

Sssh-copy-id remote user@remote _host

BrrEEZHY id_rsa.pub 2 88 FEE] remote host HY
remote_user B3¢ H$k ~/.ssh/authorized keys

—]

e PUTTY [HH PuttyGen 22 ESE
* PUTTY GUI ZIm¥{ Tan <
* PUTTY DOS #5411 i1

A 2T A7
WFH n?L‘?\ 0.

52


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

e Server Config
/etc/ssh/sshd config

PermitRootLogin yes
LoginGraceTime 2m
MaxAuthTries 6

MaxSessions 10
PubkeyAuthentication yes

GSSAPIAuthentication no
UseDNS no

\\
” N
N
[ ® |

e mETroots A

H

SEVAGIE S TR

e e L N
HiR 25 [E] B 4R Y
#e 4 T.EFPublic key

H{EE FHGSSadaa 720 > AR

HIL5 (o F dns [ 2

53



SSH 0

o KI|H puttygen $fE1¢E4% FH 3@ Em=8 /5 ssh
Z1] CentOS7 Mz

* FH Putty GUI Z=lm#if Tam<>

« X[ DOS Command F5<%1[{F FH Putty & wm3H
{TAr<
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=< /.
o _/EEAé_‘

LOG HYARFS -

systemd-journald : UYEEAR H kernel ~ . HARHM&FE
PRl - M ARSHEE > SR LR iR s

lTH

rsyslog (i&E R > WFE(FAE /run/log F1(ELIEAS) -
TR IR IR

rsyslog : (AR 275 H SEETRL T R (B HEEEFF >

= AE [var/log WA TEHYAC Bk AE T IR ©

e /var/
/var/
/var/

og : ECERIEFIN H 8%
og/messages : NEMTHN 240 HEEF IE
og/secure : Z*EmastHREA4C T » WISSHE AlLog

55



* rsyslog

2L ==

=g TEfE [etc/rsyslog.conf Kz [etc/rsyslog.d/*.conf

* logrotate
2t ==

=g TEfE [etc/logrotate.conf K7 /etc/logrotate.d/*.conf
HEFE /etc/cron.daily/logrotate

* #journalctl
753 systemd-journald Z 4% HEE

o FZHFE : chrony (chronyd, chronyc)
#timedatectl

#chronyc sources -v (& & [ I [E ik a5IRER)
#chronyc -a makestep (17.E[1[5E]>1)
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* iPTEST
Sip addr show ens33 (FE -~ 25 2 HIPEER)
Sip -s link show ens33 (g7~ 725 2 4EET)
° FEHIPRES
Sip route list (BE/RESEHZS)
Sping -c4 Gateway_ 1P (HIETHEZES FH 2 A& (O] fE)
Spingb -c4 Gateway IPv6
Straceroute -n 168.95.1.1 CHER F P FEEZAYESH)
Straceroute6 -n 2001:b000:168::1
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o ZHIZHELIH o5 (Socket Statistics) k7 netstat
Sss -at (BNFTA ELEE1THY TCP Socket)
Snetstat -nt (FURFT8 TCP 4R - AL IP)

o PR ETHTESEE nmcli (NetworkManager)

2

#nmcli con show (I NEARELESE)
#tnmcli con show --active (ZE T~ FHHY % TFE)
#tnmcli con show ens33 (5 & 4R4HEN)

#tnmcli device status (BB AL E)
#tnmcli device show ens33 (B ~is5 T4EE)

#nmcli device dis ens33 (Bt 22 H)
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connection

device

ens3d

59



2

* EEIT AR EER

#nmcli con add con-name "dhcp"” type ethernet ifname ens33
(con-name 478 °] 5 HY) (& 45 H #7284 7))

#nmcli con add con-name "static" type ethernet ifname ens33
autoconnect yes ip4 192.168.xx.128/24 gw4 192.168.xx.2

#tnmcli con add help (&F& add HYFT7A 5E1H)

#nmcli con up "static" (EXE)4 By static B EGEER EfE » HA{E
H RIS B AV a E A8 2 #UE ) (2B 7 [H AR5 E DNS)(ping -c4
tw.yahoo.com)

#nmcli con modify "static" ipvd.dns 203.72.153.153

#nmcli con modify "static" +ipv4.dns 168.95.1.1

#nmcli con up "static" (E58 Z 1R B up LEH S E)

#nmcli con down "static" (BEEAE 4R > = HENFE F—1(F
autoconnection yes V7B 45 7 )
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o« BRI TG

il

.

\-\.
s -.
F \. )

- -
., >
b

/etc/sysconfig/network-scripts/ifcfg-<name> (A FEHEX)

#nmcli con
1B HVE EHE)
#nmcli con

#hostname (&8 3

reload (Z>KNetworkManagerzk A 5

up <name> (B H &% 5 EAE)

o FHEXTHE hostname, hostnamectl

- )

#thostnamectl set-hostname xxooox (2% 2 F 14 FH)

#thostnamect| status (252 F M2 FH A ER)
#cat /etc/hostname (3 HE A4 Fm =5 EFE)
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. AR
hosts > DNS (4-& hosts EEf ° B4 DNS Server)
P TEFRE - Jetc/hosts > Jetc/resolv.conf
#cat /etc/resolv.conf (fEZZH NetworkManagerjzE=4: -
ER AN EEHRFHEN)
#ping www.ntpc.edu.tw (£% hosts > DNS JIEfF)
#host www.ntpc.edu.tw (B B4 28 DNS)

#nslookup www.ntpc.edu.tw (B 24 28 DNS)
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<

fé—iﬂ{ & F-EE% E RS HC B HY connection 3% JE

s R B HI AL TS <0 R PR E

FeE > % By "static2" 0 EFH 245 E ens33 v Ey
TEERFT

ip : 192.168.xx.228/24 (f{¢ VMplayer LAY 48 ST &)
gw : 192.168.92.2 ({{x VMplayer FE LAV ES T E)

dns : 203.72.153.154, 8.8.8.8
EIE)) static2 #H4R > MESRAEES AR IE

0|8 %] ens33 4G > TESIAGES I HAR FH
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1

* F1E Eizf

Wﬂ

AT

gZ

#tar cvjf filename.tar.bz? sourcel srouce?2

J

+ AEGE CHIE) ST el R
5%)

Z

XZ

@1 (-C /folder fEZ5 E

gZ

#tar xvijf filename.tar.bz?2

t J

X2
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\ 74

 scp i%&iE SSH Y CP » 5 F BE A2 (e
Sscp host:/folder/files /local_folder
Sscp /local/files host:/remote_folder

* rsync 7 7Y B #k N SR [E20 B Y PR
#rsync -av /var/log /tmp/test ({57 /var/log (& H $%)
#rsync -av /var/log/ /tmp/test ({§i{5 /var/log/ THIER A

225 B H §1)
#rsync -av /var/log host:/remote_folder ({F{7

/var/log F&fll H| g 2l L) (11_E --delete BEIHE[H]
AR 22 I s ZE)
#rsync -av /var/log /etc/ssh host:/remote_folder

(7 /var/log F: [etc/ssh Wi {lE H &k 2l 25l F %)
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EfE )
* RPM (Redhat Package Manager) : Redhat HY&EX
He B S 247 > Redhat ~ CentOS ~ fzFedora
& i DU RPMER R ~ Z74< ~ BT ~ BIRE
(-

. NAME
- VVERSION
S ———— RELEASE

| presseeeeness ARCH

. ] | 1

httpd-2.4.6-6/.el’/7.centos.x86 64 rpm
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EHZ 9

* YUM : 2 - ‘ Eiﬁ‘—ﬁ BERRPMIY T EL >
BE %Mzaﬁié;fﬂﬁﬁﬂ I —ff B
/etc/yum.conf /etc/yum.repos.d/*.repo

FTP
HTTP
NFS
Client
BT [Repo_|D]
name =
YUM Server i
gpgcheck =
gpgkey =
67




yum list

yum search
yum info

yum provides
yum groups list
yum groups info
yum history
yum history info

yum history undo

yum - install

yum -v group install

yum

update

yum

yum

remove

groups remove
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=" 9

o SEIHEZAIE Apache HTTP Server BREEE( -
ITEHHﬁ 4 8E mod_ssl IR AH K B A M
= -

» GREREAICT] ELER MG BMERE
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/boot

mkfs 1&T01E
EEEE 5 (L)

Logical Volume (LV) Logical Volume (LV) .
Logical Volume

mkfs lvcreate FE 1/ ZEEE =

EIE &2 (ve)

Volume Groups (VG) Volume Group

vgcreate B EE

=aE T =
S
Physical Volume

pvcreate £ 17 B 8 fé =

,/dev,’sdb2 - /dev/sdc2

oo: W s

7 E &
fdisk fz 5 72 Z|
-
jdev/sdc E{%% ﬁ% T_]%
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Linux

e #df -h (Disk Free » Linux Z%
* #du -h /etc (Disk Usage > =1
725

GiES
A

e

S

o FEZE7H%E (HardLink and SoftLink)

IN)

2
=1

H#In sourcefile hardlinkname

Hard Link

SourceFile

(HardLink » Z%—{& A [1§5[A] inode)
#In -s sourcefile softlinkname

(SoftLink » ZE{LIFERR » HAN[E] inode)
inode : NEBELETEZE R/ ~ HFEE

\

/

inode

AN

{

il
; N
4 "
r .
o
¢ 1
r r Y |
— L A e y
i
"~ P
-

Soft Link

|

FEPREE ~ HFHEEGED ~ BB ALLE

Data Block

Data Block

Data Block
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#locate passwd ({EEKEFHVERNES » FREFES
TZEQF«@/E\E%L%EI’JTEHW
#updatedb (5 ¥THEZE ERHE)
#find / -name *paswd* (E[IHFHZFIEE A AT SR
FEAVIE

#find / -size +10M (FE= K HN10MPYFEZR)

#find / -mmin -60 (560778 NA (EUEAVAEZE
#find / -type f -links +1 (=75 3B 1{EHardLinkByFZ

)
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e CentOS 7 £¥H firewalld g ES
netfilter ?%%E@J

system-config-firewall

EEESET R

firewall-config

i

firewall-cmd

l

iptables (service)

l

firewalld (daemon and service)

- iptables (command)

l

kernal (netfilter)
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ZN V)

\ 74

e ZONE : TES-EFE9M[EIZone > THEXAT public zone

trusted
home

internal
work
public

external

dmz

block

drop

{EEE
HIERTE
I ERERS
TAERIR
N
Eapl iz
JREEE

R4 &

ZEE

=it A
PERZ PR AR
(SEAEBNER - A AV ES A REE A
JE FHAENATER B Y 6 PO 4%
(SEAENERS - HA AV EG A REEA
MEEFTEER - A nETaVES A REEA
JE FHAENATER BRI Y 36 MRS
AER s MR RS A FEFRY A A Ay
EREEVNGOEa S EiEtE
A AN a2 EEE
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N AP,

o firewall-cmd ZZETEER
HIH
--list-all [--zone=<ZONE>]
--list-all-zones
--get-defulat-zone
--set-defulat-zone=<ZONE>
--get-active-zones
--add-service=<SERVICE>
--add-port=<PORT/PROTOCOL>
--remove-service=<SERVICE>
--remove-port=<PORT/PROTOCOL>
--permanent

--reload

HH
26

F1| T 7E (B FHE) zone HYELE
S|P zone HYESE

AR THES zone

R E THEY zone

H LB EY zone FIAEBE /111 K &5 R
RHETE service fII A PR E EE
RHEE port JIA ST FE
IRHEE service fE LEFIR HISER
RHFEE port {i& fLE/F AR
RS E B AR A B ERE
ETE A K AL ERE

5
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A, 3

* B httpd AR5

» BENDKIERRA] > mEF 80 i 443 iﬂ%,z%?

o [HEHRIEE SR HIE http & https k5 & & IEF
¢ /Eﬁqj /E[ an

http://192.168.xx.128
https://192.168.xx.128

_'
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i .l\'\
o -
r 1

e CentOS 7 {ff F Apache httpd #2444 EH AR 75
» Z74E httpd
#yum install httpd mod_ssl openss| (Z“ZEhttp k2 httpsE={4)
#systemctl start httpd (B E/jhttpd g %)
#systemctl status httpd (& & httpd iz 5 AREE)
#systemctl enable httpd (32 7E B F%HF B Ehttpd)
. BEDIKIE
#firewall-cmnd --add-service=http --add-service=https --
permanent (70.EF http 80 K7 https 443 H4F)
#firewall-cmd --reload
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HTT 0

* SETE
/etc/httpd/conf/httpd.conf
/etc/httpd/conf.d/*

* THEY H %

/var/www/html/

#echo "<H1>HELLO</H1>" > /var/www/html/index.html
o BIE I
http://192.168.xx.128
https://192.168.xx.128
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1.2 5K HTTPS & £ =i

W et

JZB‘
Public Ké}r |

¢ HTTPS Server

—— 4 FANBINZESession Key—p 4

A ol
ession Ke
ol 4
5.FAFhiEE L Session Key r -f' Session Key
Private Key

6.F Session Key £ 17/122 587 A% B

79



#yum install httpd mod_ssl openssl| epel-release
#systemctl| start httpd
#echo "<h1>HELLO</h1>" > /var/www/html/index.html

#firewall-cmd --zone=public --add-port=80/tcp --add-port=443/tcp --
permanent

#firewall-cmd --list-all (“iptables

DNS ¢ & ¥ FQDN

CertBOT :
#yum search “certbot”
#yum install python2-certbot-apache ({{<qijTETE =45 5)
#certbot --staging certonly --webroot -d FQDN1 -d FQDN2 ...
#certbot certonly --webroot -d FQDN1 -d FQDN?2 ...

#vim /etc/httpd/conf. d/ssI conf ([BFFEEEEIKET A SSLCertificateFile k7
SSLCertificateKeyFile ¢ E &)

#systemctl restart httpd
#vim /etc/crontab

#systemctl reload crond .



)

» 2725 Apache HTTPD 4 E (=] flz =3 1 B EN

* BE FATERF H B httpd RS

» BENTIGRERRRN - ET 80 B 443 IR LY
° E—_L/E[Jufﬁgﬂf
* JHIE http B https 752 & IEF
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BIOS

i

Boot Loader

- 513 Bytms
%
MBR sEsEs | 5
- =eifim o T ]
Y
GRUB2
bootimg — core.img — /boot/grub/*

l

Kernel

Systemd

N\,
4
-
i

SysV&§ 1] 203
A) =3 B
runlevel Systemd target =5EH

0 poweroff.target  [E&1#

1 rescue.target  EBE A 4EZERAT
2,4 multi-user.target gg%@%i’fy 3

3 multi-user.target 2P EER

5 graphical.target 2 PEAET

6 reboot.target BB

emergency emergency.target SZRTRE L
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zél\EEEEjtj
1T Bl 158
E \%Ag $Df++ r search —-no-floppy ——-fs-uuid --set=root --hint-bios=hdB,msdosl —--hin\?t
nm Ee }~—- \“HH Ei EE%:E' -efi=hdB,msdosl —--hint-baremetal=ahciB,msdosl —-hint="hdB,msdosl’ 31lae56e9-8\
— e79-4al16-beb2-3faf65ae35cl
TR EIFARTE 1T L S
Eﬂ f;7 search ——no-floppy —-fs—-uuid —--set=root 31lae56e9-8e79-4al6-beb2-3faf
A A 65Sae35cl
H&F ro B4 rw rd.break ‘i

linuxi6 s/vmlinuz-3.18.8-327.el17.x86_64 root=/dev/mMapper/centos-root _ro\
/5\/}\\ (:t'-l +_ )( crashkernel=256M rd. lum. lv=centos/root rd. lum. lv=centos/suwap rhgb gquiet LANG=\
I - h_TW. UTF-8

ST RO IS ST o crashkornsi auto. rd. Ton. 1orcontos oot Fd. Tow. 1oocantas, s Fhgh duiot LAY
#tchroot /sysroot

(F / ELE] /sysroot H §%) e e e g e B
#passwd root Pty i kg

(525 root Z0fE)
#touch /.autorelabel (B » S E AL SELinux > 2R A AT TH)
#exit (2B chroot 5=)
#./shutdown -r (B8 5a1%)

initrdl6 7initramfs-3.168.8-327.e17.x86_64. img
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S
J
i)
J0H
s
mvll
iy
3
S

By

f

#systemctl poweroff
#poweroff

#init O

L7
#systemctl reboot
#reboot

Hinit 6

o
il
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% CentOS Project X + % Download CentOS X +

<« C (Y @& https//www.centos.org -3 €« C (Y @& https//www.centos.org

The CentO5 Project Download CentOS

m that s
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[ CentOS Mirror x

CentOS on the Web: CentOS.org | Mailing Lists | Mirror List | IRC | Forums | Bugs | Donate
In order to conserve the limited bandwidth available, ISO images are not downloadable from mirror.centos.org

The following mirrors in your region should have the ISO images available:
hitp-//mirror01.idc.hinet.net/centos/7.6.1810/isos/x86_64/CentOS-7-x86_64-DVD-1810.iso

hitp-//ftp.stu.edu.tw/Linux/CentOS/7.6.1810/is05/x86_64/CentOS-7-x86_64-DVD-1810.is0
" o " oun .

Tee.NChe.of 7 5 od/Cen Vi

S 0150
hitp:/fp.tc.edu.tw/Linux/CentOS/7 6.1810/s0s/x86_64/CentOS-7-x86_64-DVD-1810.is0
hitp://centos.cs.nctu.edu. twi7 6.1810/is0s/x86_64/Cent0S-7-x86_64-DVD-1810.is0

Other mirrors further away

http-//mirrors.aliyun.com/centos/7.6.1810/isos/x86_64/CentOS-7-x86_64-DVD-1810.iso
hitp//mirrors.cqu.edu.cn/CentOS/7.6.1810/is0s/x86_64/CentOS-7-x86_64-DVD-1810.is0
hitp//mirrors.cn99.com/centos/7.6.1810/isos/x86_64/CentOS-7-x86_64-DVD-1810.iso
hitp://mirrors.nwsuaf edu.cn/centos/7.6.1810/is0s/x86_64/Cent0S-7-x86_64-DVD-1810.is0
hitp-//mirrors.nju edu cn/centos/7.6.1810/is0s/x86_64/Cent0S-7-x86_64-DVD-1810.is0
hitpu/mirrors. huaweicloud.com/centos/7.6.1810/is0s/x86_64/Cent0S-7-x86_64-DVD-1810.is0
hitp-//mirrors.neusoft edu. cn/centos/7 6.1810/is0s/x86_64/CentOS-7-x86_64-DVD-1810.is0
hitp-//mirrors.163.com/centos/7.6.1810/is0s/x86_64/CentOS-7-x86_64-DVD-1810.iso
hitp-//mirrors.tuna tsinghua.edu.cn/centos/7.6.1810/s0s/x86_64/CentOS-7-x86_64-DVD-1810.iso
hitp//Mtp sjtu.edu.cn/centos/7.6.1810/is0s/x86_64/CentOS-7-x86_64-DVD-1810.is0
hitp://mirrors zju edu.cn/centos/7.6.1810/isos/x86_64/Cent0S-7-x86_64-DVD-1810.is0

Cent0S 7

Install Cent0S 7
Test this media & install CentOS 7

Troubleshoot ing

Automatic boot in 52 seconds...

86



- Press the key to begin the installation process.

[ ?7.6059621 dracut-pre-udev[3351: modprobe: ERROR: could not insert ’floppy’:
No such device

- Press the key to begin the installation process. Started Show Plymouth Boot Screen.
Reached target Paths.
Started Forward Password Requests to Plymouth Directo:
Reached target Basic Systenm.
Started Device-Mapper Multipath Device Controller.
Starting Open—-iSCSI...
Started Open-iSCSI.
Starting dracut initqueue hoo .
Mounting Configuration File System...
Mounted Configuration File System.
.5370491 sd 0: ¢ [sdal Assuming drive cache: write through
12.1064511 dracut-initqueuel9711: mount: sdeu/sr0 is write-protected, mounting read-only
Started Show Plymouth Boot Screen.
Reached target Paths.
Started Forward Password Requests to Plymouth Directory Watch.
Reached target Basic Systenm.
Started Device-Mapper Multipath Device Controller.
Starting Open—-iSCSI...
Started Open-iSCSI.
Starting dracut initqueue hoo .
Mounting Configuration File System...
Mounted Configuration File Systenm.
12.1064511 dracut-initqueuel9711: mount: sdeu/sr0 is write-protected, mounting read-only
1 Created slice system-checkisomdS.slice.
Starting Media check on sdevus/sr0...
devu/sr0: 1d2e8463d1bcaeBad431f4e5a07eb?3f
[Fragment sums: 3b55db18Seeea?a20be82b85b43542dccSee4bb41bce8ff2fdf4d675af?e

== 20

ress [Escl to abort check.

JCURLIY - Ve .U/,
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Started Device-Mapper Multipath Device Controller.

Started udev Wait for Complete Devi itialization.

Starting Activation of DM RAID s
Started Activation of DM RAID s
Reached target Local Encrypted Uﬂlumes
Reached target Local File Systems.

Starting Migrate local SELinux pollrg changes...ld store structure to the new structure...

Starting Rebuild Journal Catalog.

Starting Import network configuraf on from initramfs...

Starting Tell Plymouth To Write Out Runtime Data...

Started Migrate local SELinux policy changes ... old store structure to the new structure.

Started Rebuild Journal Catalog.

Started Tell Plymouth To Write Out Runtime Data.
Starting Update is Completed...

Started Update is Compl d .

Started Import network configuration from initramfs.
Starting Create Uolatile Files and Directori
Started Create Uolatile Files and Directori
Starting Update UTMP about System Boot/Shutdouwm.

Reached Targ?, Sy
Listening on Open
L ming on Open-iSCSI isi
ming on D-Bus System Message Bus So
Reached target So
Reached target Ba
Starting Login Servi
Started Hardware RNG Entropy Gatherer Daemon.

Starting Service enabling compressing RAM with zRam...

Started Anaconda NetworkManager configuration.
Starting Network Manager...

Starting Wait for Plymouth Boot Screen to Quit...
Starting Dump dmesg to svar/logsdmesg.

Starting pre-anaconda logging servi

Starting Terminate Plymouth Boot Screen...
Started pre-anaconda logging service.

CENTOS 7 &4t

B us 3KEp !

0 CENTOS 7,

BBERER S R 7
i o (o < ((H ]
SeorHd Telugu
" mmz (sm
Toymki I ajik % 5 EBISRIA
ng TR (#A03E)
Tirkce
YKpaiHcbka Uk
92l

Tiéng Viét

BH(Q) (O
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<<

CentOS 7 64-bit - VMware Workstation 15 Player (Non-commercial use only) - [m] X
Bayer~ | |1 - & T 1§
RERE CENTOS 7 %4t
% BEcn 3KREf !
CentOS
E EEXEQ)
KB (58)
W
REEIR() RMEES)
IR NE b\ oS
e
R LB MIH(D) KDUMP
W EEEEBEEEDE BR4/H Kdump
9 T MRRIN) SECURITY POLICY
6 KRBT No profile selected

|, CentOS 7 64-bit - VMware Workstation 15 Player (Non-commercial use only) - (m] X
Bayer v | |1 ~ & O (¥ =

CENTOS 7 &4t

EEEIRG
O BIRRE
BATIHE,
O EHEHR
AT E R ENRERRF .
O HBEREARS
PSRRI RS SR RS Rl B8
O RRAFIDERS
EHAER. SN FEMER.
OF 7.~ )]
FAZRBR AP AR BN ARSI R R SR URIAR AR
L BTN

O &% cu NEAERS
_ FAGEIE GUI TSR BB BRI aR R

GNOME R{EE S L F BB HEANSEEE,
_) KDE Plasma Workspaces
KDE Plasma Workspaces /2{E&E o B @ fAERET
B, ES83TENER. SAEE. JRETHEmER
B, LURFSIaesAs) KDE EARN.
) ARETRESTRIMN TS

AR Sree  AESR (W) o5t SONZSRAZXAN T MRS

Bcn
PRSI INTTHF
[ WeRmes
AR R RS R AR
(] DNs &RAERS

EEEMRHERT O LIERE LBT DNS 2EEHRS
(BIND).

[ m¥rBUEARS
R RFHRFEFARVER SMTP EJ/5 IMAP BF 43R
o

[ FIP ARE
REFRIFARFAINER FTP [EHRAS.

[ mrresams
CIFS, SMB, NFS. iSCSI, iSER F1iSNS R {27 EER
8.

[ FMERrEXTR
R EAR SRR — T R,

[ marm
0] FAMEAR SR UM S AR AL A5,

[ seE2aRs
PRHAEERERE, FiRSE. LURISRECE,

[_] Infiniband 3%
(HEIREE T At AEBE AR RDMA B9 InfiniBand 0
iWARP fabrics. 137 52 EFISIETR,
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Cent

CentOS 7 64-bit - VMware Workstation 15 Player (Non-commercial use only)

Bayer~ | [l ~ & 0 1§
REHE
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BEEXHEL)
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Nl

REE R (D)
BEEEBHERD &
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FABHT

RLH(Q)

CENTOS 7 &4t
Ecn SKEf !

RHEHRE(S)
55 GUI FufalfRss

KDUMP
ER4H Kdump

SECURITY POLICY
No profile selected

CentOS 7 64-bit - VMware Workstation 15 Player (Non-commercial use only)
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AR R B R PR TR
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RERFER
SIS
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Cent

CentOS 7 64-bit - VMware Workstation 15 Player (Non-commercial use only)
Bayer - | ] - & O ¥
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1 I IR 1)

M EIL B5E

CentOS

BEXBQ
HEBH (58)

LA

REFSR (1)
A IhiHIR NS

R

REENIH(D)
EEEEBHERS &

AR T MERBN)
FEIR

B 0 ®C

EH(Q) PBERZE (B)

- m] X
b EE CENTOS 7 &4
CENTOS 7 &4t B cn SKEf !
BEcn SKEf !
CentOS =
o= L AN FFE
ROOT B @® mEEuL
[BIRERE root B ‘ FRBUMEHE
HEEE(S)
57 GUI BfalfiRas
2 IETER /dev/sda2 ERRIL vmpy
KDUMP
BB Kdum . . - : PR ]
i entOS Virtualization SIG ; 1)
R & e Y = 11| ==
SECURITY POLICY rtualization in CentOS, virtualization of CentOS: I.l;l;l.l Il
No profile selected «i.centos.org/SpecialinterestGroup: n == i s
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CENTOS 7 &4k
ERcn

root RS

Root #4E : eeccsccee
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