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. QERRALTH + HEER=EH
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o 7R




- Press the key to begin the installation process.

1 Started Show Plymouth Boot Screen.
1 Reached target Paths.
1 Reached target Basic Systenm.
8.5105981 sd 2:0:0:0: [sdal Assuming drive cache: write through
11.1612991 dracut-initqueuel8041: mount: sdeus/sr0 is write-protected, mounting read-only
1 Started Show Plymouth Boot Screen.
1 Reached target Paths.
1 Reached target Basic System.
Cent0S 7 .1612991 dracut-initqueuel8041: mount: sdeu/sr0 is write-protected, mounting read-only
1 Created slice system-checkisomdS.slice.
Starting Media check on sdeu/sr0...
ydeu/sr0:  4?2d6f1bdfe9abbla3b?a9a?22?639841
Fragment sums: cc495d9e136c81ead92f382ef2£9d459118269d277a5cd55b91£6368991cl
Install CentOS 7 Fragrent count: 20

Test this media & install Cent0S 7 Press [Escl|to abort check.
CheckKing €5 .97

Troubleshoot ing

Automatic boot in 53 seconds...
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Unknown
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partition

xfs

partition

physical volume (LVM)

lvmvg
lvmlv
swap

lvmlv

xfs

EEEE BN
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centos-swap
centos-swap
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No profile selected
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BEER(C)

root EAREE
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CentOS BREEMMRZEETNRF L, I =
TRE 00 8 2 A B B0 U PR B AR
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o & IP ArHE

—#ipa (¢ # ifconfig)
* AEHLHIRRE
— # nmcli con show

o BEHARELIERE °
— # nmcli con show ens33
o B P4 TERE

— # nmcli con up ens33

= =+ 2L R .
o (EFHHELREE
— # nmcli con down ens33




* IpfED
— #ip addrshow ens33 (BERZIEBVIPEEN)
— #ip -s-hlink show ens33 (BN EEIAEET)
— #ip route (BURESHFR)
o FEIRI TR
— # nmcli con add con-name "static”
type ethernet ifname ens33 autoconnect yes
ipv4.addresses 163.20.174.xxx/24
ipv4.gateway 163.20.174.254
ipv4.method manual
ipv4.dns 203.72.153.153
+ipv4.dns 203.72.153.154
ipvb.addresses 2001:288:228F:5::xxx/64
ipvb.gateway 2001:288:228F:5::FF
ipv6.method manual

ipv6.dns 2001:288:2200:121::153
+ipv6.dns 2001:288:2200:121::154




connection

device

ens33




<

o CHIERE RS A
— # ping -/ IP{ir 4 (J03%ETE -6 HJu] ping IPv6)
— # ping 8.8.8.8
— # ping -6 2001:4860:4860::8888
— # ping - {hE(FQDN) (NE{EH] DNS ##477)
— # ping www.hinet.net
— # ping -6 www.hinet.net
* & DNS G E *
— # cat /etc/resolv.conf
* 5H hosts 405k
— # cat /etc/hosts



« Z ) hosts 405%

— # cat /etc/hosts

 ATEEENTIEF -

— Local Cache --> Local Hosts --> DNS

* DNS ﬁfF?FF/EJniE

— # nsloo!
— # nsloo!
— # nsloo!

— # nsloo]

Kup -]
Kup -]

kup -

kup www.google.com

=a www.google.com
—aaaa www.google.com

=ns dfsh.ntpc.edu.tw

— # host www.hinet.net



KE <
=

* FEHHTE
— # traceroute -n 168.95.1.1
— # traceroute -n www.google.com

o B FIEATE
— # hostname
o« BIE FIEATH
— # hostnamectl set-hostname centosNUM

(NUM % IP firHEoRHS)
A L =R

— # hostnamectl status




7 E SSHD R #5e R -
— # systemctl status sshd
EENIKEE D LEF SSH (port 22) 475
— # firewall-cmd --list-all
CentOS {diH SSH 7545
— # ssh USERNAME@HOSTNAME "Command”
— # sshroot@localhost
— # sshroot@localhost "ls -1 /tmp"”
— #sshroot@163.20.174.xxx
PuTTY
— https://www.putty.org/
xShell
— https://www.netsarang.com/en/xshell/
SR (S BRS¢
— #vi /root/.bashrc
alias vi='vim'




SSH

* Tt H A S A ZRGTHVIEST -
— # who

o i B BTE A IESE R EAE R
—#wW

ISR — 2O AT, ;

— # lastlog

» T HAT A S AHIRGTEE. -
— # last

EOEE M AN (N NG

— # lastb



SoH

7
* miE SSH {a]ikesa NG
— # vi /etc/ssh/sshd_config
yes (&4 fuaTrooti A)
yes (& AHHEHAEA)
6 (525 bian 2K EY)
yes (Jz & T2 FPublic key)
no (& & fHdnsfk &)
=k A SSHD

— # systemctl sshd

HTEES SSHD

— #systemctl sshd

( }
Ll

([ }
Ll




SS5H

+ I
I e (5 S [R] —F < i
* JEETEEUII

2 A2 (Public Key) Ko R (Private Key) > Fll A

-

A - AR R

. Vans Vans
A, WY
j"m@@' “mE L

A BAX 7 HEX B
X

20



SSHE

* SSH Key-Based Authentication

Iy SSH Key-Based Authentication v
~/.55h/id_rsa.pub ~/ssh/authorized_keys
% —omsmans )
SSH Server
~/. sshfld rsa
E@—h . — R
3.0 AME —-

S.EREMENRS

— [

-4
i BORTREE

oA 6.LLEAEAE

5 EEEA
21



— # ssh-keygen (E~

S vl AN

— # cat ~/.ssh/authorized_keys

47 A

W ITRBA
SUNISGIN )
— #1s - ~/.ssh (TR A AV AT, )
— # ssh-copy-id root@localhost (& @)
— # ssh root@localhost (RZHEEHPEE A)

:

— # ssh-copy-id root@163.20.174.xxx



soH

* puttygen =~

R \l/A\"HH

— FAEY puttygen.exe

[? PUTTY Key Ger
File Key Conversions Help

Key
No key.

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key

Parameters

Type of key to generate:
@RSA ODSsA

Number of bits in a generated key:

OEcDsA (O Ed25519

Load

Save private key

(O 55H-1(RSA)

NG

¥L Generate

E? PUTTY Key Generator ? X

File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

RSA DSA ECDSA Ed25519 SSH-1(RSA)
Number of bits in a generated key: 2048

y PuTTY Key Generator
File Key Conversions Help

sshosa AAAAB3NzaClyc:

2EAAAABJQAAAQ

EA03Rx2do+mp6TUHyFGL

158

Key comment:

[rsakey-20190802

Key passphrase: |

Confirm passphrase: |

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
@®@RSA ODsA
Number of bits in a generated key:

(OECDSA

Generate ‘
Load |

\7 Save public key ‘ [ save private key ‘

(O Ed25519

(O SSH-1(RSA)

B EINZE B ER )

£




soH

<>
Ll

* puttygen =~

File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:
sshsa A
AAAAB3NzaC1yc2EAAAABJQAAAQEAh4Z 1niOyK3vhur 5P 30Co Mk WKmsaGj8ZLIn0u
D6R3ZsZuu4RTuS/KFXs2gQIE7IWFJD72aRiyDFaD
+hhdJOR;jiT33ZsM6gd0%x6AQZdI3+vPZ4mnWe4rSpLb6uHWHFjiggm5K
+goNCNCabx+q09YVOmUasSzu04QdMShre Th&Jmli6W7CIO Tm0sXi+

B Save prvate key os: X

« ~ 1+ H TR AE v o

EEEE -  FREER i @

i system (©)
< Documents (D)

TRER(T) PuTTY Prvate Key Fies (ppk) Z

~ BERER

v
Key fingerprint| PuTTYgen Warning 9:‘":]
Key comment:|
Key passphras Are you sure you want to save this key
Confiom passpl I without a passphrase to protect it? :]
Actions
Generate a pu| W) E(N) ‘ l;e ‘
Load an existing e Key' [ Toad ‘
Save the generated key ; Save public key I Save pvi:me key ‘I
Parameters
Type of key to generate:
@RS ODSA (OECDSA (OEd25519 (O SSH-1(RSA)
Number of bits in a generated key:

N4

L Save private key
B2 T2

faEAE %
FFERTEEN &

? PuTTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh+sa A
AAAAB3NzaC lyc2EAAAABJQAAAQEAh4Z 1niOyK9vhur 5P 30Co Mk WKmsaGj8ZLIn0u
D6R3ZsZuudRTuS/KFXs2gQIE7IWFJD72aRiyDFaD
+hhdJOR;iT33ZsM6gd0Sx6AQZdI3+vPZ4mnWedrSpLb6uHWHFjiggm5K

+goNCNCqbx+q09YVOmUasSzu04QdMShre Th8JmliW7CIO TmOsXk+ v
Key fingerprint: [sshisa 2048 25:67:2c:50.72:87: 17:ce 505 79:9e:2009:41 |
Key comment: [rsakey-20190802 |
Key passphrase: | \
Confirm passphrase: [ ‘
Actions

Generate a public/private key pair L Generate ‘
Load an existing private key file ‘7 Load \
Save the generated key ‘ Save public key ‘
Parameters

Type of key to generate:

@ RSA ODSA OECDSA OFEd25519 (O SSH-1(RSA)
Number of bits in a generated key:

AR
FHEA puttygen.exe



* putty s EEH LA
— FA R putty.exe

#R PUTTY Configuration ? X #R PUTTY Configuration ? X #R PUTTY Configuration ? X
Category: Category:
(- Session [ Basic options for your PUTTY session | [ Data to send to the server | . - Translation ~ | Options controlling SSH authentication |
i... Logging F - > p - Selection
i Tevaal Specify the destination you want to connect to Login details W [ Display pre-authentication banner (SSH-2 only)
et [T o iress) Port Autodogin usemame | ] &-Connection [ Bypass authentication entirely (S5H-2 only)
- Bell J163‘ZD'66’188 I sz | When usemame is not speciiied: - Data e
Authentication methods
- Features = @ Prompt (O Use system usemame (ishm) - Proxy S
=) Window ORaw  OTelnet ORlogn @SSH O Serial - - Telnet Altempt authentication using Pageant
- Appearance ) Teminal details " [ Attempt TIS or CryptoCard auth (SSH-1)
- Behaviour 102, Seve o dnkeke'd gored sslon Teminaltype sting I-w SSH ! [ Attempt "keyboard-nteractive” auth (SSH-2)
- Translation el sbby y T o
- Selection l _ Teminal speeds H Host keys Alinhenhcahon parameters
- Colours Defauk Setting r . . i Cipher Allow agent forwarding
= Connection - L VLoad e . . M [] Allow attempted changes of usemame in SSH-2
- Data Save Varizble [ ][ R pp1 | Private key filfor authenticatin:
Py T o fowe.
. Telnet | Delete ue Remove Lo | : :
- Rlogin i -Tunnels
- SSH i-- Bugs
~Send Close window on exit: - More bugs
Aways (ONever (@ Only on clean exit - Seral v
< >
Foot || [ e | comce | Ao Heb Cancel | Mot | hep [ Oen | concel

YN 5 Data fifir wE SSH
=1 7E Session 1% R E root HEEA H Auth fig{ir

N4

L Browser...



SSH &

* putty

R select private key file.
4+ =R A
gsEE - FEEEx

88
maE
L REE
==k
e

i System (C)

= Documents (0)

EEEEN) prvate ppk

- | B Eagtakey Files ( pok ~
I A

ESE N
wh | BEE(O)

#R PUTTY Configuration ? X

#R PUTTY Configuration ? X
Category:
\ Basic options for your PuTTY session J (- Session P Basic options for your PuTTY session
i ;s Specify the destination you want to connect to = I‘° 9ging Specify the destination you want to connect to
= Terminal - Teminal
" L. Keyboard Host Name (or IP address) Port - Keyboard Host Name (or IP address) Port
- Bel [163:20.66.188 |[2 | . Bel [163:20.66.188 |[2 |
- Features Connection type: - Features Connection type:
(- Window ORaw (OTelnet ORiogin @SSH O Serial - Window ORaw (O Telnet ORlogin @SSH O Serial
P Appea@nm Load, save or delete a stored session 8 .Appea.rance Load, save or delete a stored session
- Behaviour - Behaviour
-~ Translation Saved Sessions . Translation Saved Sessions
- Selection ISSH-Name I (- Selection ]SSH-Name I
i i-Colours Defautt Settings [ + Colours Default Settings [
(=)~ Connection (o [=- Connection SSH-Name o
- Data - Data
i i =1
- Telnet - Telnet LDe,@ei‘
- Rlogin - Rlogin
- SSH - SSH
Kex Close window on exit: Close window on exit:
1 go:tel:eys " OAways (ONever (@ Only on clean exit . OAways (ONever (@ Only on clean exit
- Cipl
< <
Mou || Hep [ Cancel About | | I\ Open I\ Cancel

®E Session fiEfir

ML Save

®E Open




29 HENE # vi /root/.ssh/authorized_keys
FeHEIE S A



i AR - [ESC ] ¥ sl Szt
[ Shift] + [ insert ] 5 AU A% B h T owa ) TR
(SR B R R )



B oor@centos_188:~

gy A exit IR H

#R PUTTY Configuration

Category:

=~ Session
Logging

- Terminal
Keyboard
Bell
Features

=1- Window
Appearance
Behaviour
Translation

(- Selection

Colours

=1- Connection
Data

About Help

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
[163.2066.188 |[22
Connection type:

ORaw O Telnet ORlogin @SSH (O Serial

Load, save or delete a stored session

Saved Sessions

[SSH-Name

Close window on exit:
OAways (O Never

(® Only on clean exit

Open Cancel

FHEX putty.exe
ML Session $4f#

¥L Load
®E Open

B oor@centos_188:~




« HMETEIEA
— # vi /etc/ssh/sshd_config

no
yes

— # systemtl restart sshd

+ [5F DOS 4554 -
— C:\> putty.exe -l root -1 "private.ppk” -t
"163.20.174.xxx"
* {#H DOS ZHLRF{T CentOS 155 °
— C:\> putty.exe -l root -1 "private.ppk” -t
"163.20.174.xxx" -m "command.txt"




* PRAIE— IP BR{I7H A 2 AR
~ IPvAER{5

* # firewall-cmd --permanent --direct --add-rule ipv4 filter INPUT _direct
0 -p tcp --dport 22 -m state --state NEW -m recent --set

* # firewall-cmd --permanent --direct --add-rule ipv4 filter INPUT _direct
1 -p tcp --dport 22 -m state --state NEW -m recent --update --seconds
300 --hitcount 6 -j DROP

e # firewall-cmd --reload
» #iptables -1. INPUT _direct -n (BFHHA)

— IPv6 &S

 # firewall-cmd --permanent --direct --add-rule ipv6 filter INPUT _direct
0 -p tcp --dport 22 -m state --state NEW -m recent --set

 # firewall-cmd --permanent --direct --add-rule ipv6 filter INPUT _direct
1 -p tcp --dport 22 -m state --state NEW -m recent --update --seconds
300 --hitcount 6 -j DROP

e # firewall-cmd --reload
» #ip6tables - INPUT direct -n (BFFRHI)

— MERFAH] B Y55 --add-rule f4fY --remove-rule Bl f2fx



San T
‘ \ 7 &

Jrér root (AT BB o T HERR R STE TE L
'Centos12#" fi ié‘/& m@% EEReEE]

Efﬁf%%Eit /\\\E e \\‘HH$H$E:AE

Cent0S Linux (3.18.8-957.e17.x86_64) 7 (Core)
Cent0S Linux (B-rescue-9ce3f9b9bfB243f1b59a81b8ead48221) 7 (Core)

Use the.t.and 4 keys to change the selection.
Press|’e’ [to edit the selected item, or ’'c’ for a command prompt.

The selecv®@entry will be started automatically in 4s.




s FWEIFMFE<STTF ro A rw rd.break
o i A Ctrl +x %ﬁt TRUEITE ST

lsetparams 'Cent0S Linux (3.18.8-957.el17.x86_64) 7 (Core)’
load_video

set gfxpayload=keep

insmod gzio

insmod part_msdos

insmod xfs

set root='hdB8,msdosl’

if [ x$feature_platform_search_hint = xy 1; then
search ——no-floppy —--fs-uuid --set=root --hint-bios+hdB,msdosl —-hin\

-efi=hdB,msdos1l —-hint-baremetal=ahciB,msdosl —-hint="hdB,mscos1’ 98439fbd-2\
1f5-48f6-9177-e78e581dd619

else
search ——no-floppy —--fs-uuid --set=root 98439fbd-21 5-48f6-9177-e78e\

81dd619

Press Ctrl-x to start, Ctrl-c for a command prompt or Escape to
discard edits and return to the menu. Pressing Tab lists
possible completions.

4

lhint = xy 1; then

--set=root —--hint-bios=hdB8,mMsdos1l —-hin\

P.msdosl —--hint="hdB,msdosl’ 98439fbd-2\

--set=root 98439fbd-21f5-48f6-9177-e78e\

. x86_64 root=/dev/mapper/centos-roo’ ro\
rd. lumM. lv=centos/swap rhgb quiet LARG=X

el7.x86_64. img

Press Ctrl-x to start, Ctrl-c for a command prompt or Escape to
discard edits and return to the menu. Pressing Tab lists

possible completions.




* # chroot /sysroot
(7 / &1 /sysroot

* # passwd root
(35 root ZHE)
* # touch /.autorelabel
(EE% » BEEWRa SELinux » A A ARHIREL DY)
* # exit
(ZEH chroot f£=)
* #./shutdown

(B HrBE1R)

3%)




* CentOS 7 $2{i:HY DNS{EIkas &1 £y Berkeley
Internet Name Domain > fFf#EBIND

* 7755 bind &
#yum -y install bind
* 41 5 bind > {BARFS#4H#HE named
* BETELE
— /etc/named.conf
* MHEHETHELE

— /var/named/*




DN

* SRIEEZEL -

— # vi /etc/named.conf
listen-on port 53 { any; };
listen-on-v6 port 53 { any; };
allow-query { any; };
recursion no;

17 fEAT4EiEk ZONE (0ooo.expr.ntpe.edu.tw.) :

— # vi /etc/named.conf
zone "oooo.expr.ntpc.edu.tw.” IN {
type master;
file "named.oo000";

)
[l




‘@

o FETTUBI LB SR
— # ¢d /var/named

— # cp named.empty named.0000
— # vi named.o000

@ NS centos .0000.expr.ntpc.edu.tw.
centos A 163.20.174.

centos AAAA 2001:288:228f:5::

WWW A 163.20.174.

AAAA 2001:288:228f:5::

F@J named A B5 (BHER D)

— # systemctl named



K DNS Sogk & -
— # nslookup www.oo000.exprntpc.edu.tw 127.0.0.1
— # nslookup www.oo000.expr.ntpc.edu.tw ::1

f & named fRFE :

— # systemctl named

[EC A At A R TE I PR (LERED )

— # chgrp named named.o000

i

Ll

= sk A named ARFE o T RESIAREE ¢
— # systemctl named
— # systemctl named

s E [ IREHT R

— # systemctl named




DN

» MG\ DNS Sogr e -
— # nslookup www.ooo00.expr.ntpc.edu.tw 127.0.0.1
— # nslookup www.ooo00.expr.ntpc.edu.tw :: 1
* HNELHIE DNS &5
— C:\> nslookup www.oo00.expr.ntpc.edu.tw 163.20.174 XXX

— C:\> nslookup www.oo00.expr.ntpc.edu.tw
2001:288:228f:5:: XXX

* BHATKAE
— # firewall-cmd --add-service=dns --permanent
— # firewall-cmd --reload
* FHXINELHE DNS &&
— C:\> nslookup www.oo00.expr.ntpc.edu.tw 163.20.174 XXX

— C:\> nslookup www.oo00.expr.ntpc.edu.tw
2001:288:228f:5:: XXX




DN

* JIE DNS 40t &EH
— # host www.o000.expr.ntpc.edu.tw

— # host www.oo000.expr.ntpc.edu.tw 8.8.8.8
HNERHIZS DNS &2

— C:\> nslookup www.oo000.expr.ntpc.edu.tw

— C:\> nslookup www.oo000.expr.ntpc.edu.tw 8.8.8.8
=) EEE T GREE R AT E (E )

— https://forms.gle/AzAraUrQyN9Cgsm3A
*  FHER PN K s B A
HE DNS 40k AE

— # host www.oo000.expr.ntpc.edu.tw

— # host www.oo000.expr.ntpc.edu.tw 8.8.8.8
SMEHIE DNS &g

— C:\> nslookup www.oo000.expr.ntpc.edu.tw

— C:\> nslookup www.oo0o00.expr.ntpc.edu.tw 8.8.8.8




DN

Root Level Domain

Top Level Domain

ntnu




o %L named log I & :

— # vi /etc/named.conf
logging {
channel default_debug {
file " /var/log/named /named.run”;
severity dynamic;

};

b
— # mkdir /var/log/named
— # chgrp named /var/log/named
— # chmod g+w /var/log/named
— # systemctl restart named
— # cat /var/log/named/named.run



DN

o Y1 named & log :

— # vi /etc/named.conf
logging {

channel "query_log" {
file " /var/log/named/query.log"” versions 3 size 50M;
print-time yes;
print-category yes;
print-severity yes;
7
category "queries” { "query_log"; };
b
— # systemctl restart named
— # tail -f /var/log/named/query.log

— #1s -1 /var/log/named



Z %IQ -' N
(@ )

4 LOG HYHRT -
stemd-journald : YA Kernel - SURIHEEZF - M
é B 3SR 55 » GEH P B4 rsyslog B ek -

W EETFAE /run/log Ej(ni‘fﬁﬁ‘*“) ETBARIR K -

rsyslog : {RPEUNEN 288 H 5ERYVIL Bl AR AEDER - 105 A%
/var/log NAHESIERJSCERAE T IR °

fa R systemd-journal AR FSAREE -

— # systemctl systemd-journald
f i rsyslog ARASARES -

— # systemctl rsyslog
TRATECERAE -

— # more /var/log/messages
— # less /var/log/secure

44



e &

* Tt/ dmiHE rsyslog e ERE
— #vi /etc/rsyslog.conf
— #1s -1 /etc/rsyslog.d/
o 7526 systemd-journald 24540 5%
— # journalctl (BB EPACEE)
— # journalctl -1 (B5F e st HIFE1 1)
— # journalctl -p err (MR ZE4R By err Y4 EE)
— # journalctl sshd.service
— # journalctl | grep sshd (k% sshd FHEE4C %)

45



S TENS S YRGS

— # timedatectl

ae e Nl Ry 2L

— # timedatectl Asia/Taipei
FAUIHT

— # chronyc (EE R A E RS IRER)
— # chronyc (A% 2RSS Server BYIRAE)
— # chronyc (R B AR AT £2)

— # chronyc (AZBN[EH)

B RGOy

— # hwclock -1 (R REEAGHF )
— # hwclock -¢ (ELHRhE G 2 Z A rfH)

— # hwclock -w (% EHHE

R ] LL AR St ir ] [F120)



4Lk

5

—t

T TR RE ST

— # history

RSO ILE

— # cat /root/.bash_history

Wk HEia ASEEEFERHES

— # history

‘-Ir—'

FATA EAZEC L] rsyslog

— #vi /etc/bashrc

remoteip=$(who am i | awk '{print $5}' | sed "s/[()]//g" )

export PROMPT_COMMAND= 'RETRN_VAL=$7?;logger

P local3.debug

"$(whoami) $remote1p [$$]: $(history 1 | sed "s/*[ 1*[0-9]\+[ 1*//" )

[$RETRN_VAL]"

— #vi /etc/rsyslog.conf
local3.* /var/log/bash.log
— # systemctl rsyslog

— #bash (B EHEA)




» bash.log fag i — R {5 A 7 Bl root ?a: 05k
* fanfH/4mEE logrotate 40 BRAE i

— # vi /etc/logrotate.conf
— # Is -1 /etc/logrotate.d/
— # logrotate -f /etc/logrotate.conf (5&F|17EJERES)

* i bash.log AR -
— # vi /etc/logrotate.d/bashlog

/var/log/bash.log {
missingok
notifempty

}

— # logrotate -f /etc/logrotate.conf



+ EEdd Bk as I 5 iR RR

_’_A

* R H

— # systemctl httpd
(ke E=H: -
httpd mod_ssl

— # yum

* REIH

(el fkas Ak %5

— # systemctl httpd
— # systemctl httpd

* SOEAHE

{EI AR 23 B AT E BhELE)

— # systemctl httpd



e e H (a i esa BN
— # vi /etc/httpd/conf/httpd.conf

ServerName www.o000.expr.ntpc.edu.tw

BT RN H (Al as -

— # systemctl httpd

— # systemctl httpd

B 4[5 Kt T http 2 https (80, 443) -

— # firewall-cmd http https

— # firewall-cmd
— # firewall-cmd

e e B ek 5 iR

— # netstat



N7
 EIMERHIEHAR -
— C:\>ping 163.20.174.
— C:\>ping 2001:288:228f:5::
* e/MEMEHT AR 55 R (80, 443) & A b i
— C:\>telnet 163.20.174.2:2 80
— C:\>telnet 2001:288:228f:5:: 443
— tcping [Nk (windows) :
https://download.elifulkerson.com/files/tcping/0.39 /tcping.exe
— C:\> tcping 163.20.174.
— C:\> tcping 163.20.174.::x 443
— C:\> tcping 2001:288:228f:5::
— C:\> tcping 2001:288:228f:5::00¢ 443
— tcping ZAEE (Cent0S 7)
* #yum epel-release
* #yum tcping



+ HFEH > ARAE Rl

— # vi /var/www/html/index.html

* 745 PHP &

— # yum php
— # systemctl httpd

. HUVEPHP 5 H

— # vi /var/www/html/index.php
<?php
echo "<h1>HELLO</h1><h1>PHP</h1>";
echo "<hr />";
phpinfo( );

+ JHaxlE - B HLL html B85% > php RZ




* FH PHP B SEB RIFRREE A
— #vi /var/www/html/guest.php
<?php

echo "<h1>] am ".$_SERVER['SERVER_NAME']."</h1>";
echo "<h1>You come from : ".$_SERVER['REMOTE_ADDR']."</h1>";
7>
« HIPE favicon.ico -
— BU{E /U ER
— 4 D T
http://tw.faviconico.org/
https://www.favicon.cc/

— Filezilla {5 SFTP _F{# £ /var/www/html/
jj%ﬁ%:}‘/% Ty HBHUS favicon.ico W&

<head>

<link rel="shortcut icon” href="favicon.ico” />
</head>



Let'

-

o 7L epel-release =4

— # yum -y install epel-release

* HUfS certbot B
— # yum list | grep certbot

o Z4E certbot - :
— # yum -y install python2-certbot-apache

o THHEE NLAEEET ¢

— # certbot certonly --webroot -d www.o0000.expr.ntpc.edu.tw
(# certbot --staging certonly --webroot -d www.0000.expr.ntpc.edu.tw)

( --staging F HIEd/&Z6CA)
— # vim /etc/httpd/conf.d/ssl.conf (FEF/EEEEEIEE
— # systemctl restart httpd

B TENE)



* ECE R BEAEh ¢
— # vi /etc/httpd/conf/httpd.conf
ServerName www.ooo00-expratpeedutw (HERBGEFEE —1T)

<VirtualHost *:80>
ServerAdmin root@oooo.expr.ntpc.edu.tw
DocumentRoot /var/www/html
ServerName www.0000.expr.ntpc.edu.tw

</VirtualHost>
— # systemctl httpd
EEEE PSS YR
— # certbot

CEFEH - ERR5EEE 2: Redirect 22 - HE)FH FHY http 2B 48]
i https 7R )
(# certbot HIEAEEECA)




Let’

* BOE o 2 1IE E ke
— # vi /etc/httpd/conf/httpd.conf
<VirtualHost *:80>
ServerAdmin root@oooo.expr.ntpc.edu.tw
DocumentRoot /var/www/html /xyz

ServerName xyz.0000.expr.ntpc.edu.tw
</VirtualHost>

— # mkdir /var/www/html/xyz
— # vi /var/www/html/xyz/index.php
<?php
echo "<h1>";
echo $_SERVER['SERVER_NAME'];

echo "</h1>";
7>

— # systemctl restart httpd



* SE o5 2{EAE VLAY DNS HIE

— # vi /var/named/named.o000
xyz A 163.20.174.

xyz — AAAA 2001:288:228f:5::

— # systemctl named

- (AR EE RS e AR T

—a N[/

d

.

* HEH G N LA 25RIGET

— # certbot



Let's o

« Jm{H Let's Encrypt /&&5 :
— # cat /etc/httpd/conf/httpd-le-ssl.conf
— #Is -1 /etc/letsencrypt
— # cd /etc/letsencrypt/archive /xyz.0000.expr.ntpc.edu.tw
— # openssl x509 -in certl.pem
— # openssl rsa -in privkeyl.pem

« B ¥ Let's Encrypt /55
— # certbot

« FI/FH crond HE)F ¥ Let's Encrypt /&5
— # vi /etc/crontab

101**6 (FE 7S 1:10 EH—R)
— # crontab -e
101 **6 (& 7N 1:10 EH—X)

— # systemctl crond



EF e =02 5 a0 @5}?7% E2 5 1% shell script

FA SSHD eaTIRE S
— #vi /etc/ssh/sshd_conflg

yes
— # systemtl sshd
HETE root Z50% 5 'Centos12#'
— # passwd root
o FRZRHE : Centos12#
o FEm AT #EN ¢ Centos12#
TR BN TP 2B SRR ]

— # firewall-cmd --permanent --direct --remove-rule ipv4 filter
INPUT _direct 0 -p tcp --dport 22 -m state --state NEW -m recent --set

— # firewall-cmd --permanent --direct --remove-rule ipv4 filter
INPUT _direct 1 -p tcp --dport 22 -m state --state NEW -m recent --
update --seconds 300 --hitcount 6 -j DROP

— # firewall-cmd --reload
— #iptables - INPUT direct -n (BFFHA)



* 7% nmap E{F ¢
— # yum nmap
o fliEBEE 1P
— # nmap 163.20.174.131-200
TS R AU e s EAEGER
— # nmap 163.20.174.131-200 | grep "VMware" -B 2
© PREAE IPHYLT
— # nmap 163.20.174.131-200 | grep "VMware" -5 2 | grep
"163\.20\.174\."

* HUBRAHLIP
— # nmap 163.20.174.131-200 | grep "VMware" -E 2 | grep
"163\.20\.174\." | awk '{ $5}'
* RHEEEN IP AYSSERIE RS
— # nmap 163.20.174.131-200 | grep "VMware" -5 2 | grep
"163\.20\.174\." | awk '{ $5}" > ips.txt




Bas

« LR OHSSHEATE
— # yum -y install sshpass

* #IFH sshpass %0 4 FHUSE 5 EAREAATE

— # sshpass -p 'Centos12#' ssh -o StrictHostKeychecking=no -o
ConnectTimeout=5root@163.20.174.YYY "hostname”

* FIH sshpass Z74<<:5
— # sshpass -p 'Centos12#" ssh-copy-id root@163.20.174.YYY
o 4EEEZ/55 44 Bash Script -
— # vi key.sh
for IP in $(cat ips.txt)
do
AT <
done

— # chmod a+x key.sh
e {7 Bash Script :
— #./key.sh



HIE

* FIEIELERE

Z gz
#itar cvjf filename.tar.bz? sourcel srouce2 .....

s J XZ
- SHIE H# -

e # tar cvzf html.targz /var/www/html

- ANEHTE H#E
e #cd /var/www/html
e # tar cvzf html.targz *

TIER Rz .
« FRERRYE - 2 gz
#tar xvijf filename.tar.bz?2
t J XZ

— # tar xvzf html.tar.gz



* IEHE scp RHMERET & FEE D
— # scp html.targz root@163.20.174.YYY: /tmp
— #sshroot@163.20.174.YYY "Is -1 /tmp" (FERLE_L{5)
— #scproot@163.20.174.YYY: /etc/httpd /cont/* /tmp
« %45 SFTP &k htmltargz {F{7FE : Filezilla
* BEME rsync il
— # mkdir /tmp/backupl
— #rS /var/www/html /tmp/backup1l

(17 /var /www/heml S0 F1 85 2 2P0 8 ET )
— # mkdir /tmp/backupZ

— #rs /var/www/html/ backup?2
(05 fvar fwww /bl THH R H i)

— # sshroot@163.20.174.YYY "mkdir /tmp/backup”
(FE = 2 1L (0 H $%)
— #rsync /var/www/html root@163.20.174.YYY: /tmp/backup
— #rsync /var/named root@163.20.174.YYY: /tmp/backup
— #sshroot@163.20.174.YYY "lIs -| /tmp/backup”



o BEHHTSe A TR S O R )
— #df-h
— # fdisk -|

+ B OVA 1%

— # poweroff ([3E#%)
— % ! Virtual Machine Settings | #%[& CD/DVD £ &

— C:\> cd “C:\Program Files (x86)\VMware\VMware
Player\OVFTool"

— C:\> mkdir D:\export

— C:\> ovftool.exe “C:\Users\user\Document\Virtual
Machines\CentOS 7 64bit\CentOS 7 64-bit.vmx”

D:\export\CentOS7.ova



/boot

mkfs 1&T01E
EEEE 5 (L)

Logical Volume (LV) Logical Volume (LV) .
Logical Volume

mkfs lvcreate FE 1/ ZEEE =

EIE &2 (ve)

Volume Groups (VG) Volume Group

vgcreate Eirtgl=EiA

= Bd _4, =
aew/sa [7aev, 02
Physical Volume

pvcreate £ 17 B 8 fé =

oe: e

| /dev/sdal j} /dev/sda2 /dev/sdbl /dev/sdcl jj /dev/sdc2 SE| &
fdisk 2 i 77 E|
-
fdev/sdc EE‘% ﬁ% ;ﬁ%
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R

NS
1 SRR - V

— % !'Virtual Machine Settings ; ©@ " Hard Disk (SCSI) ; - #f
rExpand | PEFREGE > ﬁDﬁZOGB

— SERIE > BRERUGE Bikas e

* FAEAR ﬁﬁwh‘?ﬁﬁ%W = iJJD

— # fdisk
LT T EE
— # fdisk /dev/sda
Eiiparally)
(B F 9 EE)
(GrE&ESRSE - TER% 3)
GEE4BRRIE - BTN
GEEAARRIE - BEIETEY
(B E o EE S E)
(BEFE S & &)
(RS R LVM)
(i e E 77 )
(IR )




ETREN DI ERE S

— # reboot
FAES ATR - 1A & R E RS (PV) ¢

— # pvcreat /dev/sda3

— ("I H # pvdisplay @i 0 BG4 fE AN )
P e EF4H (VG) -

- # v extend dev/sda3 B

# vgdisplay i CA WS AFAH AT N )

?E?EL@HE?QE(LV) :

— # lvextend /dev/sda3

— (AT H # lvdisplay fa 5 2 5 R AL & 24T S N2
PRI Z A (xfs)

— # xfs_growfs /dev/mapper/centos-root
f AR -

— #df

EE - IS4 /dev/sdb
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