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WHY SSL/TLS ?

sniffing http Password With Ettercap




WHAT IS SSL/TLS ?

» SSL (Secure Socket Layer) Z2i@ AW E
« —FEZRHE, BB AMEEMEEEER, 20 e LR R R R

« TLS(Transport Layer Security) {HE &2 &
« JLHRSSLETEENZ B HT. WA ARy E EHE i /7

= HTTPS., FTPS. SMTPS

- HTTP over (SSL/TLS) = HTTPS -
- FTP over (SSL/TLS) = FTPS H ‘ v

- SMTP over (SSL/TLS) = SMTPS
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From Youtube : SSL TLS HTTPS process explained in 7 minutes
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= Letsencrypt (ISRQG)
https://letsencrypt.org/

= StartSSL(StartCom)
https://www.startssl.com/

= CloudFlare
https:// www.cloudflare.com/ssl/
= Wosign(YKiH)
http://freessl.wosign.com/freessl

= AffirmTrust
http://www.affirmtrust.com/
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Web Server
Admin
Software

4. HAvEE A Let’'s Encrypt O N & BCEEA S |
5. Let's Encrypt MBI A EFRIZ, ST BB AT
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= Names/Certificate
= —iRIEFE N, % ] E FH 1001 8tk 44 Fi

= certbot certonly --webroot -w /var/www/example -d example.com

= Certificates/Domain
« fFE domainfF 2 ik 2 v] ULz AE 201E 135
= [blog.example.com]

= Certificates/FQDNset
« 58 2 - EFQDNAH & A~ vl R 5 1R is

= [www.example.com, example.com|

= Registrations/IP address
= (E3/NFIN, B —IP AT GEMHE R B TR 18007k




LET’S ENCRYPTZ ZE~WINDOWS/E (1/8)

« ZZHEPR S Windows 2008 R2 + IIS 7.5
1. T &g i hiletsencrypt-win-simple v1.9.1 H P i B S .

2R 1E H #k P Tletsencryptfn &, HE1T5H —IRHIIAR T
VLR E BB B 77 3UT letsencrypt.exe

C:\Users DesktopN\letsencrypt—win—simple.vli.!).B>letsencrypt.exe
Let’s Encrypt (Simple Windows ACME Client>

Renewal Period: 608

Certificate Store: UebHosting

ACME Server: https://acme—vBl.api.letsencrypt.org/

Config Folder: C:\Users \AppPataNRoaming\letsencrypt—win—simpleN\httpsacme—vf
1.api.letsencrypt.oryg

Certificate Folder: C:\Users \AppDPDataNRoaming\letsencrypt—win—simpleN\httpsac
me—v@ll.api.letsencrypt.oryg

Getting AcmeServerDirectory
Enter an email address <(not public, used for renewal fail notices):
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3.7 E/R B mail (FH A B 87 I 0 )
4.[7 & (R T

Let’s Encrypt (Simple Windows ACME Client)
Renewal Period: 60
Certificate Store: WebHosting

ACME Server: https://acme—v@l.api.letsencrypt.org/

Config Folder: C:\Users® \AppDataNRoaming\letsencrypt—win—simpleN\httpsacme—vi
1.api.letsencrypt.org

Certificate Folder: C:\Users"® \AppDataNRoaming\letsencrypt—win—simpleN\httpsac
me—vf@l.api.letsencrypt.oryg

Getting AcmeServerDirectory
Enter an email address <(not public, used for renewal fail notices): @:M

Calling Register
Do you agree to https://letsencrypt.org/documents/LE-SA-vl.08.1-July-27-2015.pdf?

‘(Y/N) ‘f




LET’S ENCRYPTZ ZE~WINDOWS/E (3/8)

SRS E YNNI e E AR

T ET R, JEEE1SIIS earth.niu.edu.tw

Scanning IIS Site Bindings for Hosts
1: IIS earth.niu.edu.tw <(C:\wuww)

1: Generate a certificate via WebDav and install it manually.

: Generate a certificate via FTP/ FTPS and install it manually.
: Generate a certificate manually.

: Get certificates for all hosts

: Quit
WYhich host do you want to get a certificate for: ﬂ
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6.8 flE e G Eig e, EEN

Adding Certificate to Store
Closing Certificate Store

Adding https Binding

Committing binding changes to IIS
Opened Certificate Store "My"

Closing Certificate Store
Creating Task letsencrypt—win—simple httpsacme-v@l.api.letsencrypt.org with Win
dows Task Scheduler at 2am every day.

Do you want to specify the user the task will r»un as? (¥Y/N>

1.5 2| = ek Fon G B B B AIIS#E T T

Do you want to specify the user the task will run as? /N
Removing existing scheduled renewal IIS earth.niu.edu.tw {(C:“\www) Renew After 2

A1/ /?/16
Renewal Scheduled IIS earth.niu.edu.tw {(C:\www) Renew After 20816/7/16

Press enter to continue. @
{
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earth.niv.edu.tw 2016/5/17 10:37:25 L5 earth.niv.edu.tw Let's Encrypt Authority X3

earth.niv.edu.tw 2016/5/17 2:35:38 T earth.niv.edu.tw Let's Encrypt Authority X3
53 | X
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FBE:  LetsEncrypt Authority X3
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PEFRA TR % © letsencrypt-win-simple httpsacme-v01.api.letsencrypt.org
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0. B2 5B an /o b7 Ml ek (o BHEA
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L g mmam

EESEAEH BN T:
« EE{RIEIRENEAIER
«223140121
«1.26141449471.1.1

[3 bttps://earth.niuedutw X

«  Cn https://earth.niu.edu.tw

This 1s Earth web site!!!

BES- earth niv.edu.tw

wEE: Let's Encrypt Authority X3
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LET’S ENCRYPTZ 4&~WINDOWS/= (8/8)

Let‘s Encrypt For Windows Server H i &5 2 % &k

= Official Documentation
https://letsencrypt.readthedocs.org/en/latest/intro.html

= Let’s Encrypt unofficial Windows Client
https://github.com/Lone-Coder/letsencrypt-win-simple

= Let’s Encrypt unofficial Windows Client releases

https://github.com/Lone-Coder/letsencrypt-win-simple/releases/




LET’S ENCRYPTZ IE~LINUXE (1/4)

» ZRZEHEVL - https://letsencrypt.tw/

« 3% & F 7 (CentOS + Apache)
» LAWY
= curl openssl mod_ssl git

= Fi#iletsencrypt.sh

= ¢d ~; git clone https://github.com/lukas2511/dehydrated.git
- B REASAETE E H #k

= mkdir /etc/dehydrated/

= ¢p ~/dehydrated/dehydrated /etc/dehydrated/

= chmod a+x /etc/dehydrated/dehydrated




LET’S ENCRYPTZ #E~LINUXE (2/4)

#x% & 777 (CentOS)
= /#37 SSL certificate 75 bp b2 R AT 2ERY) B &k

» mkdir -p /var/www/dehydrated/
= £ Apache 3¢ EFE 18T HE BEAK
= Alias /.well-known/acme-challenge/ /var/www/dehydrated/ (Let’s Encrypt& 2i% B &k s Bass N 2

= 74 SSL certificate

= /etc/dehydrated/dehydrated -c -d <% HH 55 OB 4 >

Responding to challenge for letsencrypt.tw...
Challenge is valid!

Requesting certificate...

Checking certificate..

Done!

Creating fullchain.pem...

Done!

+ + + + + + +




LET’S ENCRYPTZ E~LINUX F (3/4)

&% & 770 (CentOS)
= WERR T A A REh i A I RS
= Is /etc/dehydrated/certs/<#@1sk 4 5>/ (& A cert, chain, fullchain, privkey%i %)
= {EApache Y SSL 5% € (/etc/httpd/conf.d/ssl.conf)
= SSLCertificateFile /etc/dehydrated/certs/<ifdIu 4 #>/cert.pem
= SSLCertificateChainFile /etc/dehydrated/certs/<##d3m4, #i3>/chain.pem
= SSLCertificateKeyFile /etc/dehydrated/certs/<#fd3u 4 F#5>/privkey.pem

« HUHTREN Apache

= service httpd restart




LET’S ENCRYPTZ IE~LINUXE (4/4)

- HEhm &
 $WEH /etc/cron.d/letsencrypt-letsencrypt
= Frig N AN

= 00 ** *root sleep $(expr $(printf "\%d" "0x$(hostname | md5sum | cut -c 1-8)") \%
86400); ( /etc/dehydrated/dehydrated -c -d <#d3w 4, F>; /usr/sbin/service apache2 reload )

?/H}[L
g?
E{ulf

> /tmp/dehydrated-letsencrypt.log 2>&1




DigiCert® SSL Installation Diagnostics Tool

https://www.digicert.com/help/

letsencrypt.niu.edu.tw

) Check For common vulnerabilities

CHECK SERVER

'

«” DNS resolves letsencrypt.niu.edu.tw to 120.101.0.22

HTTP Server Header: Apache

«” SSL certificate

Common Name = letsencrypt.niu.edu.tw

Subject Alternatiwve Names = letsencrypt.niu.edu.tw

Issuer = Let'"s Encrypt Authority X3

Serial Number = 033CA36ECOCO97T7E21862C29BC36AA85CE12A3

SHA1l Thumbprint = O03DD43281624CA3F32E40729C64940227C5C6755E4
Key Length = 4096

Signature algorithm = SHAZ256 + RSA (excellent)

Secure Renegotiation: Supported

«” SSL Certificate has not been revoked

OCSP Staple: Not Enabled
OCSP Origin: Good
CRL Status: Not Enabled

«” SSL Certificate expiration
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