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& Windows Server 2019 IS 314

¢ £ Let's Encrypt BRI EF&iE LR - NEIFE ACME (Automatic Certificate
Management Environment) %€ EHE T B Certbot - H#EEfER win-acme

WIN-
ACME

A simple ACMEV2 client for Windows (for use with Let's Encrypt et al.) C DO:_’ 1N_L1(;AD >



https://letsencrypt.org/zh-tw/docs/client-options/#clients-windows-/-iis
https://www.win-acme.com/
https://www.win-acme.com/

Windows Server IIS I5& 245

es.ntpc.edutw on *:

dutw on *:8




» AEEHEER (C) > Program Files >
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Scripts
%] clrcompression.dll
1| clrjitdll
1% corecir.dll
|| mscordaccore.dll
|| public_suffix_list.dat
£J settings.json

.;'J settings_defaultjson

£ Web_Configxml

letsencrypt-win-acmexn2.1.13.978.x64.pluggable >



i 1T win-acme
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Microsoft Windows [RRZR 10.0.17763.2183] ~
{c) 2018 Microsoft Corporation. %ﬁfEﬁ%ﬁﬁéi’ e B —ETRER o

C:WUzershAdmini stratorscd C:\Program Filesletsencrypt-win-acme.v2.1.13.978. 264 pluggable

BE - PR E win-acme &1 3

C:lProgram Fi1qﬁ\lgtsencrypt-win—acme.VZ.1.13.9?8.364.p1uggable>dir
MGREE C FRRYHEEE S AR o
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C:WProgram Files\letsencrypt-win-acme.v2.1.1%.978 264 .pluggable BYEEE

2020012421 R4~ 12:40 <DIR=
2020/12/21 B4~ 12:40 <DIR=

2020/10/19 T4 07:00 747,912 clrcompression.dl!l
2020/10/19 T4 07:00 1,324,424 clrjit.dll

2020/10/19 4 07:11 5,155,720 coreclr.dll
2020410419 R 07:10 1,047,928 mscordaccore.dl ]
2020412707 B4 07:40 227,037 public suffix list.dat
2020012421 A 12:39 <DIR> Scripts

2020012407 B 07:40 2,262 settings.json
2020012407 B 07:40 2,262 zettings default.jszon
2020/12/07 B4 07:44 37 version. tut
2020/12/07 B 07:44 63,952 592 wacs.exe

2020012707 B4 07:4 484 Web Contig.xml

10 ﬂﬁl#ﬁ% 72,461,658 frTTéd
3 {EES: 41,154,195,456 RIoTAHA] A

C:\Program Fileshletsencrypt-win-acme.v2.1.13.978 k64 .pluggable=wacsg




N: Create certificate (default settings)

C:\Program Files\letsencrypt-win-acme.v2.1.13.978 264 .plugegableswacs

&4 sinple Windows ACMEVZ client (WACS)

Software version 2.1.12.978 (RELEASE, PLUGGAELE, 64-bit)
ACME server hitps://acme-v02.api.letzencrypt.org/

[1S version 10.0

Running with administrator credentials

Scheduled task looks healthy

Pleaze report i1zsues at httpsz://eithob.con/win-acne/win-acne

Create certificate (default zettingz)
. Create certificate (full optiong)

- Run renewals (0 currently due)

: Manage renewals (2 total)

. More options. ..

c Quit
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Please choose from the menu: Ng



Please select which website(s)

Running in mode: Interactive, Simple
Fleaze select which website(s) should be scanned for host names. You may
input one or more site identifiers {(comma-separated) to filter by those
sites, or alternatively leave the input empty to scan *all* websites.

27 jaestest (1 binding)
l: test (1 binding)

Site identifier(s) or <Enters> to choosze all: 12
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l: tezt.jaez. ntpc.edu.tw (Site 1)

Listed above are the bindingz found on the zelected site(z). By default all
of them will be included, but you may either pick specific ones by typing the
host names or identifiers (comma-zeparated) or filter them using one of the

options from the menu.

P: Pick bindings based on a search pattern
&: Pick *all* bindings

Binding i1dentifiersi{s) or menu option: &g
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Continue with this =zelection? (y*/n) - vyes
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Target generated using plugin [1S: test.jasz.ntpe.edu. tw

Requesting certificate [II1S] test, (any host)

Store with CertificateStore. ..

Installing certificate in the certificate store

Adding certificate [IIS] test, (any host) @ 2021/9/28 0:01:19 to store WebHosting
Installing with TIS...

Updating existing https binding test.jaes.ntpc.edu. tw:443 {(flags: 1)
Committing 1 https binding changes to IS

Scheduled task looks healthy

Adding renewal for [[IS] test, (any host)

Next renewal scheduled at 2021/11/22 0:01:1%

Lertiricate [ lls] test, (any host) created

HN: Create certificate (default settings)
M: Create certificate (full optionsg)

R: Run renewals (O currently due)

4: Manage renewals (3 total)

0: More options. ..

G: Quit

Fleaze choose from the menu: Q
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testjaes.ntpc.edu.tw
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n)-'host] @ 2021/9/28 0:11:47




testjaes.ntpc.e...
test.jaes.ntpc.e...

testjaes.ntpc.edu.tw
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- (5 GoogleUpd... ks ESRE T
® GoogleUpd... e 2: G L - B R Re  ERCE (SRR
D GoogleUpd... #i&E  HEX EF 02
5 GoogleUpd...
5 Optimize St.. 2&H ”?ﬁafﬂaﬂﬂqﬂ

5 03:00

mEEF MFE Ef

win-acme renew (acme-v02.api.lets
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Check for renewal of ACME certifics
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Let's Encrypt certificate expiration notice for domain
"jaestest.jaes.ntpc.edu.tw” (and 1 more) D HHE x

#A
Hello,

Your certificate (or certificates) for the names listed below will expire in 18 days (on 16 Aug 21 14:21 +0000). Please make sure to renew
your certificate before then, or visitors to your web site will encounter errors.

We recommend renewing certificates automatically when they have a third of their total lifetime left. For Let's Encrypt's current 90-day
n-guide/ for details.




EQE i) :,-gnﬂ EI:KI’IQTZEEEFI:HI/L:\

- Create certificate (default settings)
. Create certificate (full optionsz)

- Run renewals (0 currently due)

: Manage renewals (3 total)

- More optiong, ..

cQuit

D = AR =

FPleaze chooze from the menu: O

(Redcreate scheduled task

: Test email notification

. ACME account details

Import scheduled renewals from WACS/LEWS 1.9.x
: Encgyptfdecrypt configuration

. Bac

A B e e ] ]

Please chooze from the menu: &

&ccount [D: -

Created: A019-11-11T15:44:30. 799281 4907
Initial IP: 2001 :288:22b0:5:5543: 7e35:238d 1 c804
Status: valid

Contact(s): mailto: HEEREomai | . con

Modify contacts? (y/n*) o
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Certificate Chains 5o 224 #4358

& https://www.sslshopper.com/ssl-checker.html

[test.jaes.ntpc.edu.tw

LY 4) test.jaes.ntpcedu.t
£

rrect intermediate

\ r'f -

[ r'f". ) The certifica y Let's Encrypt.

KLY 4) The certificate will expire in 89 days. D
4

¥ 4) The hostname es.ntpc.edu.tw ¢ listed in the certificate.
y
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https://www.sslshopper.com/ssl-checker.html

Portocols %28 ( TLSKEL1.21_

& https://school.ntpc.edu.tw/test

Security Protocol Cipher Suites

2. TLSv1.1 1. RSA_WITH_3DES_EDE_CBC_SHA
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3. TLSv1.2



https://school.ntpc.edu.tw/test
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