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Radius Server ~ DHCP serverZ{F
10:10-11:00 NTPC-Mobile 802.1X
NTPC-WPA2
11:10-12:00 THIN APE& E (CAWAP vs [EEAC ip)
CISCO WLC 3504
WPA2:335
MACERZE

eduroamza:s

VS SNGNZ21E
13:00-16:00 PRTG CISCO WLC 3504
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AESNE

CISCO Packet tracer
https://www.computernetworkingnotes.com/ccna-study-guide/download-

packet-tracer-for-windows-and-linux.html



https://www.computernetworkingnotes.com/ccna-study-guide/download-packet-tracer-for-windows-and-linux.html

AT REY L FREVEREERE

SRR

Nt "1
Vlan 3,31,32,33,34

ses 1100

IP Phone

HELRAE PR

ggL—‘

BISH=E  (THE
Intra-2

sy sy Intra-1



PR R F I SUP R L
Vlan VID | #8Ex IPv6 FHi&
cisco 3 10.227.76.254 2001:288:22xx:3::/64 Cisco capwapH
Wan 2 163.20.203.89/29 2001:288:2201::/124 EPASE R T iTl3H
Lan 5 163.20.172.254/24 2001:288:22xx:5::/64 ITEA
Intra-1 10 10.231.76.254/24 2001:288:22xx:10::/64 E A
class 34 10.217.76.0/24 2001:288:22xx:34::/64 ‘R
TANetRoaming | 31 10.211.76.254/24 2001:288:22xx:31::/64 WebgZ:E
eduroam 32 10.213.76.0/24 2001:288:22xx:32::/64 EIEWAP2 A
NTPC-Mobile 33 10.215.76.0/24 2001:288:22xx:33::/64 #wmiRMobile B
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4. BRFEBRH 7] 5] SSIDINEE

5. DEEEIDIEE (PO In EER )
Packet Tracer 7.3.0

https.//www.computernetworkingnotes.com/ccna-study-guide/download-pa
tracer-for-windows-and-linux.html
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Web Portal Flow

- a» a» a» a» l-----------------------

N 3 2 Request URL: http://gstatic, http://apple.com
DHCP Server: | ?i ‘QI%] ‘:P NN : | 'ﬁ'% 7"5L Redirect URL: Acom W\eb Portal Login page
203.72.153.8 | |
203.72.153.9 |
o | DHCP Request
DNS Server : l DHCP Response
203:72.153:153

203.72.153.154

@

DHCP Server

|
|
|
|
|
|
|
|
|
|
|
Internet ' Firewall '
! [
|

|
| | Login Username / |
| | | Password |
| ] : > !
| szi.‘:\lx : | Internet (( ))) :

| I @
| |
| | | |
163.20.202.x/29 | | | 4P )
FW <-> 3620 <-> 2960 | ) | |
.189 <->.187<->.188 l l l I
[ | [ D |
! 4. l : |
: ACOM l : Smart Phone '
b——Dn:l:as:--l b——-—--—------———-——-——'

DD



802.1X Flow
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DHCP Server:
203.72.153.8 | |
203.72.153.9 | EAP:
o ' DHCP Request Identify Request
DNS Server : ' DHCP Response Identify Response
203:72.153:153 ®

|

|

|
203.72153.154 | paceserver

|

|

|

@

Internet

| o~ TSN,
Firewall AP: Identify Response
)

803.1x Authentication Phase

Access Requef (Radius: PAP/CHAP/MS-CHAPv1..2)
Access Challenge

' Access Response

&)

equest
EAP Response
Access Success

ACOM

802.1
* Internet

e e —— - - - —-—-—-—-

|
' I
|
| I
@
! |
|
163.20.202.x/29 | | AP
FW <->3620 <-> 2960 | |
.189 <->.187 <->.188 " |
ACOM l ' Smart Phone
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r
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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MAC Filtering

DHCP Server:

203.72.153.8 |
203.72.153.9

DNS Server -
203:72.153:153

DHCP Response

|
|
|
203.72153.154 |
|
|
|

DHCP Server

@

Internet ' Firewall
|
|
|
|
|
|
802.1x
' AAA
|
|
163.20.202.x/29 |
FW <->3620 <-> 2960 |
.189 <->.187<->.188 l
|
|
' ACOM
' Database
[

DD

P: Identify Respon

adius Access Reques
Radius Access Challenge
Access Request
Access Response

EAP:
Identify Request
Identify Response

®

EAP Request
EAP Response
Access Success |

()"
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Internet
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Radius Server

» Authenticator(Cisco WLC 3504)%FJHOST IP

» Radius Server(ACOM )2& 2410 AAuthenticator ip
» Key " =24 , (Shared secret) ntpcacom

» Firewall udp port 1812-1813 1645-1646

Captive Portal RADIUS Server
and NAS (Proxy)

RADIUS in PEl tunnel
(te))
e DIUS{™s | ———J"infétmet }—
Q
Access Point ‘

RADIUS Server
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PC-PT

Router 2 Router OSPF
WLC:10.227 56.1/24 (vlan3)
capwap viand
GW:10.227 56 254
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Wireless LAN Controllerd WLAN:NTPC-Mobile
Viand2 10.213.56.0/24
} WLAN:eduroam
Fal/4 Vian33 10.215.56.0/24
Gigl Fa0/13 WLAN:class
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LAP-FT
Light Weight Access Pointd ACOM:203.72.154.101 (vlan122)
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o
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A
A
A
¥
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¥ ;
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New AP Step by Step

B Switch1

Phy=ical Config CLI Aftributes
|

» Check vlan GLOBAL | WLAN Configuration
Settings | VLAN Number 31
» Add vlan31 corith :
 Algorithm Settings | | v ay Name TANETRoaming
SWITCHING
VLAN Database |
INTERFACE | WVLAN ND- WLAN Name
FastEthernet0/1 | 1 | defautt
FastEthernet0/2 | 2 wan
FastEthernetd/3 | 3 cisco
FastEthernet/4 | . o
FastEthernetd/5 |
32 bile
FastEthernetd/s | el
FastEthernet0/7 | 33 eduroam
FastEthernetd/a | 34 class
FastEthernet0/s |,

Fauivalent INS Commands 15



B EFEIRRHEES

SMARTPHON E/-Fﬂ]

Smartphoned ;f"':’:.-'
.-f

Light %hthcc&ss Pointf

AR EVlangl A

Seryer-F
ACC Fal
Server-F a0
DHCP

Gigh

LAP-FT

LAP-FT

LAF'F'T

Fali1g
Fali1g

FHt
™

nta

h‘*

L]

J55Q24RS

a7
d —
Fal/g

Kultilayet Switch?

Gig1/041

Fali23

Gig1//24

e
e

Fal

i

FalMi Fal

PC-PT
PCA

S
WLC-3504
Wireless LAN Controller(

Gig1

\J

Physical Config
N

cu

Adtributes

GLOBAL

Settings

Algorithm Settings

SWITCHING

VLAN Database

INTERFACE

FastEthernetd/1

FastEthernet0,/2

FastEthernet0/1

Fort Status
Bandwidth

on
100 Mbps 10 Mbps Auto

Trunk

~ VLAN

|1_1u-u5 E”

Tx Ring Limit

10 |

FastEthernet0/3

FastEthernet0/4

FastEthernet/s

FastEthernet0/6

FastEthernet0/7

FastEthernet0/8

FastEthernet0/s
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Cisco AP port %%

Switch(config)#interface FastEthernet0/3
interface FastEthernet 0/3

switchport trunk native vlan 3
switchport trunk allowed vlan 3,32-34
switchport trunk encapsulation dot1q

switchport mode trunk




Add New AP

SMARTPHOM E—@!}
Smartphoned 7%,

Yy, LAPPT
Light ﬁe;gnmccess Point1
//ffj
i
o
s,
ff{?
K s
...... LAP-PT
l'L'l.'l.'l.'l.'l.lll.,'l't'l'Lmlll' """"""""""" Light Weight Access Pointd
1" . . .
E’u't'l'l" Light Weight Access Point2 PC_PT
PCO
TabletPC-PT
Tablet PCO

Time: 00:28:11 I

Server-F Fa0
DHCP

Gigh FalMg WLAN:class
m Fa0/g ' Faliz3 Fallit Vian34 10.217.56.0/24
LAP-PT i r ’
Light Weight Access Pointd 2550-24TT ACOM:203.72.154.101(vian 122
Switchi DHCP:203.72.153.8

Server-P
ACC Fal

3650
Multilay:

24P5
Switch2
Gig1/0M1

Switchl

PC-FT capwap vian3
PC1 GW:10.227 55254
DN5:203.72.153.153(vlan121)

WLC-3504
Wireless LAN Controllerd WLAN:NTPC-Mobile
Ylan32 10.213.56.0/24
WLAN:eduroam
VYian33 10.215.56.0:24

2
L

Eis = 5 -0 E = ]

P & ‘ jlﬂ .| DLC100
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E

L]l

i

¥ Light Weight Access Point3

Phyz=ical Config Attributes
|
| MODULES Phy=ical Device Wiew
| ACCESS_POINT_POWER_ADAPTER Zoom In Criginal Size Zoom Cut
Customize Customize
lcon in lcon in
Physical Wiew Logical Wiew

Powrer Adapter




Radius Server 203.72.154.101 (vlan122)

B ACOM
Physical Config Services Desktop Procgramming Afttributes
N,
| SERVICES AAA
| HTTP
DHCP Service ® on O off Radius Port

<
z
z
o
3|l
o
0
1]
3
‘0
S

I

[ IoT

|

. Radius EAP |

Secret

1 encic

Client Name | | client 1P

Network Configuration

[1812

I | Serveriype E Radius

Client Name Client IP Server Type Key
10.227.56.1 Radius ntpcacom

] Top

Username Password l
U P d
sername assSwor
1 alfred 12345678
Save
2 daniel 87654321
Remove




DHCP Server 203.72.153.8 ( Vlan121 |

® pHCP — O D
Physical I Config Services IDesktop Programming Aftributes
| SERVICES | DHCP
\ HTTP
I |! DHCP J Interface FastEthernet0 vl Servic O off

J Pool Name Ieduroam I
] TFTP I
[ DNS | Default Gateway [10.215.56.254 |
. SYsLoG | DNS Server [203.72.153.153 |
l AAA |

Start IP Address : [10 | [215 | |56 | [100 |
1 NTP |
] EMAIL | Subnet Mask: [255 | [255 | [255 [ o |
[ FTP | Maximum Number of Users : |156 |
] 10T | -
[UM Mansgerment | FTP Server: [0.0.0.0 |
| Radius EAP | WLC Address: [0.0.0.0 | I

Save I I Remove ]
Pool Default DNS s::" Subnet Max TETP WLC
Name Gateway Server Mask User Server Address
Address

class 10.217.56.254  203.72.153.153 10.217.56.100 2552552550 100 0.0.0.0 0.0.0.0

eduroam 10.215.56.254 72.153.15 10.215.56.100

Mobile 10.213.56.254  203.72.153.153 10.213.56.100 2552552550 156 0.0.0.0 0.0.0.0

I capwap 10.227.56.254  203.72.153.153 10.227.56.100 2552552550 156 0.0.0.0 10.227.56.1 I
serverPool 0.0.0.0 0.0.0.0 203.72.153.0 2552552550 255 0.0.0.0 0.0.0.0

[ Top



7/

7/

/

ME—&aPC - [EHZERE

1 FBbrowserE _Ewlc

o

ZAE - admin

\

https://......

admin

JWLC

¥ pco

Physical Config Desktop Programming Attributes
s e

Web Browser

< >

URL |https://10.227.56.1

Authentication Required
User Name: admin

Password: j

' Login || Cancel i

Wireless LAN Controller

Welcome! Please click the login button to enter your user name and password

ot

© 2005 - 2017 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in
the United States and certain other countries. All third party trademarks are the property of
their respective owners

Go




WLC login : admin admin

® pco — O X

Physical Config Desktop Programming Attributes

| < || » | urd|ntipsi10.227.56.1

atfean,
CISco

Wireless LAN Controller

Welcome! Please click the login button to enter your user name and password

® 2005 - 2017 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are regisiered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in
the United States and certain other countries. All third party trademarks are the property of
their respective owners.




Physical

Config

v v v v -

Monitor

OWS

eT
URL
alvaln
CISCo

Summary

Access Points
Cisco CleanAir
Statistics

cDP

Rogues

Clients

Applications

Desktop
E—

Programming Attributes

MONITOR ~ WLANs CONTROLLER  WIRELESS

SECURITY

MANAGEMENT
]

Controller Summary

Management IP Address

Software Version 8.3.111.0
Field Recovery Image Version 7.6.101.1
System Mame encte

Up Time

System Time

Redundancy Mode M/ &
Internal Temperature +31 C
802.11a Nebtwork State Enabled
802.11b/g Metwork State Enabled
Local Mebility Group

CPINs) Usage 0%

Individual CPU Usage 0% 1%, 0%/0%

Memory Usage 46%

Fan Status 3800 rpm

Access Point Summary

Total

802.11a/nfac Radios 3
802.11b/g/n Radios 3

Dual-Band Radios 0
All &Ps 3
Client Summary

Current Clhients 2

xCluaed 1ents L

Disabled Clients 0

o080
[ I s T s B = )

10.227.56.1 , ::/128

52 minutes, 49 seconds

iEH €8 5 23:35:41 2020

Down

Detail

COMMANDS

HELP

Rogue Summary

Active Rogue APs

Active Rogue Clients
Adhoc Rogues

Rogues on Wired Metwork

Top WLANS

Profile Name

Most Recent Traps

Wiew All

Top Applications

EEEDBACK

https:4/10.227 58 1/frameMoniter. html

Save Configuration

[ TR e Y s IR s |

£ of Clients

Ping

Logout

Application Name

View All

Packet Count Byte Count




S

]
cisco

Security

v AAA

» RADIUS
Authentication

P TACACS+

¥ Disabled Clients

# Local EAP

¥ Priority Order
b Certificate
¥ Access Control Lists

Wireless Protection
Policies

[ ™ 18~ A .41

hitps:/110.227 .56 1/frameRadiusList. html

Save Configurabon Ping Logout Refresh

MONITOR ~ WILANs CONTROLLER  WIRELESS  SECURITY  MAMNAGEMENT COMMANDS HELP FEEDBACK M Home

RADIUS Authentication Servers

| 1P Address

|H';.-'phen v |

Metwork Server

User Management Index Server Address(Ipvd /Ipve) Port IPSec Admin Status
Ll Ll é * 203.72.154.101 1812 Disabled Enabled Remi
L L 2 203.72.154.102 1812 Disabled Enabled Remn




1+ AAAp

2 ~ share secret

URL |https://10.227 55 1/frameRadiusEdit. html

1 I Il I I Save Configuration  Ping Logout Refresh
3 < : CISCO MONITOR.  WLANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home
service port
Security RADIUS Authentication Servers > Edit < BACK | -ml
hilkbdni Server Index 1
¥ RADIUS Server Address{Ipv4/Ipvé) | 203.72.154.101 l
Authentication
ASCII ¥
Shared Secret seesenes
Confirm Shared Secret LCTTYTIYS
¥ TACACS+
) X Port Number 1812
» Disabled Clients
Enabled ¥
Disabled ¥
» Local EAP E
e
L. "
¥ Priority Order
b Certificate =

» Access Control Lists

Wireless Protection
Policies

» Web Auth

b Advanced



Radius Authentication Server

¥ ACOM - O X
Physical Config Services Desktop Programming Attributes
]
E SERVICES 1
. 1 HTTP i
1 ~ service port \
. bHCP | | service @ on O off Radius Port I [1812 ||
¢ | DpHceve |
: : TP Network Configuration
2 ~ client ip | arre | 9
| e { Client Name | | Client P |
L r
. Secret ServerType | Radius v
3~ secret key _ | | | |
NTF Client Name Client IP Server Type Key Add
l EMAIL | _ N
= 1 enctc 10.227.56.1 Radius ntpcacom
4 - user account and password | | fe =
i | IoT ]
' VM Management | Retove
| Radius EAP |
Ser Setup
Usernamel Password | I
3 :
Username Password Add {
1 alfred 12345678
Save
2 daniel 87654321
Remove

[] Top




< = URL |httpe:i10.227 55.1/frame\Vireless html Go Stop

. I el I . Save Configuration Ping Logout Refresh

CISCO MONITOR. WLANs CONTROLLER  WIRELESS  SECURITY  MAMAGEMENT COMMANDS HELP FEEDBACK

f Home

Wireless All APs

Entries 1 - 3 of 3

w Access Points Current Filter

All &Ps
= Radios
Mumber of APs 3
AP Name IP Address(Ipvad/Ipve) AP Model AP MAC AP Up Tin
b Advanced Light Weight Access Point2 10.227.56.101 PT-AIR-CAP1000I-A-KS 00:DO:BC:3C:08:01 0d, 0h 31
Light Weight Access Pointl 10.227.56.102 PT-AIR-CAP1000I-A-KS 00:01:96:41:4D:01 0d, 0h31
b ATE Light Weight Access Pointd 10,227.56.103 PT-AIR-CAP1000I-A-KS 00:0D:BD:BE:43:01 0d,0h31




Web Browser

< = URL

hitps./110.227 .56, 1/framelnterfaceList. html Go Stop

o l " I . Save Configuration Ping Logout Refresh

CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY MAMNAGEMENT COMMANDS HELP EEEDBACK f Home

Controller Interfaces Entries 1 - |
General
VLAN Interface Dynamic AP
Interface Mame Identifier IP Address Type Management IPv6 Address
NTPC-Mobile 32 10.213.56.10 Dynamic Disabled
TAMNetRoaming 31 10.211.56.10 Dynamic Disabled
class 34 10.217.56.10 Dynamic Disabled
b Internal DHCP Server § eduroam 33 10.215.56.10 Dynamic Disabled
b Mobility Management 22758, ::/128
Ports virtual M/ 192.0.2.1 Static Mot Supported
F NTP
b CDP

b Tunneling
F IPVG

F mDNS

b Advanced



VLANs with WLAN controllers use this model:

VLAN b

- VLAN n )

o .
e L Cisco Controller <3 ~
[ s | (" opamic
-—— Intertace 1
SSID <name> st
\ = W,
B ™~
WLAN 2 z;*m“'c":‘; VLAN b
SSID sname> — e
J \_ .
. .
. .
. L ]
. .
. .
Oynamc
ssv:)%:a‘:e, Interface »
s 3 Cisco Gigabit Ethernet
Switchport in 802.1q Trunk
i Mode
{ |
Virual interface - N
Fr by
AP-Manager w (
interface 7 -
- =2
Port p;
[ i | Cisco Copper 101100
Inertace Ethemet Switchport in
\_ 4 Access Mode
Serice Bad \
Imerface \ j /
_ l

146047



eb Browser

URL |hitps: 10227 581/ frameWlan. html

' I W I " Save Configuration Ping Logout Refresh
CISCO MONITOR. ~ WLANs CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMANDS HELF FEEDBACK f Home

WLANSs WLANSs

WLANs Current Filter: [Change Filter] [Clear Filter] Create New ¥ | Go |
WLANS

+ Advanced

Entries 1 - 4 of 4

A Groups “ WLANID Type Profile Name WLAN SSID Efa"t'u"; Security Policies
Enabled [WPaZ][Auth(PSK]] Remove
2 WLAN classl eduroam | Enabled | [WPAZ][Auth(802.1X)] Bemove
3 WLAN class2 NTPC-Mobile Enabled [ WEAZ [AYER {02 1] | Remove

4 WLAN class3 TaANetRoaming Disabled [WPAZ][Auth(802.1X)] Femove



Physical ~ Config  Dezkiop  Programming  Aftributes
I

\Web Browser

URL |https:/10.227 56.1/frameWlanCreate. himl

l|||l|||l Save Configuration  Ping  Logout Refresh
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANSs WLANSs  New <BAck | | Apply |
el Type WLAN ¥
WLANs
v Advanced Profile Name eduroam

AP Groups SSID eduroam|

ID 5 Y




Physical Config Desktop Programming Attributes
—

Web Browser

< S URL |hitps:i10.227.55.1/frameWWlanEdit. html

Save Configuration  Pin Logout
o] ve Config Eing  Log

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs

WLANSs 4 Edit 'class1’

A e = oy oy g = o Y
" w General | Security | QoS | Policy-Mapping = Advanced
5
w Advanced i 1
Profile Name I clazsl I |
AP Groups
Type WLAN
S5ID I |Ed uroam |
Status I ¢! Enabled
Secunty Policies [wrA2][Auth(802.1X)]
(Modifications done under security tab will appear after applying the changes.)
[ Al v
Interface/Interface Group({G | edurcam v |




NINIIT
cisco

WLANSs

* WLANs
WLANS

w Advanced
AP Groups

MONITOR ~ WILANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT

WLANSs > Edit 'classt’

COMMANDS

HELP

FEEDBACK

Save Configuration  Ping

< BACK |

Logout Refre

M Hor

Apply |

Layer 2 Security & | WPA+WPAZ r

Fast Transition

Protected Management Frame

WPA+WPAZ Parameters

WPA Policy
WPAZ Policy

WPA2 Encryption

802.1X |#| Enable

PSK | Enable

Foot Notes



ek Browser

URL |https:410.227.58.1/frameWlanEdit. html

ol I Il l I Save Configuration  Ping
CISCO MONITOR. WLANs CONTROLLER  WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANS > Edit 'class1’ < BACK |

v WLANsS

. General | Security | Qos | Policy-Mapping | Advanced |

WLANS

Mone v
w Advanced l—l

AP Groups Load Balancing and Band Select

R

Passive Client

Off Channel Scanning Defer

0123456867 Voice

FlexConnect

Radius Client Profiling
FlexConnect Local

Switching 2

¥ Enabled

FlexConnect Local auth 22 ¥/ Enabled

5 o Local Client Profiling

Universal AP Admin Support




Web Browser
URL (https:/M10.227 .55 1/frameWWlanEdit. html
ol I o I " Save Configuration  Ping

CISCO MONITOR.  WILANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'classt1’ < BACK |

RS . Genera || Qos | Policy-Mapping | Advanced |
= A;uance! " Layer 2 | Layer 3 "

Select AAA servers below to override use of default servers on this WLAN

AP Groups

Radius Servers

Authentication Servers i EAP Parameters

il

Server 1 | IP:203.72.154.101, Port:1812 7 |

Radius Server Accounting

LDAP Servers




Physical ~ Config  Deskiop  Programming  Attributes
0 e-—-—

\Web Browser

< URL |https:/H10.227.56.1/frameAPGroupEdit.himl

' I I l I Save Configuration  Ping  Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANSs Ap Groups >|Edit 'class’ < Back
I J— | — _
WLANS General | WLANs | RF Profile || APs ! 802.11u | Location | Ports/Module |
5
¥ Advanced
Add N
AP Groups _ewl
WLAN ID WLAN ss1D(2)(E) Interface/Interface Group(G) SNMP NAC State
2 eduroam eduroam Disabled Remove
3 NTPC-Mobile WTPC-Mabile Disabled Remove

Foot Notes



Web Browser

< = URL

hitpe:0.227 56, 1/frameAPGroupEdit. html Go Stop

. I el I ' Save Configuration Ping Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

WLANSs

Ap Groups > Edit 'class’ < Back

w “::;LL':LTS ~ General | WLANs | RF Profile 802.11u | Location | Ports/Module |
5

w» Advanced

APs currently in the Group Remove APs | Add APs to the Group Add APs |

|| AP Name Ethernet MAC || AP Name Group Name

|| Light Weight Access Pointl 0001.96A41.4D01 || Light Weight Access Point2  default-group

|| Light Weight Access Pointd 000D.BDBE.4301




SIr
CISCO

GENERAL CONNECTIVITY
@ Monitorin
g User Name O O O O O
=4
== Network Summar 7
y Unknown D Start Association Authentication DHCP Online
Access Points Host Name
— Unknown
MAC Address ac:15:f4:71:39:96 TOP APPLICATIONS [l
« Rogues
Access Points Uptime Associated since 18 Days 34 Minutes Name Usage % Usage
SSID class ¢ 4
Clients AP Name Y3E_MIS_MeetingRoom (Ch 100) No Data Available!
I3 Interferers Naarast ABS
. Device T Unclassified
® Wireless Dashboard SRR TR ACHERTS
Performance Signal Strength: -64 dBm Signal Quality: 28 dB Connection
AP Performance Speed: 1300 Mbps Channel Width: 80 MHz
ClientPerformance Capabilities 802.11ac (5GHz) Spatial Stream: 3
Cisco Compatible Not Supported
Y Best Practices Connection Score 100%
MOBILITY STATE
WLC Wi AP Wireless Client
(LOCAL) (C (FlexConnect) (802.11ac (5GHz)) (VLAN44)
R i i s s sl s s o v s e O]
o b | &

WLC637 3F-MIS_MeetingRoom Unknown

T P -1 R O



ACCESS POINT VIEW

&® Monitoring

a2 Network Summary

GENERAL PERFORMANCE SUMMARY
2.4GHz dGHz Remote LAN
Clients AP Name _ .
3F-MIS_MeetingRoom ¢ Number of clients 0 61 0
| Rogues Location
. Channels " 100, 104, 108, 112 0
Configured Rate Min: 36 Mbps, Max: 217 Min: 36 Mbps, Max: 1300 Min: 0 Mbps, Max: 0
Clients Mbps Mbps Mbps
MAC Address a0:b4:39:88:72:68
B Interferers IP Address 10.228.56.12 Usage Traffic 0 96.1 GB 0
) CDP / LLDP 3F-Blue_MeetingRoom, GigabitEthernet0
@ Wireless Dashboard Throughput 0 17.2KB 0
Ethernet Speed 1000 Mbps
AEIRAIILC S Model / Domain AIR-AP28021-T-K9 / 802.11bg:-A 802.11a:-T Transmit Power 20 dBm 17 dBm 0 dBm
Client Performance Fee s St (el AL Noise Not Available 96 -97 -07 -97 Not Available
Y Serial Number FJC2409M8W3
Best Practices lizati
Groups AP Group: default-group, Flex Group: defauli-flex-group Channel Utilization o I o
Mode / Sub-mode FlexConnect / Not Configured Interference 0% 0% 0%
Max Capabilities 802.11n 2.4GHz,802.11ac 5GHz
Spatial Streams : 3 (2.4GHz), 3 (5.0GHz) Traffic 0% 3% 0%
Max. Data Rate : 217 Mbps(2.4GHz), 2340 Mbps(5.0GHz)
Fabric Disabled Air Quality
Admin Status Disabled Enabled Enabled

Clean Air Status Down Down Not applicable




Cisco AP 2802i 1I5<%

» capwap ap ip address 10.227.56.200 255.255.255.0
» capwap ap ip default-gateway 10.227.56.254
» config capwap ap controller ip address 10.227.56.1




CISCO 2960

» EIRSE 3 BEHEFREBAMBAENE (RIP)

» E75{I 802.1X IN8E - tIIERIAEEFEN - EHE0E 4 AT - 802.1X BiiEAR T B4
RADIUS E#EEE -




