WEMER:F IR

alfred @ntpc.edu.tw

80723456-517




® SRIE &R
O https://drive.google.com/drive/folders/11GJgS767ZzwxJ0a
Y3tCVZRVj 5J0R-GLW?usp=sharing

o i YRR Bl E=EE+EMEMEET
O ijjz{é%%?%@PACKET TRACERT

® [NEl{&InZiaeprtg

o FStaEEF1110531 PACKET TRACERT lab

0 FEX HERKENE o [HHEMH o Ham KT ELL
GOOGLE#AH & 1Z!!!




1_I_I'f

e LAB MG RE -

R FH PRTGE; 722 CISCO WLC 3
Onms ntpc.edu.tw

() Cisco AP#4 APRTG
O FHEEE e R RS

@ THIN AP VS FAT AP

1_I_I'f

@PT LABWLC3504
= E CISCO WLC -




ERALREE




S ﬂv 4 s & w0 12 I
10G## 3 o

L2 switch

%R~ -—
IP-Phone

BISH=E TECERS JEAR A S
Thin AP

TELRAERS

Intra-1

PERE PR E




LabziHH

ServerF Fal
DHCP

| Gigh

n ' g
“oigtorzs FaOrt ‘-uL yll T a0 g_,
PR |
sener oyl Suten2 Switend ot
ACC Fal u '“j wic
Gig1/oH1
Gig
WLC-3504
y )
FaD/24 Wirelezs LAN Controllerd
Fali1a rawsy

[
Fapig ma07

LAP-PT
Light Weight Access Pointl

",

SMARTPHONE-PT
Smartphonel
LAP-FT
Light Weight Access Pointl

Gigd

==

1
11'l'L'l.'l'L'l.11'l.'l.'L'l.'l.'L o
!gﬁmllm Light Weight Access Point2
TabletPC-FT
Tablet PCO

[ETITITE

Fali13

Fali

Switchi

Z960-24TT

Router 2 Router QSPF
WLC:10.227 56.1/24 (vlan3)
capwap vlan3
GW,10.227.56.254
DNS:203.72.153.153(vlan121)

WLAN:NTPC-Mobile
Vlan32 10.213.56.0/24
WLAN:eduroam
Vlan33 10.215.56.0/24
WLAN:class

Vian34 10.217.56.0/24

ACOM:203.72.154.101(vlan122)
DHCP:203.72.153.8




New AP Step by Step

B Switch1 — O .
. CheCk Vlan Physical Config CLI Attributes
O Add vlan31

WLAN Configuration
WLAN Number 3
YLAN Hame TAMETRoaming
SWITCHING
VLAN Database |
INTERFACE | VLAN No VLAN Name A
FastEthernet/1 | 1 - defaut
FastEthernetd/2 | 2 wan
FastEthernet0/3 | ; cisco
FastEthernet0/4 | . o
FastEthernetd/s | _
FastEthernetd/6 | 32 mobike
FastEthernetd/7 | 33 eduroam
FastEthernetd/s | 34 class v
FastEthernet0/s |,

Fauivalent NS Command=s
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Cisco AP port 57/

Switch>enable

Switch#config t

Switch(config)#

interface FastEthernet 0/10
switchport trunk native vlan 3

switchport trunk allowed vlan 3,31-34

switchport trunk encapsulation dotiq 2 fE#giSwitch R FFT
switchport mode trunk




Add New AP
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¥ Light Weight Access Point3 — Ol >

Phyz=ical Config Attributes
|

| MODULES Phy=ical Device Wiew

| ACCESS_POINT_POWER_ADAPTER Zoom In Original Size Zoom Out
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New AP Step by Step

B Switch1 — O
® Check vlan
O Add vlan31

Phy=ical Config CLI Aftributes
|

GLOBAL | WLAN Configuration
Settings | VLAN Number 31
 Algorithm Settings | |\ an Name TANETRoaming
SWITCHING
VLAN Database |
INTERFACE | VLAN No VLAN Name A
FastEthernet/1 | 1 - defaut
FastEthernet0/2 | 2 wan
FastEthernetd/3 | ; cisco
FastEthernet/4 | . o
FastEthernetd/S _
FastEthernetd/s | 32 mobike
FastEthernetd/7 | 33 eduroam
FastEthernet/s 34 class h
FastEthernet0/s |,
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[




Server-F a0
DHCP

Gigh

LAP-FT

-

o

77

SHARTPHON €-E1;
Smartphoned “, f;ff SRR
A, LAP-PT

Light ff@lﬂhthccm Point1

W
s s,
L
’
7

i
ol QW gy
E=haw

B HPE A A g

saREgVliang A

65 24PS
Kultilayet Switch?
Gig1/0/1

Fa0/18
FaI]HE a7

Gig1//24

Falfi

Gig1

WLC-3504
Wireless LAN Controller(

Fal

=
PC-PT

PCA

Physical Config
N

cu

Adtributes

GLOBAL

Settings

Algorithm Settings
SWITCHING
VLAN Database
INTERFACE

FastEthernetd/1

FastEthernet0,/2
FastEthernetd/3
FastEthernet0/4
FastEthernetd/s
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8
FastEthernet0/o

FastEthernet0/1

Fort Status
Bandwidth

100 Mbps

o]
10 Mbps [+ Aut

Trunk

Tx Ring Limit

VLAN

|1—1 005




Cisco AP port 57/

Switch(config)#interface FastEtherneto/3
interface FastEthernet 0/3

switchport trunk native vlan 3
switchport trunk allowed vlan 3,32-34

switchport trunk encapsulation dotiq
switchport mode trunk




Add New AP
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LN .
e cllsclo Cisco 3500 Series Wireless Controller Q AP or Client Search Advanced & %

@ Monitoring

= EoL Help: Please Click here to check if one or more Access Point(s) in your network are in End-of-Life phase.

Access Points

Clients
ens NETWORK SUMMARY (+]
¥t Rogues
Access Points
ceess Folnts Wireless Networks Access Points Active Clients Rogues Interferers
Clients 2.4GHz 0 APS 2.4GHz o
O 1 5GHz Clients 0 5GHz J
3 Interferers
® Wireless Dashboard OPERATING SYSTEMS » ACCESS POINTS = x
BY USAGE

AP Performance

Client Performance

¥ Best Practices

= 3F-MIS_MeetingRoom
3F-Blue_MeetingRoom




Access Point

TrgYrE g . . . i !
e 1= cisco Cisco 3500 Series Wireless Controller Q AP or Client Search Advanced M &%
-3 Monitoring
BE Network Summary Eol Help: Please Click here to check if one or more Access Point(s) in your network are in End-of-Life phase.
Clients
ACCESS POINTS
! Rogues
% 24GHz = 9GHz
Access Points
Clients AP Name hd Clients Usage “ | Uptime v | Chan... “ | Channels v | Cove.. v | Interi... v | Rogue
S . »
I Interferers 3F-MIS_MeetingRoom 0 0 19 Days 9 Hours 0 11 0 0 0 -
— . 3F-Blue_MeetingRoom 0 0 6 Days 11 Hours 0 1 0 0 0 -
® Wireless Dashboard | X

AP Performance n
4 4 | M

Client Performance

¥ Best Practices



GENERAL

(((T))))
s

MAC Address
IP Address
CDF / LLDF
Ethernet Speed

Model / Domain

Power status
Serial Number

Groups

Mode f Sub-mode

Max Capabilities

Fabric

AP Mame

3F-MIS_MeetingRoom (&

Location
default location

al:b4:39:88:72:68

10.228 56.5

3F-Blue_MeetingRoom, GigabitEthernetd
1000 Mbps

AIR-AP23021-T-K9 / 802.11bg:-A
802 11a:-T

FoE/Full Fower
FJC2409MB8W3

AP Group: 5G, Flex Group: default-flex-
group

FlexConnect f Mot Configured

802.11n 2.4GHz,802 11ac 5GHz

Spatial Streams - 3 (2. 4GHz), 3 (5. 0GHz)
Max. Data Rate : 217 Mbps(2_ 4GHz),
2340 Mbps(5.0GHz)

Disabled

PERFORMANCE SUMMARY

2.4GHz 5GHz Remote LAM
Number of clients 0 13 0
Channels 11 (100, 104, 108, 0
112)
Configured Rate Min: 36 Mbps, Min: 36 Mbps, Min: 0 Mbps, Max:
Max: 217 Mbps Max: 1300 Mbps 0 Mbps
Usage Traffic 0 220 GB 0
Throughput 0 3834 0B 0
Transmit Power 14 dBm 17 dBm 0 dBm
Moise Mot Available -96 -97 -97 -97 Mot Available
Channel 0% 0% 0%
Utilization
Interference 0% 0% 0%
Traffic 0% 0% 0%
Air Quality - - -
Admin Status Disabled Enabled Enabled
Clean Air Status Down Down Not applicable




Clients

Monitoring Total Wireless Apple

Clients 2.4GHz 0 Fastlane 0
28 Network Summary
5GHz Analytics
Access Points
User Name | W IPv4 Address v | AP Name v Protocol v | Client Type v | Connectio... ~
L [
w RGQUES Unknown 10.225.56.232 3F-MIS_MeetingRoom 802.11ac Unclassified 867 -
Access Points Unknown 10.225.56.180 3F-MIS_MeetingRoom 802.11ac Unclassified 867
Clients Unknown 10.225.56.242 3F-MIS_MeetingRoom 802.11ac Unclassified 867
Unknown 10.225.56.231 3F-MIS_MeetingRoom 802.11ac Unclassified 867
2 Interferers
Unknown 10.225.56.245 3F-MIS_MeetingRoom 802.11ac Unclassified 867
@ Wireless Dashboard Unknown 10.225.56.143 3F-MIS_MeetingRoom 802.11ac Unclassified 867
AP Performance Unknown 10.225.56.158 3F-MIS_MeetingRoom 802.11ac Unclassified 867
Client Performance Unknown 10.225.56.148 3IF-MIS_MeetingRoom 202.11ac Unclassified 867
Unknown 10.225.56.153 3F-MIS_MeetingRoom 802.11ac Unclassified 867
¥ Best Practices
Unknown 10.225.56.155 3IF-MIS_MeetingRoom 202.11ac Unclassified 867
Unknown 10.225.56.175 3F-MIS_MeetingRoom 802.11ac Unclassified 867
Unknown 10.225 56.225 AF-MIS_MeetingRoom 802 11ac Unclassified 867
Unknown 10.225.56.150 3F-MIS_MeetingRoom 802.11ac Unclassified 867



GENERAL

MAC Address
Uptime

SsID

AP Name

Mearest APs
Device Type

FPerformance

Capabilities

Cisco Compatible

Connection Score

User Name

Unknown &

Host Mame

Unknown

ac:15:f4:6e:bc.d3 REEENE e

Aszsociated since 19 Days 9 Hours

class

E3F—MIS_Meeiing Room (Ch 100)

Unclassified

Signal Strength: -61 dEm Signal Quality: 31 dB
Connection Speed: 867 Mbps Channel Width:
80 MHz

802.11ac (hGHz) Spatial Stream: 2
Mot Supported
100%

CONNECTIVITY

Start Association Authentication DHCP

TOP APPLICATIONS

Mame Usage

Online

[nl]

% Usage

Mo Data Available!




MOBILITY STATE

e Wired AR Wireless Client
{LOCAL) (CAPWAP) {FlexConnect) {802.11ac (5GHz)) {VLAN44)
xTa ({{{ }:B) 9 .
e syt e em mm e mm omm ommomm e e mm mm mm mm mm o
& L “p- a-
WLCG3T AF-MI5_MeetingRoom Unknown
10.228.56.1 10.228.56 5§ 10.225.56 180
AIR-CT3504-KD AIR-AFZE0ZI-T-KO Unclassified
NETWORK & QOS5 SECURITY & POLICY
Description Status Description Status
IP Address 10.225 56180 - Folicy NIA -
IPvG Address fedl:c8e:91aeb576: 7165 Cipher None
VLAM 44 key Management M/ A
Source Group Tag MIA EAFP Type NIA
Fastlane Client Mo ACL (IF/IPvE) Mone/Mone
Mohility Role Local mDNS Profile None
WnimM Supported AAA Role None
U-APSD Disabled User Authenticated by RADIUS Server

QoS Level Silver




CLIENT TEST

PING TEST CONNECTION EVENT LOG

4000ms -

2000ms -

Ims




CISCOo
Monitor

Summary
Access Points
Cisco CleanAir
Statistics

CDP

vy v v v -

Rogues

Clients
Sleeping Clients
Multicast

-

Applications

-

Lync

Local Profiling

Cloud Services

-

MONITOR ~ WLANs

Summary

CONTROLLER.  WIRELESS “URITY  MANAGEMENT

Save Configuration

COMMANDS HELP  FEEDBACK

i
cisco

& a
3w

Model

Controller Summary

Management

1P Address
Service Port
IP Address
Software
Version
Emergency
Image
Version
System
Name

Up Time
System
Time
Redundancy
Mode
Internal
Temperature
Maig
Temperature
802.11a
Network
State
802.11bfg
Network
State

Local

10.228.175.1, ::/128
0.0.0.0, ::/128

8.8.111.0

8.5.103.0

WLC793
78 days, 9 hours, 17 minutes

Men May 11 12:05:50 2020
Disabled
+61C

+46 C

Enabled

Enabled

Rogue Summary

Active Rogue APs 221
Active Rogue Clients 78
Adhoc Rogues 0
Rogues on Wired Network 0
Session Timeout m]
Top WLANs

Profile Name # of Clients

Most Recent Traps

Rogue AP: a2:30:5b:e5:06:7b detected on Base Radio MAC: 74:88:bb:c6:af:60 Interface no:

Rogue AP: 78:44:75:dd:0f: Sc detected on Base Radio MAC: 74:88:bb:e3:08:e0 Interface no:
Channel changed for Base Radio MAC: 74:88:bb:d0:ca:60 on 802.11a radio. Old Channel: 157

Rogue client: 04:69:f8:a3:cb:b2 is detected by 1 APs Rogue Client Bssid: b8:a3:85:fe:00:f0,
Interference Profile Updated to Pass for Base Radio MAC: 74:88:bb:c1:1d:a0 and slotNo: 1
View All




} This
Access Point Summary
\/ Total Up Down
802.11a/n/ac Radios 57 $§ 57 & 0 Detail
: o S
802.116/g/n Radios 0 $ 0 & o Detail
Dual-Band Radios 57 & 57 & 0 Detail
All APs 57 & 57 & o Detail
Client Summary
Current Clients 0 Detail
Excluded Clients 0 Detail

Disabled Clients 0 Detail




Monitor

Summary

w Access Points
w Radios
w802.11a/nfac
802.11b/g/n
Dual-Band Radios

w Cisco CleanAir
» 802.11a/n/ac
Interference
Devices
Air Quality Report
» 802.11b/g/n
Interference
Devices
BLE Beacons
Air Quality Report
Worst Air-Quality
Report

w Statistics
Controller
AP Join
Ports
RADIUS Servers
Mobility Statistics
1Pv6 Neighbor Bind
Counters
PMIPVE LMA
Statistics
Preferred Mode
Optimized Roaming

» CDP

» Rogues
Clients
Sleeping Clients

Multicast

802.11a/nfac Radios

Current Filter: None

y Name

AP7488.BBCO.3CDS
AP7488.BBCO.3CDS
AP7488.BB53.5DD6
AP7488.BB39.BACE
AP7488.BB39.BACE
AP7488.BBCE.9B2C
AP7488.BB36.2468

AP7488.BB36.230E

AP7488.BB35.230E

AP7488.BBC2.EBEE
AP7488.BBC2.EBSC
AP7488.BBC2.EB5C
AP7488.BBG8.66CA
AP7488.BB68.66CA
AP748E8.BB68.D200
AP7488.BB68.CO78
AP7488.BB39.BA7VA
AP7488.BBGS8.B27A
AP7488.BBCO.2002
AP7488.BB58.D220
AP7488.BB68.D320
AP7488.BB53.51D4
AP7488.BB53.51D4
AP7488.BBCO.3CE6

Radio
Slot#

(=]

[ = R S R N T R s T = T S S S T ST SO S o T S

Base Radio MAC

74:
74:
:88:bb:c1:83:00
74:
74:
74:
74:
74:
74:
74:
74:
74:
74:
74:
74:
74:
:88:bb:88:1b:a0
74:
74:
74:
74:
74:
74:
74:

74

74

88:bb:e2:14:60
88:bb:e2:14:60

88:bb:88:20:e0
88:bb:88:20:e0
88:bb:d0:cb:cO
88:bb:8a:b6:60
88:bb:8a:a0:c0
88:bb:8a:a0:c0
88:bb:e8:97:00
88:bb:e8:8d:e0
88:bb:e8:8d:e0
88:bb:8f:ad:80
88:bb:8f:ad:80
88:bb:c6:7b:80
88:bb:c5:e2:20

88:bb:8d:14:00
88:bb:bf:25:80
88:bb:c6:7d:80
88:bb:ce:7d:80
88:bb:8c:1f:e0
88:bb:8c:1f:e0
88:bb:e2:0f:60

7\

Sub Band

Operational
Status

up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up

[Change Filter] [Clear Filter]

Load
Profile

Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed

Passed

Mesh Radio Role
MNA
MNA
A
MNA
MNA
MNA
A
MNA
MNA
MNA
MNA
MNA
MNA
MNA
MNA
MNA
MNA
MNA
MNA
MNA
NA
MNA
MNA
MNA

Entries 1 - 25 of 77

= 12324

Radio Role

5 GHz * (Remote)
Client Serving (Remote)
Client Serving (Remote)
5 GHz * (Remote)
Client Serving (Remote)
Client Serving (Remote)
Client Serving (Remote)
5 GHz * (Remote)
Client Serving (Remote)
Client Serving (Remote)
5 GHz * (Remote)
Client Serving (Remote)
5 GHz * (Remote)
Client Serving (Remote)
Client Serving (Remote)
Client Serving (Remote)
Client Serving (Remote)
Client Serving (Remote)
Client Serving (Remote)
5 GHz * (Remote)
Client Serving (Remote)
5 GHz * (Remote)
Client Serving (Remote)
Client Serving (Remote)

L]

Noise
Profile

Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed

Passed

b



Monitor

Summary

w Access Points
» Radios
802.11a/n/ac

wB02.11b/g/n
Dual-Band Radios

+ Cisco CleanAir

» 802.11a/n/ac
Interference
Devices
Air Quality Report

» 802.11b/g/n
Interference
Devices
BLE Beacons
Air Quality Report

Worst Air-Quality
Report

w Statistics
Controller
AP Join
Ports
RADIUS Servers
Mobility Statistics
IPve Neighbor Bind
Counters
PMIPvE LMA
Statistics
Preferred Mode
Optimized Roaming

» CDP

» Rogues
Clients
Sleeping Clients

Multicast

802.11b/g/n Radios

Current Filter: MNone

ﬁP’Name

AP7488.BB33.5DD6
AP7488.BBCE.OB2C
AP7488.BB36.2468
AP7488.BBC2.EBEE
AP7488.BB68.D300
AP7488.BB6B.CE78
AP7488.BB39.B9VA
AP7488.BBGB.B2VA
AP7488.BBCO.3002
AP7488.BBCO.3C86
AP7488.BBCO.3CF5
AP7488.BB36.21A2
AP7488.BBCO.3D56
AP7488.BBCO.2D2C
AP7488.BBCO.3D08
AP7488.BB6B.D626
AP7488.BB6S.D2E2
AP7488.BBCE.O5F2
AP7488.BBC2.EBDE
AP7488.BB53.4450
AP7488.BB36.2326
AP7488.BBGB.B4BO
AP7488.BB53.4528
AP7488.BB6B.D63E

Radio Slot#

o 0O 0O 0O 0 0 0 0 0 0 0 00 000 000 o0 o o0 o0

Base Radio MAC

74:88:bb:c1:83:00
74:88:bb:d0:cb:cO
74:88:bb:8a:b6:60
74:88:bb:e8:97:00
74:88:bb:c6:7b:80
74:88:bb:c5:e2:e0
74:88:bb:88:1b:a0
74:88:bb:8d:14:00
74:88:bb:bf:95:80
74:88:bb:e2:0f:60
74:88:bb:e2:16:60
74:88:bb:85:c2:80
74:88:bb:e2:1c:60
74:88:bb:bf:e8:20
74:88:bb:e2:17:80
74:88:bb:c6:ad:e0
74:88:bb:c6:79:a0
74:88:bb:d0:78:20
74:88:bb:e8:96:00
74:88:bb:8b:45:e0
74:88:bb:83:a3:40
74:88:bb:e2:ea:s0
74:88:bb:8b:53:60
74:88:bb:c6:af:60

Operational
Status

up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up

Load
Profile

Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed

[Change Filter] [Clear Filter]

Radio Role

Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot

Client Serving * (Remot

Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot
Client Serving * (Remot

(
(
(
(
(
(
(
(
(
(
(
(
Client Serving * (Remot
(
(
(
(
(
(
(
(
(
(
(

Client Serving * (Remot

Noise
Profile

Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed

Entries 1 - 25 of 37
L] 1 2 ]

Clea
Interference Coverage Adm
Profile Profile Stat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enak
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enat
Passed Passed Enat
Failed Passed Enat
Failed Passed Enat
Failed Passed Enak
Failed Passed Enat
Failed Passed Enat




alaln
cisco

Monitor

Summary

w Access Points

» Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios

w Cisco CleanAir
» 802.11a/nfac
Interference
Devices
Air Quality Report
= 802.11bfg/n
Interference
Devices
BLE Beacons
Air Quality Report
Worst Air-Quality
Report

w Statistics
Controller
AP Join
Ports
RADIUS Servers
Mobility Statistics
IPv6 Meighbor Bind
Counters
PMIPvE LMA
Statistics
Preferred Mode
Optimized Roaming

» CDP

» Rogues
Clients
Sleeping Clients

Multicast

MONITOR  WILANs

Dual-Band Radios

Current Filter: MNone

AP Name

AP7488.BBCO.3CDS
AP7488.BB53.5DDS
AP7488.BB39.BOCE
AP7488.BBCE.OB2C
AP7488.BB36.2468
AP7488.BB36.230E
AP7488.BBC2.EBEE
AP7488.BBC2.EBSC
AP7488.BB68.66CA
AP7488.BB68.D300
AP74858.BB68.CO78
AP7488.BB39.B97A
AP7488.BBGE.B27A
AP7488.BBC0.2002
AP7488.BB68.D320
AP7488.BB53.51D4
AP7488.BBCO.3CBE
AP7488.BBCO.3CFE
AP7488.BBCO.3A4A
AP7488.BB36.21A2
AP7488.BBGE.DE70
AP7488.BB68.66CC
AP7488.BB53.4534
AP7488.BBCO.3D56

CONTROLLER.  WIRELESS

SECURITY

Radio
Slot#

o

o 0O 0O 0O 0 0 0 0 0 0 0 0 0 0 0 0 00 00 0o o0

Base Radio MAC

74:88:bb:e2:14:60
74:88:bb:c1:83:00
74:88:bb:88:20:e0
74:88:bb:d0:cb:cO
74:88:bb:8a:be:60
74:88:bb:8a:a0:c0
74:88:bb:e8:97:00
74:88:bb:e8:8d:e0
74:88:bb:8f:ad:80
74:88:bb:c6:7b:80
74:88:bb:c5:e2:20
74:88:bb:88:1b:a0
74:88:bb:8d:14:00
74:88:bb:bf:95:80
74:88:bb:c6:7d:80
74:88:bb:8c:1f:e0
74:88:bb:e2:0f:60
74:88:bb:e2:16:60
74:88:bb:el:eb:a0
74:88:bb:85:c2:80
74:88:bb:co:b2:80
74:88:bb:8f:ad:a0
74:88:bb:8b:54:20
74:88:bb:e2:1c:50

MAMAGEMENT

COMMANDS

Coverage
Overlap
Factor

100 %

7 %

100 %

38 %

23 %

100 %

57 %

100 %
Unavailable
30 %

73 %

76 %

34 %

42 %
Unavailable
Unavailable
53 %

46 %
Unavailable
23 %
Unavailable
Unavailable
Unavailable
61 %

HELP FEEDBACK

Sensor
Coverage

Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable

Unavailable

[Change Filter] [Clear Filtar]

Suggested
Mode

5GHz
2.4GHz
5GHz
2.4GHz
2.4GHz
5GHz
2.4GHz
S5GHz
Unavailable
2.4GHz
2.4GHz
2.4GHz
2.4GHz
2.4GHz
Unavailable
Unavailable
2.4GHz
2.4GHz
Unavailable
2.4GHz
Unavailable
Unavailable
Unavailable
2.4GHz

Operational
Status

up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up

Save Configuration Ping

Load
Profile

Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed

Passed

Entries 1 -

] 12

Radio Role

Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)

Client Serving * (Remote)

Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)
Client Serving * (Remote)

(
(
(
(
(
(
(
(
(
(
(
(
Client Serving * (Remote)
(
(
(
(
(
(
(
(
(
(
(

Client Serving * (Remote)

Logout Refre:

A Ho

25 of 57
3 L]

Noise
Profile

Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed

Passed




Monitor

Summary

w Access Points

« Radios
802.11a/n/ac
802.11b/g/n

Dual-Band Radios

w Cisco CleanAir
= 302.11a/n/ac
Interference
Devices
Air Quality Report
= 302.11b/a/n
Interference
Devices
BLE Beacons
Air Quality Report
Worst Air-Quality
Report

- atistics
ontroller

AP Join
Ports
RADIUS Servers
Mobility Statistics
IPvE Neighbor Bind
Counters
PMIPvG LMA
Statistics
Preferred Mode

Optimized Roaming

» CDP
} Rogues
Clients

Sleeping Clients

MONITOR ~ WLANS

Controller Statistics
—_—

Octets Received

Packets Received Without Error
Unicast Packets Received
Multicast Packets Received
Broadcast Packets Received
Receive Packets Discarded

Octets Transmitted

Packets Transmitted without
Errors

Unicast Packets Transmitted
Multicast Packets Transmitted
Broadcast Packets Transmitted
Transmit Packets Discarded

Most Address Entries Ever
Used

Address Entries in Use
Maximum VLAN Entries

Most VLAN Entries Ever Used
Static VLAN Entries

Time Since Counters Last
Cleared

CONTROLLER  WIRELESS

SECURITY

1954606237
5715854743
415566787
90953160
65434796
376618
4114802591
379118290

248497248
102112
130518930
0

78 day @ hr 23 min 32
sec

MANAGEME!




= - :
il I 1l l 1 ave Configuration  Ping = Logout Refres|

cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Hom
Monitor = AP Join Statistics Entries 1 - 25 of 57
—_— Mo 122320 M
Summary Current Filter: MNone [Change Filter] [Clear Filter]
L LEEEE RS Clear Statistics on all APs |
= Radios
802.11a/n/ac
802.11b/g/n Base Radio MAC AP Name Status Ethernet MAC IP Address(Ipv4/Ipv6) Last ]
Dual-Band Radios 74:88:bb:85:c2:80 AP7488.BB36.21A2 Joined 74:88:bb:26:21:a2 10.228.175.54 Apr 21
+ Cisco CleanAir 74:88:bb:88:1b:a0 AP7488.BB39.B97A Joined 74:88:bb:39:b9:73 10.228.175.31 Apr 1:
= 802.11a/n/ac 74:88:bb:88:20:20 AP7488.BB29.BOCE Joined 74:88:bb:39:b%:ce 10.228.175.22 Mar 0:
I[;‘;‘fir::;ence 74:88:bb:88:37:00 AP7488.BB20.BB30 Joined 74:88:bb:29:bb:30 10.228.175.19 May 0
Air Quality Report 74:88:bb:8a:a0:c0 AP7488.BB36.230E Joined 74:88:bb:36:23:0e 10.228.175.20 Mar 0:
~ 802.11b/a/n 74:88:bb:8aza3:40 AP7488.BB36.2336 Joined 74:88:bb:36:23:36 10.228.175.45 Apr 21
gletsirg:;ence 74:88:bb:8a:a7:a0 AP7488.BB36.237C Joined 74:88:bb:36:23:7cC 10.228.175.63 Apr 21
BLE Beacons 74:88:bb:8a:b6:60 AP7488.BE36.2468 Joined 74:88:bb:36:24:68 10.228.175.39 Mar 0:
Air Quality Report 74:88:bb:8b:45:e0 AP7488.BB53.4450 Joined 74:88:bb:53:44:50 10.228.175.41 Apr 21
;J:pr;t.tmr_Qua“tY 74:88:bb:8b:53:20 AP7488.BBE53.4524 Joined 74:88:bb:53:45:24 10.228.175.14 Apr 21
v Statistics 74:88:bb:8b:53:60 AP7488.BB53.4528 Joined 74:88:bb:53:45:28 10.228.175.46 Apr 21
Controller 74:88:bb:8b:53:30 AP7488.BB53.452C Joined 74:88:bb:53:45:2¢ 10.228.175.52 Apr 21
AP Join 74:88:bb:8b:54:20 AP7488.BB53.4534 Joined 74:88:bb:53:45:34 10.228.175.50 Apr 21
:oAr[t)_D;US Servers 74:88:bb:8b:af:40 74:88:bb:53:4a:dc Joined 74:88:bb:53:4a:dc 10.228.175.11 Apr 21
Mobility Statistics 74:88:bb:8c:1f:e0 AP7488.BE53.51D4 Joined 74:88:bb:53:51:d4 10.228.175.18 Apr 21
IPv6 Neighbor Bind 74:88:bb:8d:06:c0 AP7488.BE68.B1A6 Joined 74:88:bb:68:b1:a6 10.228.175.12 May O:
Sﬁ?gﬁgﬁm 74:88:bb:8d:12:00 AP7488.BE68.B254 Joined 74:88:bb:68:b2:53 10.228.175.27 Apr 21
Statistics 74:88:bb:8d:13:20 AP7488.BB68.B26C Joined 74:88:bb:68:b2:6c 10.228.175.13 Apr 21
g:f;i:ir::d“;‘iining 74:88:bb:8d:14:00 AP7488.BB68.B27A Joined 74:88:bb:68:b2:7a 10.228.175.29 Apr 12
74:88:bb:8f:ad:80 AP7488.BB68.66CA Joined 74:88:bb:68:66:¢ca 10.228.175.43 Mar 0¢
St 74:88:bb:8f:ad:a0 AP7488.BB68.66CC Joined 74:88:bb:68:66:ccC 10.228.175.38 Apr 21
» Rogues 74:88:bb:a0:2a:a0 AP7488.BEGS.CSDE Joined 74:88:bb:68:c5:de 10.228.175.64 Apr 21
Clients 74:88:bb:bf:68:20 AP7488.BBCO.2D2C Joined 74:88:bb:c0:2d:2¢ 10.228.175.56 Apr 21
Sleeping Clients 74:88:bb:bf:95:80 AP7488.BBC0.2002 Joined 74:88:bb:c0:30:02 10,228.175.33 Apr 1z

Multicast 74:88:bb:c0:el:e0 AP7488.BB14.72CE Joined 74:88:bb:14:72:ce 10.228.175.21 Apr 21




Monitor

Summary

w Access Points

= Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios

w Cisco CleanAir
= 802.11a/n/ac
Interference
Devices
Air Quality Report
» 802.11b/g/n
Interference
Devices
BLE Beacons
Air Quality Report
Worst Air-Quality
Report

w Statistics
Controller
AP Join

viorts

RADIUS Servers
Mobility Statistics
1Pve Neighbor Bind
Counters
PMIPvE LMA
Statistics
Preferred Mode
Optimized Roaming

» CDP
» Rogues

Clients

MONITOR

WILANS

Ports Statistics

CONTROLLER. WIRELESS

SECURITY

MANAGEMENT

COMMANDS

FEEDBACK

Port No Admin Status Physical Mode Physical Status Link Status

1 Enable Auto Auto Link Down View Statistics
2 Enable Auto Auto Link Down View Statistics
3 Enable Auto Auto Link Down View Statistics
4 Enable Auto Auto Link Down View Statistics
5 Enable Auto 1000 Mbps Full Duplex Link Up View Statistics




CISCO

Monitor

Summary

w Access Points

= Radios
802.11a/nfac
g802.11b/g/n
Dual-Band Radios

w Cisco CleanAir

» 302.11a/n/ac
Interference
Devices
Air Quality Report

= 802.11b/ag/n
Interference
Devices
BLE Beacons
Air Quality Report

Worst Air-Quality
Report

w Statistics
Controller
AP Join
Ports
RADIUS Servers
Mobility Statistics
IPvE Meighbor Bind
Counters
PMIPvG LMA
Statistics
Preferred Mode
Optimized Roaming

» CDP
Rogues
Clients
Sleeping Clients
Multicast

MONITOR. WLANs CONTROLLER

IPv6é Neighbor Bind Counters

Received Messages

MDP Router Solicitation
MDP Router Advertisement
MNDP Neighbor Solicitation
MNDP Neighbor Advertisement
MDP Redirect

MDP Certificate Solicit
MDP Certificate Advert
DHCPvE Selicitation
DHCPvE Advertisement
DHCPwE Request

DHCPwE Reply

DHCPv6 Inform

DHCPvE Confirm

DHCPvE Renew

DHCPvE Rebind

DHCPvE Release

DHCPvG Decline

DHCPvE Reconfigure
DHCPvE Relay Forward
DHCPvE Relay Reply

Bridged Messages

MDP Router Solicitation

SECURITY

26585
92754
2565172
5300

0

0

0

206

o o o o o o o o o o

MANAGEMENT

COMMANDS

HELP

FEEDBACK




802.11a/n/ac
802.11b/a/n
Dual-Band Radios

w Cisco CleanAir

= 802.11a/n/ac
Interference
Devices
Air Quality Report

» 802.11b/a/n
Interference
Devices
BLE Beacons
Air Quality Report

Worst Air-Quality
Report

w Statistics
Caontroller
AP Join
Ports
RADIUS Servers
Mobility Statistics
IPvE Neighbor Bind
Counters
PMIPvE LMA
Statistics
Preferred Mode
Optimized Roaming

w CDP
Interface Meighbors
AP Meighbors
Traffic Metrics

» Rogues
Clients

Sleeping Clients
Multicast

MONITOR.  WILANs

CONTROLLER. WIRELESS SECURITY MANAGEMENT COMMANDS

CDP > AP Neighbors > Detail

)[Name

AP7488.BBCO.3

Base Radio MAT
AP IP Address
Local Interface
MNeighbor Name

74:88:bb:e2:14:60
10.228.175.422
GigabitEthernetd
Switch.ntpc.edu.tw

MNeighbor Address

Neighbor Port

102281752957

GigabitEthernet0/5

Advt Version v2

TTL 180

Capability Router Switch IGMP
Eﬂt‘f&[m cisco WS-C2960L-48PQ-LL

HELP

FEEDBACK

Software Version

Cisco 105 Software, C2960L Software (C2960L-UNIVERSALKS-M), Version 15.2(%)E, RELEASE SOFTWARE

e




MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs Entries 1 - 75 of 221
L] 12 3 ]
¥ WLANS Current Filter: MNone [Change Filter] [Clear Filter] IW‘ Go |
WLANs

» Advanced
] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
01 WLAN management management Enabled [WraA2][Auth(PSK)] [~}
@2 WLAN TANetRoaming TANetRoaming Enabled Web-Auth [~}
[ WLAN NTPC-Mobile NTPC-Mobile Enabled MAC Filtering [ -]
[ WLAN eduroam eduroam Enabled [WPAZ][Auth(B02.1X])] [ ~]
05 WLAN class class Enabled [WPAZ][Auth(PSK)] [ ~]
s WLAN class101 class101 Enabled [WPAZ][Auth(PSK)] [ ]
0z WLAN class102 class102 Enabled [WeraAZ][Auth{PSK]] [~}
s WLAN class103 class103 Enabled [WPAZ][Auth(PSK)] 2
O9 WLAN class104 class104 Enabled [WPAZ][Auth(PSK)] [ -]
[ 10 WLAN class105 class105 Enabled [Wera2][Auth{PSK)] [~}
Ou WLAN class106 class106 Enabled [WraA2][Auth(PSK)] [~}
O 12 WLAN class107 class107 Enabled [WPAZ][Auth(PSK)] [ ~]
13 WLAN class108 class108 Enabled [wraZ][Auth{PSK)] [ -]
O 14 WLAN class109 class109 Enabled [WrAZ][Auth{PSK]] [~}
[ 15 WLAN class110 class110 Enabled [WPAZ][Auth(PSK)] 2
O 18 WLAN class111 class111 Enabled [WPAZ][Auth(PSK)] [ ]
O 17 WLAN class112 classiiz Enabled [Wera2][Auth{PSK)] [~}
[ 18 WLAN class113 class113 Enabled [WPAZ][Auth(PSK)] 2
O 19 WLAN class114 class114 Enabled [WPAZ][Auth(PSK)] [ -]
] 20 WLAN class115 class115 Enabled [wraZ][Auth{PSK)] [ -]
O21 WLAN class116 class116 Enabled [WraA2][Auth(PSK)] [~}
O 22 WLAN class117 class117 Enabled [WPAZ][Auth(PSK)] [ ~]
23 WLAN class118 class118 Enabled [WPAZ][Auth(PSK)] [ ]
24 WLAN class119 class119 Enabled [WrAZ][Auth{PSK]] [~}
[ 25 WLAN class120 class120 Enabled [WPAZ][Auth(PSK)] 2
[ 26 WLAN class121 class121 Enabled [WPAZTAuth{PSK)1 [~ ]




MONITOR. WILANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs Ap Groups > Edit 'default-group’
P WEANS General | WLANs | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANs \/
+ Advanced
A2t WLANID  WLAN ssIp{2)(6) Interface/Interface Group(G) SNMP NAC State

1 management management Disabled
2 TANetRoaming v31 Disabled
3 NTPC-Mobile v32 Disabled
4 eduroam v33 Disabled
5 class v34 Disabled
6 class101 v101 Disabled
7 class102 v102 Disabled
8 class103 v103 Disabled
= class104 v104 Disabled
10 class105 v105 Disabled
11 class106 v106 Disabled
12 class107 v107 Disabled
13 class108 v108 Disabled
14 class109 w109 Disabled
15 class110 v110 Disabled
16 class111 viil Disabled




CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'TANetRoaming'
_
+ WLANs ) - "
LA General r Security T Qos T Policy-Mapping T Advanced ]

b Advanced
Profile Name v |TANetRoaming |
Type WLAN
SSID v [TANetRoaming |
Status ~J @ Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Radio policy v
Interface/Interface Group(G) \/

Multicast Vlan Feature ["| Enabled
Broadcast SSID ¥ Enabled
NAS-ID Inone

Foot Notes

1 Web Policy cannot be used in combination with IPsec

2(a) FlexConnect Local Switching is not supported with Override Interface ACLs

2(bh) when flexconnect local authentication is enabled, irrespective of AP on connected or standalone mode the AP will act as NAS

2(c) When flexconnect local authentication is disabled, AP on connected mode will use WLC a5 NAS and AP as NAS while its on standalone mode
3 When client exclusion is enabled, a Timeout Value of zere means infinity (will require administrative override to reset excluded clients)
4 Clignt MFP is not active unless WPA2 is configured

5 Learn Client IP is configurable only when FlexConnect Local Switching is enabled

& WMM and open or AES security should be enabled to support higher 11n rates

8 Value zero implies there is no restriction on maximum clients aliowed.

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAC Filtering should be enabled.

_ _




WLANSs > Edit "TANetRoaming’ < Back

e tovers [EEE—
———

Layer 3 Security web Policy ¥ \_/
Captive Network Assistant Bypass

® puthentication v

) Passthrough
) Conditional Web Redirect

' Splash Page Web Redirect
) On MAC Filter failure1@
[ web policy done locally on APWarDIing

Preauthentication ACL IPv4 IPv6 WebAuth Flex IPV4 Acl WebAuth Flex IPV6 Acl

Sleeping Client || Enable

Sleeping Client Auto Authenticate #/ Enable

Override Global Conﬁgﬂ | Enable

VPN Pass-Through
Foot Notes

1 Web Policy cannot be used in combination with IPsec

2{a) FlexConnect Local Switching is not supported with Override Interface ACLs

2(b) When flexconnect local authentication is enabled, irrespective of AP on connected or standafone mode the AP will act as NAS

2(c) When flexconnect local authentication is disabled, AP on connected mode will use WLC as NAS and AP as NAS while its on standalone mode
3 When client exclusion is enabled, a Timeout Value of zero means infinity (will reguire administrative override to reset excluded clients)
4 Client MFP is not active unfess WPAZ /s configured

5 Learn Client IP is configurable only when FlexConnect Local Switching is enabled

6 WMM and open or AES security should be enabled to support higher 11n rates

8 Value zero implies there is no restriction on maximum clients allowed.

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAC Filtering should be enabled.

T A A mm e dimm 1 ommemd miacibmbmime PR Nmmcgivmed mbem i fnm Aim s fmdm A




WLANs WLANSs > Edit 'TANetRoaming'
w* WLANsS -

e | General | Security | QoS | Policy-Mapping | Advanced
s R A1 sorvers |

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers
RADIUS Server Overwrite interface |/Enabled
Apply Cisco ISE Default Settings _Enabled

Authentication Servers Accounting Servers

#| Enabled ¥| Enabled
Server 1 [IP:203.72.154.101, Port:1812 ¥ | IP:203.72.154.101, Port:1813 v | \/

Server 2 |1P:203.72.154.102, Port:1812 ¥ | IP:203.72.154.102, Port:1813 ¥ |3/

Server 3 ‘ None v H None v ‘
Server 4 ‘ None hd H MNone v ‘
Server 5 ‘ None v H MNone v ‘
Server 6 ‘ None hd H None v ‘
Authorization ACA Server Accounting ACA Server
[ Enabled | Enabled
Ll
Foot Notes

1 Web Policy cannot be used in combination with IPsec

2(a) FlexConnect Local Switching is not supported with Override Interface ACLs

2(b) When flexconnect local suthentication is enabled, irrespective of AP on connected or standalone mode the AP will act 35 NAS

2{c) When flexconnect local authentication is disabled, AP an connected mode will use WLC as NAS and AP as NAS while its on standalone mode
3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative owverride to reset excluded clients)

4 Client MFP is not active unless WPAZ is configured

5 Learn Client IP is configurable only when FlexConnect Local Switching is enabled

6 WMM and open or AES security shauld be enabled to support higher 11n rates

8 Value zero implies there is no restriction on maximum clients allowed.

iz not supported with FlexConnect Local authentication




WLANSs

w WLANS
WLANSs

b Advanced

WLANSs > Edit "NTPC-Mobile'

General

Profile Name
Type

S5ID

Status

Security Policies

Radio Policy
Interface/Interface Group{G)
Multicast Vlan Feature
Broadcast SSID

NAS-ID

INTPC-Mobile |
WLAN

INTPC-Mobile |
¥ Enabled

MAC Filtering
(Modifications done under security tab will appear after applying the changes.)

VEX v
") Enabled
¥ Enabled

|I'IUI'IE




5 . .
N I 1 I " ave Configuration Ping Logout Refresh

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home

WLANSs WLANSs > Edit | 'NTPC-Mobile' < Back Apply |

* WLANs i >

R -
AT General | Secunt‘v\f—Qdi T Policy-Mapping T Advanced 1
E . ~
¥ Advanced Layer 2 r Layer 3 T AAA Servers ]
Layer 2 Security £ | None v

MAC Filtering2 ¢

Fast Transition

Fast Transition Adaptive ¥

Over the DS |+ —_—

Reassociation Timeout Seco nds

Lobby Admin Configuration =

Lobby Admin Access ()]

Foot Notes

1 Web Policy cannot be used in combination with IPsec

2{a) FlexConnect Local Switching is not supported with Override Interface ACLs

2(b) When flexconnect local authentication is enabled, irrespective of AP on connected or standalone mode the AP will act as NAS

2(c) When flexconnect local authentication is disabled, AP on connected mode will use WLC as NAS and AP as NAS while its on standalone mode

2 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPAZ is configured

5 Learn Client IP is configurable only when FlexConnect Local Switching is enabled
6 WMM and open or AES security should be enabled to support higher 11n rates

8 Value zero implies there is no restriction on maximum clients allowed.

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAC Filtering should be enabled.




WLANSs WLANSs > Edit 'NTPC-Mobile'

+ WLANs 4 —
s | Genmeral | security | QoS | Policy-Mapping | Advanced |
o e

Laver 3 Security
Captive Network Assistant Bypass

Foot Notes

1 Web Policy cannot be used in combination with IPsec
2{a) FlexConnect Local Switching is not supported with Override Interface ACLs




MONITOR. WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'NTPC-Mobile’
M wvthNNss General | Security ( Qos T Policy-Mapping T Advanced 1
» Advanced Layer 2 T Layer 3 ] AAA Servers )

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface || Enabled

Apply Cisco ISE Default Settings |_IEnabled
Authentication Servers Accounting Servers
¥ Enabled ¥/ Enabled

Server 1 |IP:203.72.154.101, Port:1812 ¥ |[IP:203.72.154.101, Port: 1813 ¥ |
Server 2 |IP:203.72.154.102, Port:1812 ¥ |[IP:203.72.154.102, Port: 1813 ¥ |

Server 3 | None v || None v |
Server 4 | None v || None v |
Server 5 | None v || None v |
Server 6 |None v || None v |
Authorization ACA Server Accounting ACA Server
|| Fnahlad || Frnahlad

Foot Notes

1 Web Policy cannot be used in combination with IPsec

2(a) FlexConnect Local Switching is not supported with Override Interface ACLs

2(h) When flexconnect local authentication is enabled, frrespective of AP on connected or standalone mode the AP will act as NAS

2{c) When flexconnect local authentication is disabled, AP on connected mode will use WLC as NAS and AP as NAS while its on standalone moc
3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPAZ is configured

5 Learn Client IP is configurable only when FlexConnect Local Switching is enabled

6 WMM and open or AES security should be enabled to support higher 11n rates

8 Value zero implies there is no restriction on maximum clients allowed.

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAC Filtering should be ensbled.




WLANSs > Edit 'eduroam’

[ aver 2

Layer 2 Security & | WPA+WPAZ v
MAC Filtering2 ||

Fast Transition

Fast Transition Adaptive ¥

Over the DS [#]

Reassociation Timeout Secn nds

Protected Management Frame

PMF Disabled v

WPA+WPA2 Parameters

WPA Policy ]
WPAZ Policy ¥
WPA2 Encryption ¥ AES TKIP ClccMp2se ClgcMpizs [ GCcMP256
OSEN Policy O

Authentication Key Managemeﬂtﬁ

Foot Notes

1 Web Policy cannot be used in combination with IPsec

2(a) FlexConnect Local Switching is not supported with Override Interface ACLs

2(h) When flexconnect local authentication is enabled, irrespective of AP on connected or standalone mode the AP will act as NAS

2{c) When flexconnect local authentication is disabled, AP on connected mode will use WLC as NAS and AP as NAS while its on standalone mode
3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPA2 is configured

5 Learn Client IP is configurable onlfy when FlexConnect Local Switching is enabled

& WMNM and open or AES security should be enabled to support higher 11n rates

8 Value zero implies there is no restriction on maximum clients allowed.

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAC Filtering should be enabled.
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Controller

%ﬂeral

* vy v v v

* ¥ v v v v v

Icons

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Fabric Configuration
Redundancy

Internal DHCP Server
Mobility Management
Ports

NTP

CDpP

PMIPvG

Tunneling

IPv6

mDNS

Advanced

Lawful Interception

MONITOR  WLANs

General

Mame

802.3x Flow Coentrol Mode

LAG Mode on next reboot
Broadcast Forwarding

AP Multicast Mode

AP IPvE Multicast Mode

AP Fallback

CAPWAP Preferred Mode

Fast SSID change

Link Local Bridging

Default Mobility Domain Name
RF Group Mame

User Idle Timeout (seconds)
ARP Timeout (seconds)

Web Radius Authentication
Operating Environment
Internal Temp Alarm Limits
Magig Temp Alarm Limits
WebAuth Proxy Redirection Mode
WebAuth Proxy Redirection Port

Captive Metwork Assistant Bypass
Global 1Pv6 Config

Web Color Theme

HA SKU secondary unit

Nas-Id

HTTP Profiling Port

CONTROLLER.  WIRELESS

SECURITY

MANAGEMENT

\/‘({LC}'QB

Disabled ¥
Disabled ¥
Disabled ¥
Unicast ¥
Unicast ¥
Enabled ¥
ipvg ¥

Disabled ¥

Disabled v

|RF_Group

|RF_Group

[200

[200

-

PAP
Commercial {10 to 35 C)
-10to 80 C
-10to 78 C
Disabled

Disabled
Enabled ~
Default v

Disabled ¥

I IIQI

COMMANDS  HELP  FEEDBA(

(LAG Mode is currently disabled
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General

Icons

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Fabric Configuration
Redundancy

Internal DHCP Server
Mobility Management
Ports

NTP

CDP

PMIPvG

Tunneling

IPv6E

mDNS

Advanced

Lawful Interception

MONITOR

Interfaces

Interface Name /

WILANs

management

CONTROLLER

redundancy-management

redundancy-port

service-port

t-“3101

vip2
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vi0s
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vi0ng
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WIRELESS

VLAN
Identifier

G
3
untagged
M/A
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123

SECURITY

MAMAGEMENT

COMMANDS

HELP

FEEDBACK

Interface Dynamic AP
IP Address Type Management
102281751 Static Enabled
0.0.0.0 Static Not Supported
0.0.0.0 Static Mot Supported

DHCP Disabled
10.64.248.1 Dynamic Disabled
10.64.248.65 Dynamic Disabled
10.64.248.129 Dynamic Disabled
10.64.248.193 Dynamic Disabled
10.65.248.1 Dwnamic Disabled
10.65.248.65 Dynamic Disabled
192.168.6.1 Dynamic Disabled
192.168.7.1 ynamic Disabled
192.168.68.1 namic Disabled
192.168.9.1 Dynamic Disabled
192.168.10.1 Dynamic Disabled
192.168.11.1 Dynamic Disabled
192.168.12.1 Dynamic Disabled
182.168.13.1 Diynamic Disabled
192.168.14.1 Diynamic Disabled
192.168.15.1 Djynamic Disabled
192.168.16.1 namic Disabled
192.168.17.1 ynamic Disabled
192.168.18.1 ynamic Disabled
192.168.19.1 ynamic Disabled
192.168.20.1 Dynamic Disabled
192.168.21.1 Dynamic Disabled
102,168.22.1 Dvwnamic ___Disabled

IPv6 Address

1128
—

::/128
/128
:/128
::/128
1128
/128
::/128
1128
/128
::/128
1128
/128
::/128
1128
:/128
:/128
1128
:/128
:/128
1128
;128
:/128
1128
1:/128

Entries 1 - 50 of 225

12345 L
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CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK
N
Controller DHCP Scopes New...
General
Icons Scope Name Address Pool Lease Time Status
Inventory TAMetRoaming 10,211.168.11 - 10,211.168.200 1d Disabled [~]
Interfaces management 10.228.168.230 - 10.228.168.240 1d Disabled 3
Interface Groups NTPC-Maobile 10.213.168.11 - 10.213.168.200 1d Disabled [~ ]
Multicast eduroam 10.215.168.11 - 10.215.1688.200 1d Disabled [ ]
w Network Routes
IPv4 Routes
IPv6 Routes
- Fabric

Configuration
Control Plane
Interface
Templates

w Redundancy
Global Configuration
Peer Network Route

- Internal DHCP
Servel]
DHCP Scope
DHCP Allocated
Leases

Mobility
Management

Ports




MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Wireless Global Configuration Apph
v Access Points
All APs
Direct APs High Availability
» Radios General —
802.11a/n/ac — AP Heartbeat Timeout({10-30) -0
e LED State 8 o]
802.11b/a/n Local Mode AP Fast Heartbeat
Dual-Band Radios Timer State
Global Configuration CDP FlexConnect Mode AP Fast .
: Heartbeat Timer State
b Advanced CDP State [« AP Primary Discovery Timeout(20
to 3600
Mesh Ethernet Interfaces CDP State 0 3600
» ATE 0 & AP Primed Join Timeout(120 -
- 43200 seconds)
RF Profiles 1 2 .
2 @ Back-up Primary Controller IP |
FlexConnect Groups 5 I;I Address(Ipv4/Ipve)

»} FlexConnect ACLs 7 IEI Back-up Primary Controller name |
FlexConnect VLAN Radio Slot# CDP State Back-up Secondary Controller IP |
Templates — Address(Ipv4/Ipve)

. 0 (4}
Network Lists 1 @ Back-up Secondary Controller |

} 802.11a/n/ac 5 @ name

} 802.11b/a/n TCP MSS

» Media Stream

» Application Visibility
And Control

Login Credentials

Username

Passward

Global TCP Adjust MSS (IPv4: 536
- 1363, IPvo: 1220 - 1331)

AP Retransmit Config
Parameters

Lync Server
Enable Password | | —
i I
Country AP Retransmit Count -

. 802.1x Supplicant AP Retransmit Interval -3 (]
LTS Credentials
M 802.1x Authentication ] OEAP Config Parameters
» QoS

Disable Local Access
NOTE:

. .. - Enabling this feature could violate security policies
Global AP Failover Priority within your organization. Please make sure you are in

I} {Applicable only for OEAP
AP Failover Priority (&pp ¥ )




Security RADIUS Authentication Servers Apply New.
« AAA .
General Auth Called Station ID Type | IP Address v |
« RADIUS
Juthenticatiun Use AES Key Wrap || (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
v
AT Zached Users MAC Delimiter Caolon
Fallback Framed MTU 1300
DNS
Downloaded AVP Network Tunnel Server
* TACACS+ User Management Proxy Index Server Address(Ipv4/Ipve) Port IPSec Admin Status
LDAP — — — N
v 72,154,
Local Net Users L:.I L:.I L:.I 1 203.72.154.101 1812 Disabled Enabled [~ ]
MAC Filtering 4] ] [} 2 203.72.154.102 1812 Disabled Enabled [~}
~ Disabled Clients ] 7] o 3 203.72.154.115 1812 Disabled Enabled a

User Login Policies
AP Policies
Password Policies

Local EAP

w

Advanced EAP
Priority Order

w

Certificate

w

Access Control Lists

w

Wireless Protection
Policies

Web Auth

v w

TrustSec
Local Policies

Umbrella

w

Advanced

w




Save Configuration Ping Logout Refres

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK M Hom
Accounting - ] ]
Auth Cached Access Control Lists > Edit <Back |  Add New Rule
-‘-'-‘——l—.__

Users —

Fallback

DNS General

Downloaded AVP

*» TACACS+ Access List Name PreAuth
LDAP
Local Net Users Deny Counters 0
MAC Filtering
= Disabled Clients q Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
User Login Policies
. 203.72.154.103 0.0.0.0
AP Policies 1 Permit / / TCP Any Any Any Outbound 0
password Policies 255.255.255.255 0.0.0.0
. 0.0.0.0 / 203.72.154.103 /
2 Permit TCP An An An Inbound 0
o E = 0.0.0.0 255.255.255.255 v v v

General 0.0.0.0 203.72.153.153
Profiles 3 Permit T / D / uDP Any DNS Any  Any 0
EAP_FAST = 0.0.0.0 255.255.255.255
Parameters — - ——— _
Authentication
Priority

Advanced EAP

w Priority Order
Management User

w Certificate
LSC
S5C
CSR

w Access Control Lists
Access Control Lists
CPU Access Control
Lists

» FlexConnect ACLs
Layer2 ACLs
URL ACLs

Wireless Protection
Policies




nlllnllln Save Config|

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Advanced EAP g

w Priority Order

ManagemeniyUser Web Authentication Type | External (Redirect to extemalmﬁ\\
« Certificate Redirect URL after login |http:f,r'www.g00g|e.com
L5C Login Success Page Type
gz; External Webauth URL |http:f,r'203.?2.1 54.103/index.php \ |

w Access Contrgl Lists

Access Contrdl Lists QrCode Scanning Bypass Timer EI
CPU Access CoRtrol QrCode Scanning Bypass Count
Lists EI

w» FlexConnect ACLs
IPvd ACL
IPve ACL
Layer2 ACLs
URL ACLs

\

- Wireless Protection
Policies
= Rogue Policies
General
Rogue Rules
Friendly Rogue
Standard Signatures
Custom Signatures
Signature Events
Summary
Client Exclusion
Policies
AP Authentication
Management Frame
Protection

%eh Auth
Web Login Page
Certificate
Secure Web

} TrustSec

Local Policies




MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Save Configuration Ping Logo!

Advanced EAP B Web Authentication Certificate

w Priority Order

Management User Current Certificate

Apply

| Regenerate Cs

w Certificate

LSC Name: bsnSslwebauthCert
55C
Type: Locally Generated
CSR ¥p ¥
. Serial Number: ATCB9TFO
w Access Control Lists snat Number
Access Control Lists Valid: From Jun 12 00:00:01 2019 GMT Until Jun 12 00:00:01 2029 GMT
CPU A Control , - .
i ceess Lontro Subject Name: C=US, O=Cisco Systems Inc., OU=DeviceS5L (WebAuth), CN=1.1.1.1
* FlexConnect ACLs lzsuer Name: C=US, O=Cisce Systems Inc., OU=DeviceSSL (WebAuth), CN=1.1.1.1
IPv4 ACL
IPvE ACL SHAZ56 Fingerprint: 9c:0b:ee:b6:86:79:bb:b5:23:ad:5d:f2:b1:13:d5:08:4a:58:e8:20:ba: 1f: 05:1
Layer2 ACLs SHA1 Fingerprint: c0:00:76:42:fa:0c:14:1ezec:f2:81:3b:2c:5c:ae:27:06:ae: 9a:0a
URL ACLs
Wireless Protection [J Download SSL Certificate *
Sl L. * Controller must be rebooted for the new certificate to
w» Rogue Policies take effect
General
Rogue Rules

Friendly Rogue
Standard Signatures
Custom Signatures
Signature Events
Summary
Client Exclusion
Policies
AP Authentication
Management Frame

* protection

 Web Auth
Web Login Page
Certificate
Secure Web

b TrustSec

Local Policies




Management Licenses

- — -]

Summary
» SNMP Adder License
HTTP-HTTPS License Count [Add v | |0 Set Count
IPSEC
Telnet-S5H License Type Time(expires) RTU Count Status
Serial Port ap_count Evaluation 12 weeks, 5 days 150 Inactive
| Management ap_count (adder) Permanent No Expiry 150 Active, In-use
Y hsers

User Sessions
» Logs
Mamt Via Wireless

w Cloud Services
Server
CMX
» Telemetry
= Network Assurance
Server
Sensor
Webhook
Intelligent Capture

w Yoftware Activation
icenses

TEmmetsrge—"

License Type

w Tech Support
System Resource
Information
Controller Crash
Core Dump
AP Crash Log
System Statistics
Ny | Carhe Summary
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[’} PAESSLER PRODUCT » PRICING LEARN v SUPPORT v

Work smarter, start monitoring

PRTG monitors your whole IT infrastructure 24/7 and alerts you to problems before
users even notice. Find out more about the monitoring software that helps system
administrators work smarter, faster, better.

PRTG Network Monitoring Software
Version 18.4. 47.1962 (December 11th, 2018)

Languages English, German, Spanish, French, Portuguese, Dutch, Russian,
Japanese, and Simplified Chinese

Unified Network devices, bandwidth, servers, applications, virtual
Monitoring environments, remote systems, IoT, and more




License key

BIPAESSLER rrovuctv PRICING LEARNY  SUPPORT v Blog Companyv Partersy | @v

Hame > Downloads » PRTG Download - Thanks for downloading/

PRTG download - Thanks for downloading!

Your PRTG License Name

s
NETWORK

Your PRTG License Key MONITOR

0000

SIMPLIFY YOUR
DAYWITH PRTG

000014-164KFM-8FFZ8K-NJSQAF-
QNZNMH-J75U6E-JBAOD3-NHEMMY-

XZ0ZQC-ZEBOP1

If your PRTG download didn't start automatically:

DOWNLOAD PRTG




< C & https//www.paessler.com/download/prtg-d

PAESSLER PRODUCT v PRICING LEARNY SUPPORT v Blog Company v Pariners v | &

Home > Downloads » PRTG Download - Thanks for downloading!

PRTG download - Thanks for downloading!

Compressed Folder Tools

prig - =

Share View

o
A

» Thes PC » Downloads » prtg v
Name ' Date modfied Type

o Quick access

B Desktop

4 Downloads .

33 PRTG Network Monstor 18.447.1962 Sew,.,. 12 15 1:58PM  Applicatior 190,563 XE
@ whatsnew [;:_- 1275072015 11:3% Chrorme HTML De L4 KE
% Documents -
| = Pictures -
Bl This PC
B Desktop
%] Documents
& Downloads
D Music
= Pictures
. Videos
e Local Disk (C:)

DOW @ Network
* Insi

o Ifre

* For

* For| »

2 items

PRTG (>
NETWORK
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E-mail and license key

@ https//www.paessler.com/download/prtg-download?downloads 1

com/download/prtg-download?downloads1

BIPAESSLER rrooucrv pricNG  LeaRNy  SuPPORT v

Home > Downiaads > PRYG Download - Thanks for downloading!

PRTG download - Thanks for downloading!

Your PRTG License Name

Y Q) Setup - PRTG Network Monitor
Your PRTG License Key
Your Email Address
The following information & required % contnue with the nstaliaton
000014-164KFM-8FFZ8K-NJ5QAF-
QNZNMH-J75U6E-JBAOD3-NH6MMY-
XZ0ZQC-ZEBOP1

Whenever the sensors in your installation discover outages or suspioous values, PRTG
can send notfications to dert you, Please enter your emad address to make sure you
receive these important system alerts. Paessier wil also use this address to provide
support.

Your Email Address:
If your PRTG download didn't start autor | a—

DOWNLOAD PRTG

We protect your perscnal datal
"

<o [hot> ]| com

Blog Companyv  Partnet

DOWNLOAD PRTG AND GET STARTED IN AFEW UTES

« Install PRTG Network Monitor in your network and enter your license key. Watch this video how to do it
« |f required, all your settings and data from the trial phase can be kept in your commercial edition.

« For technical support check our manual and Knowledge Base or open & support ticket,

* For questions regarding purchasing and available licenses, please contact sales@paessier.com.

PAESSLER PRODUCT v PRICING  LEARN ¥ SUPPORT v

Hom > Downlgas > PATG Dowioad - Thanks for downloading

PRTG download - Thanks for downloading!

Your PRTG License Name
Q) Setup - PRIG Network Monitor

= 3

PRTG

Your PRTG License Key I e,
entes your y! Both, name.  mast %

.- {
recommended

000014-164KFM-8FFZ8K-NJSQAF-

QNZNMH-J75U6E-JBAOD3-NHEMMY-

X2020C-Z€BOP1 vl
License Key:

—

If your PRTG download didn't start automatically: Donthavea kense key?

Tryunktd sensor for 30 days, then s 100 s o e fovever|
CLICHERE b rguntt voue e ke ket 0 quaehons tead],

aa (5] [ o

DOWNLOAD PRTG

DOWNLOAD PRTG AND GET STARTED IN A FEW MINUTES

+ Install PRTG Network Monitor in your network and enter your license key, Watch this video how to do it
+ If required, all your settings and data from the trial phase can be kept in your commercial edition.

« For technical support check our manual and Knowledge Base or open a support ticket.

+ For questions regarding purchasing and available licenses, please contact sales@pagssler.com.

Bog Companyy Paersy | @v
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} Local Probe  Disconnect Google Chrome

Notepad + +

l PRTG Network Monitor

PRIG Network Montor (Default Browser)

E PRTG Network Monitor (Default

PRTG Network Monitor on the W.
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a Uninstall PRTG Network Monitor




PRTG Monitorfg & » ¥t ({EEE)

?/-.».D PRTG Network Manitor - PRTG Administration Tool X

PAESSLER PRTG Network Monitor

,\ 1 BT E RTEEAFHRE REEEL AGER
PRTG PRTG Web R PRTG #0558 B A

Netwo

S —
@ TRk ‘alfred@nh:c-edu.m ‘ PAESSLER PRTG Network Monitor

7]

Googl ERE: |ahc|-Ed | Probe Settngs for Core Connection Probe Settings for Monitoring Service Start/Stop Logs and Info

Cheo T SEEEEEELEEREEEEE ERETEE Vieb Server Core Server Custer Adminstrator
Select TCP Port for PRTG's Web Server

(D Seaure HTTPS Server (standard port 443, recommendad, mandatory for Internet access)

(®) Insecure MTTP server (standard port 8, not recommended)

(O Expert configuration

Select IP Address for PRTG's Web Server

(O Locahost: Use 127.0,0.1 (PRTG wil not be accessibie fom other computers)

(®) All [Ps: Use ol 1P avalable on this computer (Note: Selected TCP port must be avalable on al 1Ps)
O speofy ws:

AR i
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T Tim=bitCt b

(365098754)

PR N . 1. |

&
f
i}

(502)
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(128) N7K-B-ae2
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SNMP

Credentials for VMware/XenServer
User

VMware Protocol ' (@) HTTPS (recommended)
Qwrre

Session Pool | (@) Reuse session for multiple scans (recommended)
(O Create a new session for each scan

Credentials for SNMP Devices SNMP Version 0 OV

(® v2c (recommended)
Ow

b Community String **  public

SNMP Port 161

bt Vo

Yoa ¢ g .‘f‘.ar‘...l"l.

!

;-mfi A, R Y n..mu. A




#

&

#2172 Root

M va3

76 (100 s M oL ox & 5

+ FmfEEs

B = C9300_F1-3.ntpcedu.tw (9300school) [Cisco Device Cisco 105] [
(036) TenGigabitEthernet1/1/1 Traffic !

(037] TenGigabitEthernet1,/1,2 Traffic IF?

(038) TenGigabitEthernet1/1/3 Traffic F

[096] GigabitEthernet2,/0/48 Traffic 2

(101) TenGigabitEthernet2/1/1 Traffic
(102) TenGigabitEthernet2/1/2 Traffic F

[‘IDS] TenGigabitEthernet2,/1/3 Traffic 7

(115) Part-channel11 Traffic F

M 502) To_39508_A_F1-1 Traffic 9
(503) To_3950B_B_F1-2 Traffic =2
(504) To_C3750-CHT-4 Traffic 12

(DS‘I) GigabitEthernet1,/0/24 Traffic !

(0361 TenGigabitEthernet1,/1/1 Traffic IF?
(037] TenGigabitEthernet1/1/2 Traffic F
[038] TenGigabitEthernet1,/1/3 Traffic F?
(EMDJ TenGigabitFthernet1/1/5 Traffic <
(Dd‘l) TenGigabitEthernet1/1/6 Traffic IF

[042] TenGigabitEthernet1,/1/7 Traffic F?

f‘I 19 To C2750-0CHT-4 Traffir B2

365 %

=R

tt
i

i

[

i

A Eq

303,033 kbit/#5
283,515 kbit/#5
132,974 kbit/#2
138,665 kbit/#2
352,281 kbit/#5
251,524 kbit/#5
545,065 kbit/#5
1,305,734 kbit/#2
483,810 kbit/#5
692,083 kbit/#5
167,042 kbit/72
20,076 kbit/#5
304,034 kbit/#5
282,949 kbit/#5
135,126 kbit/#2
298,986 kbit/#5
1,052,833 kbit/#2
664,865 kbit/5

170,375 kbit/7



Add device

€5 C 0 O 17008 gouphinids08abids| €9 C O

Devices

N Devices pr Al
0 Graup Roa ,
Finvorite Devices RCiHe Bt
L . do dap A Aams B Log : OO gviceList 30 days 365 daye A pams W Log = Management @ Settings A Hatific
DagHORS 12 WD Dipéndencies s owoLng M teh q
Add Group S Rool | AddGroup
ﬂ B T Loai .
Add Auto-Descovery Group - Add Aute-Discovery Group
i [Brsenein  Gost e *.snlsummmm.omdk
o AddDevice = mmlm s ml.«mn I:m et le il -~ -
B 3 Ntwork Distovery
[ 2 Natwork Infrastructure
(I N (I
8 2 Virtual Systems
{3 Limax/ Mac03 / Unix
FEEN (% (N (9 [

8
ﬂm:ﬂgh

NP Sy [ Py Tobisisa diak . & Add Semaer
lila (L] e

B = Syralogy P

Add femar  Run Ayt Dincoery




FRETIEEENAAT ¥ FReTIENE mEaT X

. WL T e L o
DENEVEEEN -t RS HEMED  REEE (Windows * Linux * VMware/XEN F] SNMP ) #9351 -
PRTG £ : FIRE SNMP 1Z&E1E
Q) sz AEET (NP £ v2, SNVP E00: 161, 85t (19): 5
i -
& &AM I SNMP (55
REEN O
Pevice ®vac ()
OVS
IPRE
HEFSE (Community String)
O EEIPvaER
OL:-E:1.T3:= public
IPv4 #5H/DNS £77 SNMP 50
161
EEHFE -
& (1)
mE
5
4]
BEER HEEEEA5HE
@= Okl 0B o#% OO ol 08 okl O# 0A @ szsz0s0 254 ()60

O« 08 o% 0B oD OF 0= O 0&£ OB

O& 02 0@ o= owl 08 08 0L 0% OH

OK OE 0~ 0= OA O~ O& 0Q 04 QU  AWSHEE
0® 03 0=~ O o~ 0B 0= 0C o0& OO @ szezn=zy
O~ 0= Q0% O* O~ 0@ 0= 0% O= Q¢

O~ 0¢ 0X 0% O— OB 0% O~ O= 0O

ol o0& 0€ 0= 0= OB O0- oo OF ON Credentials for Dell FMC




& C O O 12700 arouphtmiid=08tabids 1

N Home Devices Litvaries Sensors Narms

Maps

Repoets Logs

# Devices

Al
Group Rog
Favorite Devices
0% pgvico List 30 days 365 days A Alarms
"2 W10 Dependencies s ML e B R
2 Root  Add Group
& O Loet
¢ Add Auto-Discovery Group

Add Davice

fth is,w Health i ak Fine H;cw-f..z i:n 0q fiee
1 a Y bl AY bLRY L)Y ow

& Notwork Discavery
3 & Network Infrastructure
Wibw. | U725 |
4 & Virtual Systems
[ & Linux / MacOS / Unix

W Sone

3 3 Custom Sensors
3 = Buffalo 12

SNMF Syntem
[ PR L

3 = §mology *

aasen Jvzase Russme |

M Devioes Local Probe * Custom Sensors ¥

Add sensor

Aome Devices Libearies Sensors Nams Reports

Maps

Add Sensor to Device Synology

Monitor What?
(O AndabityUptime () CP e

(0 Dk Usage

O Speed/Petlonmme O Mermoty Usage

O Hocdware Parametery
O Borchwidth/ Traffic O Network bnfrastructure

O Cutorn Sermors

Cancel sensor creation

Most Used Sensor Types

g 7 SNMPCPU Load

Monttors conectivty Lsing Ping Monvors the load of &

SNMP Memory

SNMP System Uptime SNMP Traffic

1

Logs Tiokets Sefup

Target System Type?

O Wedows

Technology Used?

O Storage and File Servey O").n:\ Serveen O Py
() e (0]
O () Packet ol

O Pertommunce Countern O NetFlow of

O

O Linue/mac0$ O Emell Servesr

O [etabase

O Viunlzstion 05

) SNMP Custom SNMP Digk Free SNMP

CPU via SNMP 0 fotutmy 0 sk snace onalooical Moot

Monitors  numerical va

specific OID sing SNMF

wlem
¥4



TJEksensor

#  Devices Local Probe = @ Custom Sensors = | Synology =
i

Device Synology "™

™ Ovarview 2 days 30 days 365 days & alarms @ system Information @ Log £ Settings & Notification

l To see sensor gauges here, please change the priority of one or more sensors to Wikl Alririniok

Pos = Sensor Status Mussage Graph Praray r g
e Bl diskc 0- disk id Uninown Fa data yet Pegosss T hoden  wmwon O
g 2 Table{disk: 1) [tablename] / [rowidentifier] Linkonyosen Mo data yet Sk oempenst hio data wkws O
e 3 H Tableidisk: 2): [isblename] / [rowidentifier] Linkncwn Mo data yet Swh tempenst Ko data wkwse O
4 Bl Table(disk: 3): [tiablename] / [rowidentifier] Unkriovan N it et Sk emgerst N dets whwn
&5 Bl Tableidisksmart: 2): ftablenamel / [rowidentifier] Lnriown o chata et Sk pmartar  Nodeis wwwi
S Bl ableidisksmart: 21): ftablename] / [rowidentifier] Unoriown Mo chata et Sk pmartar  Nodets wwwe
1 6odé
Recommended Sensors s
Priarity Sensors

ERRRR 1xPing

i 2 s iy AxSNMP Traffic, 1xSMMP Disk Free, 1xCPU Load, 2SHMP Memaody, 1T=RDP (Remaote _




AIMEREZEE (9300 F1-3.ntpc.edu.tw (9300school) [Cisco Device Cisco I0S] [163.20.250.252] E15 8724

AT HR AR FEFRRRA?

Omewrzem Qouesgr  Omusy () Windows Qzpinegsz Onke (QPing QHTP () PowerShel

Oszizg Ousemgrn  Omasitgs Onudmecd O szeiegsz 0754 Qs OssH Onsuepnes

Oszes Ongeren Oszusss Qeiiaras Qi OskaBE  ()PAIGCud
Owgitag  Orow

) BEEERTRRE) 57 NG 23

(MERERLE
B2Q REzgmEkd 84 FATRETELR
RERNRRALE
AWS Cost 7 NS 7 HITP 7 Microsoft Azure Subscription 9 MQTT#8 7 NetApp & BETA ?
Cost BETA
Monitors the costs of an AWS account by~ B2 DNS B8 8 B AFEES I BRHTIPEEWeh BEE Monitors the cost in aMicrosoft Azure B MQIT 38 (BEE ) HTBE & ER S0P KI5 NetApp cOOT 5 ONTAP
reading ts data rom the AWS Cost iR subscription BRE) LRREGNEENE RGE  ERHENE
Bxplorer AP STk E AT - ERRmiAErRERIRE #E
HEEEEFI ONS BHEMIRE L Requres valid Azwe AD credentidsinthe || FRFLEN ERRENEA -
| + I 0 | I 0 | I t

Ping 7 POR3 7 NWiEE ?
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o
#/H Root

™ Rk 2 X

W1 Vo7 U2 (100 s M L oxu B 58

7

ot
;AR HER?
Probe Device F
v 2 e
g5

> FESEERE
== DNS: dns153 F

PING =
DNS =

+ EmEEs

-8
A

B

]

-8

-8

B @ DNS: dns154 F
Erine =

DNS P
* EmEEs

B & forti3o50b-a =
(003) HA-120 Traffic 2
(004) HA-64 Traffic =2
[379) TO_NTK_A Traffic =
(380) To_New_Switch Traffic
+ EmsEs

B @ forti3as0b-b =
B (379) To_N7K_A Traffic 2
B (380 To_mew_switch Traffic F?

+ =meEs

B = £9300_F1-3.ntpcedutw (9300school) [Cisco Device Cisco 10S] ™

30

M 02 TanainshitEtharnat 1 A Traffie 3

o

365 &

A=

I=N=F

it

==

& gs 8BRS

p=. @
a

1=

6=

23,090 kbit/F2
2.16 kbit/F2
2,266,900 kbit/>

2,283,062 kbit/F

2,567,220 kbit/#2

2,510,121 kbit/#

1,813,333 kbit/72 l

[=F--5:3 ki

MNEED SOME TECHNICAL ADVICE
Mot sure how to make this PRTG,

YOUR PRTG?
s A=
A EHEIERE: 60 secon
ID: #0

0.0 -
& 400

0.0 4

9.

NN/
MUAA




|4 (004) HA-64 Traffic

2.0 B 215 RhinE

Fhit Bh

314
F 1200
314
¥ 0620
3415
[T
115
[T
3415
[RGREH ]
145
[
1116
[REREH ]

3416
[

B (=ietE w Wgmmai
LRS- LES S

v ‘3‘(380) To_New Switch Traffic

000, 900
, 000, 000
000, 000
000, 000
. 000, 900
, 000, 000
, 000, 000
000, 000
000, 900

Fhit Bh

J114
[RGREH
SIAE
1 12:00
3415
[GRE ]

S316
(R

B =iesiE %
LS

L |
FE - Eif
Byl
Sif
I

v ‘5'(096) GigabitEthernet2/0/48 Traffic

250,000
00,008
250,000
200,008
150,000
100, 000
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Fhit Bh

f3r14

F 12000
#3115

I 12000
/3415

1 12:00

f3/16
I 12000

B =iesiE %) W Traffic Total

10, 000, 030
3,000,000
5,000,000 -
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2y 2u 2u =13
44 2 28 29
e fe e g
B i et L
LPNC toivys) W ikiERE

V| -4 (036) TenGigabitEthernet1/1/1 Traffic

5,000, 000
5.000, 000 h
4,809, 000 ALl i

2,000, 000 @
2,000, 000
1,000, 000

Thit /P

[ 2 F F

2a a0 2u Su

24 28 g 29

g2 &0 &2 EC
LRk B Teaffic Total (kbit/E)
B Taffic In B Traffic Qut (kbit/F1)

V| -4 (101) TenGigabitEthernet2/1/1 Traffic

B e.0eg 123 k
6,900,000
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F 12000
f3716
177 12:00
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LN
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Fhit Bh
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Sensor sFlow P

OK

Y Overview

Top Talkers

Total

240,902 kbiy's

Channel =
Downtime
FTR/PZP
Infrastructure
Mail

MetBIOS

Top Connections

0 kbit/s

4= | jve Data

FTR/P2P Infrastructure:
) ‘ " ‘ ;
0 khit/s 5.92 kbit/s
Various WWW
237,631 kbit/s
1.192.622 kbi_.
[[¥] Last Value (volume)
4
3002 OKB
3007 43 KB
3003 0KB
2008 OKB

2 days

Top Protocols

g
4
&
:
5
bl
PEE

30 days

session

365 days

3,264 kbit/s :

Last Value (speed)

0 kbit/=s
5.92 kbit/s
0 kbit/s

0 kbit/s

I Historic Data

MetBIOS

0 kbit/s

Minimum

0 kbit/s
0 kbit/s
0 kbit/s

0 kbit/s

= Log

& Settings

‘ ' ‘/'
1.27 kbit/s

Remote Control

Maximum
o
291 kbit/s Ed
30,055 kbit/s ©
662 khit/s Ed
274,900 kbit/s £

& Notification Triggers

2 Comments

Find out why and how to
buy PRTG!

GET MORE INFORMATION

Last Scan:

Last Up:

Last Down:

Uptime:

Downtime:
Coverage:

Sensor Type:
Performance Impact:
Dependency:
Interval:

Autonocmous:

Live Graph, 2 hours

kokjs

=] History
[ A a
L ) f’/’
e ]
=\
|‘| r“(—\/_\
|
N
,
N
147 s
147 =
100.0000%
0.0000%
100%
sFlow

Parent
60 s
Nao
#6003

Pax: 24

7,240 Hbalfs

g & 5 E
EoE E i
1oozos {2 days

T=ona




Add Sensor to Device school [10.226.127.254]

Monitor What?
(O Availability/Uptime
(O Bandwidth/Traffic

(0 CPU Usage () Hardware Parameters

() Disk Usage (O Network Infrastructure

O Custom Sensora

(O Spead/Performance () Memary Usage

< Cancel sensor creation

Search Q Type to search for 2

Add sensor

Target System Type?
() Windows (0 Storage and File Server (7 Cloud Services
Q Linug/mac0s () Email Server

) virtualization 05 () Datshasa

(Step 1 0f 2)

Technology Used?
() Ping
O SNMP

O wmi

() Performance Counters

QTP

(ssH

(O Packet Sniffing
® xFlow

(O PowerShell
(O Push Message Receiver

O PRTG Cloud

» Looking for mare sensor types? See our PRTG Sensor Hub.

10 Matching Sensor Types

Matching Sensor Types

IPFIX 2 IPFIX{Custom) ?  jFlowvs
Monitors a device using IPFIX
{customizable)

Menitors a device using IPFIX

I © O
NetFlow vd 2 NetFlowv3 (Custom) ?  sFlow
——

Monitors a device using NetFlow vi
{customizable)

Monitors a device using NetFlow v3

(10 +

Maniters a device using jFlow v5

Manitors a device using sFlow v5

2 jFlow v5 (Custom) ?

Menitors a device using jFlow v3
(customizable)

© um 0

N4 ?

sFlow (Custom) ?

Monitors a device using sFlow v3
(customizable)

NetFlow v5 2 NetFlow v5 (Custom) ?

Menitors a device using NetFlow v3
(customizable)

Manitors a device using NetFlow v3




Dlink 3620 sflow 5%

@ cnable sflow

@ create sflow analyzer server 1 owner NTPC timeout infinite collectoraddress

163.20.66.142 collectorport 6343 maxdatagramsize 1400

@ create sflow flow sampler ports 1:1-24 analyzer server id 1 rate 1 tx_rate 1

maxheadersize 256

@ 757 : 163.20.66.142 R Z 2 prtglserver ip




Top Talkers

v Sensor sFlow — Toplist Top Talkers

Sensor Overview || Print This Toplist

Top Talkers @ ‘ Tep CDnnentiuna@ ‘ Top Protocols ° ‘ session @ ‘

Start "8 Top Talkers 2021/11/24 75 08:00:00 - T 08:15:00 tteme: * 30
End =
= Pos Source IP Destination IP Bytes *
201124 1. [163.20.10.152] [163.20.10.140) 2782MB 1%
TS 081500 - TF 08:30:00 g\r
TFE0800:00 - 'F::F 081500 ré" 2. [1 63.20.10.1 53] [1 63.20.101 40] 2317 MB 9%
- ACAT AR o
4 07:45:00 - F4F 08:00.00 . ¥ 3, [163.20.10.150] [162.20.10.140) 224EME 0%
TS 073000 - T4 074500 K £
T2 074500 - TE 072000 " 4. [163.20.10.154] [163.20.10.140) 2086ME 8%
== gran- . 2
& 07:00:00 - T4 07:15:00 7 \ﬁ«‘ﬁ\ 5. [163.20.10.157] [163.20.10.140] 2001MB 8%
T 06:45:00 - TF 07.00:00 s
- 06:30:00 - 'F:F 06:45:00 "?0.;0.; 6. [1 63.20.10.1 56] [1 63.20.101 dﬂ] 1,5113 MB 6%
TE 061500 - T F 083000 li63 7. [163.20.10.147] [163.20.10.140) 1602ME 6%
T 06:00:00 - TF 06:1500 2010 16
T 05:45:00 - T 06:00:00 4. [163.20.10.149] [163.20.10.140] 14357 MB 6%
=E NS00 - A
05:30:00 - T4 054300 [163.20.10.155] [163.20.10.150] 9, [163.20.10.154] [163.20.10.140) 1155ME 4%
051500 - TF 0530:00
S 0500:00 - T4 051500 10. [163.20.10.159] [163.20.10.140) 1009ME 4%
TE NA-AST - - A0 .1
04:45:00 - TF 050000 pe 11, [163.20.10.153] [163.20.10.140) 1063ME 4%
T 04:30:00 - TF 044500
049500 - TF 0430:00 o ) iF) [163.20.10.142] [163.20.10.140) BBSME 3%
— - g
& 04:00:00 - 15: ‘ )
0400:00 - T 041500 o R 1, [163.20.10.150] [163.20.10.140) BOME 3%
TE 03:4500 - T4 0400:00 #
= 033000 - FE 034500 n§'9 5 ’ (3 18, [10.241.127.35] [163.20.10.201) WTME 3%
o k = G
& = o E 15, [163.20.10.151] [163.20.10.140) f7ZME 3%
§ 5 N
o 5 18, [163.28.38.13] [0.197.2.164) SI5SME 2%
s o
o

Other 4B3MB 2%



v Sensor sFlow — Toplist Top Connections

Sensor Overview || Print This Toplist

TOP Connections

Top Talkera @ Top Cnnnentiuna@ Top Protocels °

session

3

Start

End

2021/11/24

T4 08:15:00 - T4F 08:30:00
T 02:00:00 - T 08:15:00
T507:45:00 - T4 08:00:00
TS 07:30:00 - TF 074500
TE 071500 - TF 07:30:00
T 07:00:00 - T 071500
T5 06:45:00 - T4 07:00:00
T 06:30:00 - TF 06:45:00
T 06:15:00 - TF 06:30:00
T 06:00:00 - T 06:15:00
T505:45:00 - T4 06:00:00
T 05:30:00 - TF 054500
T 051500 - TF 05:30:00
T4 05:00:00 - T4 05:15:00
T5 04:45:00 - T 05:00:00
T 04:30:00 - TF 04:45:00
T 04:15:00 - TF 04:30:00
T 04:00:00 - T 041500
T503:45:00 - T4 04:00:00
TS 03:30:00 - TF 03:45:00

Top Connections 2021/11/24 75 08:15:00 - T 08:30:00 (Live Toplist, 83 % Complete)

i163.2|11n.15?1




Pos

20.

21.

22.

Source IP

[163.20.10.130]
[163.20.10.152]
[163.20.10.157]
[163.20.10.153]
[163.20.10.154]
[163.20.10.136]
[163.20.10.147]
[163.20.10.149]
[163.20.10.139]
[163.20.10.138]
[163.20.10.133]
[163.20.10.162]
[163.20.10.160]

[10.241.127.35]

[163.20.10.151]
[163.23.38.13]
[163.20.10.147]
[120.102.234.81)
[163.20.10.151]
[163.20.10.153]
[163.20.10.155]

[10.241.127.92]

Source Port

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

334

10000

10000

6921

334

443

10000

443

354

10000

354

6a21

Destination IP

[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.201]

[163.20.10.140]
[10.197.2.164]

[163.20.10.140]
[163.20.145.95]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.201]

Destination Port

63391

63874

63394

63393

63390

63883

63388

63513

63376

63392

63443

63314

63296

6910

63430

64372

63386

35021

634354

63387

63473

6310

Protocol

17

17

17

&

Bytes
2194 MB
2179 MB
2011 MB
1,846 MB
1,709 MB
1,306 MB
1,033 MB
1,039 MB
977 MB
937 MB
699 MB
694 MB
674 MB
637 MB
316 MB
303 MB
436 MB
291 MB
230 MB
216 MB
195 MB
138 MB

117 MB

[tems: ¥ 30

10%

10%

«1%

«1%

«1%

«1%



TOP Protocols

Sensor sFlow — Toplist Top Protocols

LENCIE T Print This Toplist
Top Talkers @ Tannnnentiuns@ Top Protocols ° session @

Start ! Top Protocols 2021/11/24 5 08:15:00 - T 08:30:00
End =] Pos Channel Bytes *
2021111724 1. Various 213 GB 96 %
T4 08:15:00 - T 08:30:00 % 2 WWW 762 MB 3%
T4 08:00:00 - T 08:15:00 4
g 3 Infrastructure 270MB 1%

TS 074500 - TE 02:00:00 % E
TE07:30:00 - T 07:45.00 0 4. NetBIOS 2410KE 1%
T&F 07:15:00 - T 07:30:00

¥ 5. Remate Contral 1,364 KB 1%
& 07:00:00 - T 07:15:00
T 06:45:00 - T4 07:00:00 Other 0 Byte 1%
T 06:30:00 - T 06:45:00

1to6ofb

TE06:15:00 - TF 06:30:00
T 06:00:00 - FF 06:15:00
TE 054500 - TF 06:00:00
TE0530:00 - TF 054500
TE 051500 - TF 05:30:00
TE05:00:00 - FF 051500
T 04:4500 - FF 03:00:00
TE 04:30:00 - TF 044500
TE 041500 - TF 04:30:00
TF04:00:00 - TF 041500
TF 034500 - TF 04:00:00
TE03:30:00 - TF 03:45:00

g
g



20.

21.

2Z.

23.

Source

[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20

[163.20

edge-star-shv-01-1pel facebo..

[163.20
[163.20
[163.20
[163.20
[163.20
[163.20

[163.20

[163.20

I

.10.150]
.10.150]
.10.149]
.10.158]
.10.158]
.10.148]
10.147]
.10.147]
.10.157]
.10.157]
.10.153]
.10.153]
.10.156]

.10.136]

.10.152]
.10.155]
.10.152]
.10.155]
.10.159]
.10.159]
10.162]

10.162]

Source

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

443

10000

554

10000

534

10000

10000

10000

10000

Destination IF

[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[162.20.10.140]
[162.20.10.140]
[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[10.197.0.248]

[162.20.10.140]
[162.20.10.140]
[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.140]

Destination
Port

635291

63391

63313

63392

65392

65515

65332

653282

65204

65204

635393

63393

63833

63883

61112

63874

65445

63ET4

6354435

63376

63376

65514

65514

Frotocol

14

184

7\

Channel

Various
Various
Various
Warious
Waricus
Waricus
Warious
Warious
Various
Various
Various
Various
Warious
Waricus
Waricus
Warious
Various
Various
Various
Various
Warious
Waricus

Waricus

P

[163.20.10.150]
[163.20.10.140]
[163.20.10.149]
[163.20.10.158]
[163.20.10.140]
[163.20.10.140]
[163.20.10.147]
[163.20.10.140]
[163.20.10.157]
[163.20.10.140]
[163.20.10.153]
[163.20.10.140]
[163.20.10.156]
[163.20.10.140]
edge-star-shv-01-tpel facebo .
[163.20.10.152]
[163.20.10.155]
[163.20.10.140]
[163.20.10.140]
[163.20.10.159]
[163.20.10.140]
[163.20.10.162]

[163.20.10.140]

10000

635391

10000

10000

65392

65515

10000

65388

10000

63304

10000

63393

10000

638832

443

10000

554

63874

634435

10000

63378

10000

65514

Interface

27

26

27

27

27

27

27

23

27

25

27

27

27

26

27

Sender IP

[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204.241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204.241]
[163.20.204 241]
[163.20.206_249]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204.241]
[163.20.204 241]

[163.20.204.241]

Inbound
Interface

23

23

26

23

23

26

23

23

23

23

23

23

23

25

24

25

23

23

23

23

23

26

26

ImErmE ¢ 30

Qutbound Bytes
Interface

a7 120 W
7 104 W
a7 95 ME
a7 29 ME
27 26 ME
27 26 ME
27 20 ME
a7 79 ME
a7 75 ME
a7 T4 ME
7 TZME
a7 &9 ME
a7 &5 ME
27 64 ME
23 61 ME
a7 60 ME
a7 59 ME
a7 39 ME
7 34 ME
a7 52 ME
a7 1 ME
27 46 ME
27 37 ME
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® Deployment and Usage

® Download the required zip archive

@ Extract the archive to your . By
default, this i1s %Program Files (x86)%\PRTG Network
Monitor\. Move the contents of the single folders to the
corresponding ones within the application directory.

® In PRTG, restart the core server: open Setup | System
Administration | Administrative Tools | Restart Core
Server and click Go!. This ensures that the MIB and lookups
are loaded before you run the auto-discovery.

® Create a In PRTG with the address (IP or FQDN)
of the device that you want to monitor and configure
the accordingly.


https://media.paessler.com/kb/2017/75561/data/Cisco+WLC+Templates+v0.2.zip
https://kb.paessler.com/en/topic/463
https://www.paessler.com/manuals/prtg/add_a_device
https://www.paessler.com/manuals/prtg/device_settings#snmpversiongroup

@ Right-click your new device, select Run Auto Discovery
with Template, browse for wlc and select the Custom
Cisco WLC Access Point Status v0.2 and Custom Cisco
WLC SSID Statistics v0.2 templates from the list.

Note: Using the with a dedicated
IS convenient here because it automates the
creation of the custom sensors in an organized fashion.
® The sensors are deployed after a couple of seconds.

@ You can adjust the or to your

needs later.


https://www.paessler.com/manuals/prtg/auto_discovery
https://www.paessler.com/manuals/prtg/create_device_template
https://www.paessler.com/manuals/prtg/sensor_channels_settings
https://www.paessler.com/manuals/prtg/define_lookups

https://kb.paessler.com/en/topic/75561-how-can-i-monitor-a-cisco-wlc-deployment-with-prtg

@ HEHFEH

@ LG T EETERzZIp AR -

O B FrEMERERI AP RTG 27 H i - BEUER T 0 22 %Program Files
%gﬁ%)ﬁ%_\;%rj? Network Monitor) - Hﬂﬁflﬁ(ﬁ:jﬂﬁ’] NE%E 2 EFRER B 8k

@ £ PRTG " > EE¥rELENZ IR ES ¢ ﬂE’cEISetup | R EH %@Iﬁ-l EHTEEIX
DR FS 2 R BT | . 1S A RECRAE AE T B 28 2 Fu gy MIB A&, -

@ £ PRTG i {if IR ERE R a s Uil (IP 3¢ FQDN) BlfE—{@ -2 e
AL ESNMP FEiE o

O FHEERRAYHL - 5% Run Auto Discovery with Template > Z[Ewlcilf:
e ﬁﬂ%tlj}z_?i%Custom Cisco WLC Access Point Status vo.2f1Custom Cisco
WLC SSID Statistics vo. 27[° iR e

EE  AEEAEHTEEA GRS AR E - RATE ARSI
HEElZE R EREs -

@ HREESEA L EE -
: AT LI R MRIE T 2 S e [ B i -
S



https://media.paessler.com/kb/2017/75561/data/Cisco+WLC+Templates+v0.2.zip?_ga=2.19748734.799150676.1652944490-363593015.1652944490&_gac=1.15461122.1652944618.EAIaIQobChMI_JeWwoLr9wIVEMWWCh37VwyzEAAYASAAEgJi9fD_BwE
https://kb.paessler.com/en/topic/463
https://www.paessler.com/manuals/prtg/add_a_device
https://www.paessler.com/manuals/prtg/device_settings#snmpversiongroup
https://www.paessler.com/manuals/prtg/create_device_template?_ga=2.54278894.799150676.1652944490-363593015.1652944490&_gac=1.49621906.1652944618.EAIaIQobChMI_JeWwoLr9wIVEMWWCh37VwyzEAAYASAAEgJi9fD_BwE
https://www.paessler.com/manuals/prtg/auto_discovery
https://www.paessler.com/manuals/prtg/sensor_channels_settings
https://www.paessler.com/manuals/prtg/define_lookups

TR

@ | - PRTG APP [
® 2 PRTGip

@ 3 - user name/password
® 4 - password random







IEEE 802.1p/802.1g Frame Tagging

The 32-bit field (VLAN Tag) in
the frame header that identifies
the frame as belonging to a
specific VLAN/priority.

DA SA Data| CRC

Regular frame (or untagged frame)

DA SA | Tagging Data | CRC

The Max. size of a Tagged
Ethernet Frame is 1522 Bytes

(1518+ 4 bytes tagging).

802. p tagged frame

8100 Priority |CFl VID

The frame without VLAN tag,
we call it as Untagged Frame
or Frame.

0 15 18 19 31

Priority (1p) has 3 bits, 0-7.
VLAN (1g) has 12 bits, 0-4095



802.1p/1lg Untagged Incoming Frame

@ Port 1] [Port2] [Portd . Tagged member
i AT ofVLAN 2

= N
CRC | Data | 54 | DA = 802 10 Switeh ¥
il i
Before Port ] |Fort 7] | ol &
.
" Untagged member
of VLAN 2

Assumed the PVID of port4 is 2 and default priority=0
The incoming untagged packet will be assigned to VLAN 2/priority=0
Port5 is tagged and port 7 is untagged egress member of VLAN 2

This packet will be forwarded to port5 and port7 with tagged and
untagged respectively.

Priority tagging (802.1p) follows the similar rule as 802.1q tagging.




.............................................. 802.1plj@ntagged-Inco.mjng-Eram.e_-------_--

The untagged
0 Tagged member acket is tagged
e T [Forty | postal [PtH oFVLAN 2 ZS it Ieavesgtlﬁe
= : o 7 switch through
; 80210 Switch 5 CRC*| D Tag | SA\ DA tagged port
|Port&| |Port 7| |Port 8] {*Recalculated) _—
of VLAN 2
| 16 bits | 3bits |1 bityl 12 bits |
Data .
After The VID is
SA related to PVID
Qubgoing fthe i .
untagged packet | [ -, Hey Of the Incoming
(unchanged) Pricrity - User_priority port
; CFI - Canonical format indicator
The untagged packet i VID - VLAN identifier
unchanged as it leaves th w0

untagged port




PYID = 2 Port1| |Port2| |Portd L_Eﬂﬁj”rgamhar
Tagged packdt \\\ - —
CRC | Dath | Tag ||5A | DA » E BO2.1C Switch E
Hafam PortB] |Port?] | Part @
Untagged member
of VLAN 2

Assumed tagged incoming packet having vid=2/priority=0
Port5 is a tagged and port 7 is an untagged egress member of VLAN 2
This packet will be forwarded to port5 and port7




22=00100010

PYID=2

[Port1| [Port2| |Port3]

802.1G Switch

|F'-:-r15|

[Port 6| |Port 7| [ Por &

of WLAN 2

The tagged packet
is stripped as it
leaves the switch
through untagged
port

Untagged mamhar/ CRC* | (*Recalculated)

| 16 bite | 3bite | 1bit| 12 bits |
Date

Outgoing

SA | untegged packst
changad

[ (tag removed)

s

The tagged packet

Tagged memser | F€Mains unchanged

of WLAMN 2

CRC | Data | Tag | =A | DA |::>

i e

[ =

B100 | Pricrity ViD=2

After
Hay
Friority - Usar_prioeity
iZF1 - Canonical format indicator
VID -WLAN identifier




802.i1pklg Tagging summary
Ingress (incoming frame):
@ If receiving untagged frame, add the tag into this frame with
VID=PVID and priority= 802.1p default priority

@ If receiving tagged frame, the VID/priority values are unchanged.

Inside the Switch (all frames are tagged)

@ For VLAN, based on the VID to lookup the VLAN table, and forward
frame to member ports of this VLAN.

@ For priority, based on the “Class of Service mapping” to process the
frame with associated priority Queue.

Egress (outgoing frame):
@ Untagged egress port: Remove the tagging.

@ Tagged Egress port: Un-change the tagging, so that the 1p/1q info
can be carried to next 802.1p/q aware switch.



Vlan /K& 5

EARKER - KEAE()K
Efband A KEEE 7 B ZE[R)
ReZ BB 2RV E DR 2untag

EFA/NKEPHERIRE EFtag




Vian5
163.20.66.0/24

Vian 10
10.231.56.0/24




PDU Information at Device: Multilayer SwitchQ

051 Model

etails

POU Formats

Outbound POU Details

Vlan tag

Ethernet 802.1g ~
0 4 3 Bytes
PREAMBLE: 101010..10 SF ~ DEST ADDR:0001 9638 B504 ~
D w W
|
SRC ADDR:0090. 2167 AA2D TPID:0x810 ™ TCLO=000a i i .
0 v - PDU Infarmation at Device: Switch0
DATA (VARIABLE LENGTH) OS1I Model Inbound POU Details Outbound PDU Details
PDU Formats
B
0 4 il Ethernet 802.1a
VER:4 HL DSCP:0=00 0 4 Bytes
PREAMBLE: 101010..10 5 M DEST ADDR:000D.BDSB.DD9G ~
F w w
1D 00008
SRC ADDR:0000.0CCS.5402 TPID:0x81 "~ § TCLOx0058 Type:0x1 a
00 v - v
TTL128 PRO:0=01
DATA (WARLABLE LENGTH) FCS:0x00000000
SRC
P
0 4 3 16 20 24
Dz VER:A HL DSCP:0x00 TL:A28
OPT:0x00000000 1D 00009 FLAGS: 0x0 FRAG OFFSET.0x000
DDATA M TTL: 126 PRO:0x01 CHKSUK
SRC IP:10.231.561
DST IP.8.8.8.8
OPT-0=00000000 PADDING: 000

Bits




G ERSNIN

L3 Core Switc

R a1 3 AR

BT - - vyvyvy-yyrrry M
10GIEE e ————
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@ BRI EAL



http://mis.ntpc.edu.tw/

——
N\

Vian-—] VID | #48Eg-—- ( BV Bs-
Mgt 1 10.226.56.254 2001:288:22xx:1::/64 %El%:'ﬁﬁ >101 L2,>201 AP
Wan 2 163.20.202.184/29 | 2001:288:2201::xx/124 | 9 ELEAHER
Lan 5 163.20.66.254/24 | 2001:288:22xx:5::/64 | {TEAB #z<i0 250

. . Q.- DSA-WAN IP
dsa_ wan |8 10.253.56.254/24 | 2001:288:22xx:8::/64 (10.253.56.1)
Intra-1 10 [10.231.56.254/24 | 2001:288:22xx:10::/64 | EINE=E
Intra-2 20 |10.241.56.254/24 |2001:288:22xx:20::/64 | #EZ =
Voice 25 110.243.56.0/24 2001:288:22xx:25::/64 | VolP

oa. i BARAEE (IPER
Wlan 30 |10.251.56.254/24 | 2001:288:22xx:30::/64 DSA-3600f5)
WPA2 35 |10.245.56.0/24 2001:288:22xx:35::/64 | #4ZWAP2
MAC 36 [10.247.56.0/24 2001:288:22xx:36::/64 | #=4EMobile




’ enable sflow

‘ create sflow analyzer_server 1 owner NTPC timeout infinite collectoraddress
163.20.66.142 collectorport 6343 maxdatagramsize 1400

‘ create sflow flow_sampler ports 1:1-24 analyzer_server_id 1 rate 1 tx_rate 1
maxheadersize 256

. delete sflow flow_sampler ports 1:1-24




