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智慧網路系統建置與實作



課程主題及環境需求
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⚫Lab需求雙螢幕或是開兩台電腦上課較優。
⚫在學校操作較好。校外要用vpn。
⚫智慧 網路 管理 系統
⚫網路架構說明
⚫網段分配說明
⚫瞭解使用siraya觀察各種交換器L2 、L3。
⚫用PRTG實現
⚪nms.ntpc.edu.tw
⚪https://www.paessler.com/

⚫PRTG

⚪DEVICE、Sensor、WLC sensor、sFlow

⚫比較各家智慧網管。

⚫網路偵測工具介紹tcpview、process explore



整體網路架構(拓譜建立)



4 未來學校網路架構
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行政電腦

未來學校網路架構
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(實作資料) 學校ip分配表
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⚫http://mis.ntpc.edu.tw
重要資料彙整
⚫網路服務

⚫網路設定

⚫連線單位Ipv4分配

⚫連線單位Ipv6分配

⚫光纖連線單位

http://mis.ntpc.edu.tw/


7Vlan VID 網段 IPv6 用途

Mgt 1 10.226.56.254 2001:288:22xx:1::/64 網管用 >101 L2,>201 AP

Wan 2 163.20.202.184/29 2001:288:2201::xx/124 對外連結網段

Lan 5 163.20.66.254/24 2001:288:22xx:5::/64 行政用 保留<10  ；>250

dsa_wan 8 10.253.56.254/24 2001:288:22xx:8::/64
DSA-WAN IP 
(10.253.56.1)

Intra-1 10 10.231.56.254/24 2001:288:22xx:10::/64 電腦教室

Intra-2 20 10.241.56.254/24 2001:288:22xx:20::/64 教學教室

Voice 25 10.243.56.0/24 2001:288:22xx:25::/64 VoIP

Wlan 30 10.251.56.254/24 2001:288:22xx:30::/64
無線網路 (IP移至
DSA-3600使用)

WPA2 35 10.245.56.0/24 2001:288:22xx:35::/64 無線WAP2用

MAC 36 10.247.56.0/24 2001:288:22xx:36::/64 無線Mobile用

學校IP基本網段( 考試：vlan 31-34網段)



PRTG NETWORK
MONITOR

• 監視DHCP 、DNS、Gateway

• 監視學校L3 Router重要 port

• 監視重要電腦

• 監視cisco wifi

• 設計一個手機監控智慧網管



先備基礎知識
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⚫NMS

⚫ SNMP
⚪ https://youtu.be/Lq7j-QipNrI

https://youtu.be/Lq7j-QipNrI


手機監控



下載 www.paessler.com



License key



下載、安裝



E-mail   and  license key



進入網頁設定(管理)
程式集



PRTG Monitor後台，新密碼!(很重要)



Setting設定



SNMP



面板介紹



Add device





Add sensor



加減sensor





完成PRTG



監看



Sflow



Add sensor



Dlink 3620 sflow 指令

⚫ enable sflow

⚫ create sflow analyzer_server 1 owner NTPC timeout infinite collectoraddress

163.20.66.142 collectorport 6343 maxdatagramsize 1400

⚫ create sflow flow_sampler ports 1:1-24 analyzer_server_id 1 rate 1 tx_rate 1 

maxheadersize 256

⚫說明：163.20.66.142 要改成安裝prtg的server ip



Top Talkers



TOP Connections





TOP Protocols



自行定義



Sflow



https://kb.paessler.com/en/topic/75561-how-can-i-monitor-a-cisco-wlc-deployment-with-prtg

⚫Deployment and Usage

⚫Download the required zip archive here.

⚫ Extract the archive to your PRTG program directory. By 

default, this is %Program Files (x86)%\PRTG Network 

Monitor\. Move the contents of the single folders to the 

corresponding ones within the application directory.

⚫ In PRTG, restart the core server: open Setup | System 

Administration | Administrative Tools | Restart Core 

Server and click Go!. This ensures that the MIB and lookups 

are loaded before you run the auto-discovery.

⚫ Create a new device in PRTG with the address (IP or FQDN) 

of the device that you want to monitor and configure 

the SNMP credentials accordingly.

https://media.paessler.com/kb/2017/75561/data/Cisco+WLC+Templates+v0.2.zip
https://kb.paessler.com/en/topic/463
https://www.paessler.com/manuals/prtg/add_a_device
https://www.paessler.com/manuals/prtg/device_settings#snmpversiongroup


Cisco wlc 3504 snmp 設定
37



⚫Right-click your new device, select Run Auto Discovery 

with Template, browse for wlc and select the Custom 

Cisco WLC Access Point Status v0.2 and Custom Cisco 

WLC SSID Statistics v0.2 templates from the list.

Note: Using the auto-discovery with a dedicated device 

template is convenient here because it automates the 

creation of the custom sensors in an organized fashion.

⚫ The sensors are deployed after a couple of seconds.

⚫You can adjust the channel limits or lookups to your 

needs later.

https://www.paessler.com/manuals/prtg/auto_discovery
https://www.paessler.com/manuals/prtg/create_device_template
https://www.paessler.com/manuals/prtg/sensor_channels_settings
https://www.paessler.com/manuals/prtg/define_lookups


https://kb.paessler.com/en/topic/75561-how-can-i-monitor-a-cisco-wlc-deployment-with-prtg

⚫部署和使用
⚫在此處下載所需的zip 存檔。
⚫將存檔解壓縮到您的PRTG 程序目錄。默認情況下，這是%Program Files 

(x86)%\PRTG Network Monitor\。將單個文件夾的內容移動到應用程序目錄
中的相應文件夾。

⚫在 PRTG 中，重新啟動核心服務器：打開Setup | 系統管理| 管理工具| 重新啟動核
心服務器並單擊執行！. 這可確保在您運行自動發現之前加載 MIB 和查找。

⚫在 PRTG 中使用您要監控的設備的地址（IP 或 FQDN）創建一個新設備，並相應
地配置SNMP 憑據。

⚫右鍵單擊您的新設備，選擇Run Auto Discovery with Template，瀏覽wlc並
從列表中選擇Custom Cisco WLC Access Point Status v0.2和Custom Cisco 
WLC SSID Statistics v0.2模板。
注意：在這裡使用帶有專用設備模板的自動發現很方便，因為它會以有組織的方式
自動創建自定義傳感器。

⚫傳感器在幾秒鐘後部署。
⚫您可以稍後根據需要調整通道限製或查找。
⚫結果

https://media.paessler.com/kb/2017/75561/data/Cisco+WLC+Templates+v0.2.zip?_ga=2.19748734.799150676.1652944490-363593015.1652944490&_gac=1.15461122.1652944618.EAIaIQobChMI_JeWwoLr9wIVEMWWCh37VwyzEAAYASAAEgJi9fD_BwE
https://kb.paessler.com/en/topic/463
https://www.paessler.com/manuals/prtg/add_a_device
https://www.paessler.com/manuals/prtg/device_settings#snmpversiongroup
https://www.paessler.com/manuals/prtg/create_device_template?_ga=2.54278894.799150676.1652944490-363593015.1652944490&_gac=1.49621906.1652944618.EAIaIQobChMI_JeWwoLr9wIVEMWWCh37VwyzEAAYASAAEgJi9fD_BwE
https://www.paessler.com/manuals/prtg/auto_discovery
https://www.paessler.com/manuals/prtg/sensor_channels_settings
https://www.paessler.com/manuals/prtg/define_lookups


手機安裝

⚫ 1、PRTG APP 下載\
⚪ Wifi

⚪ 4G

⚪ vpn

⚫ 2、PRTG ip

⚫ 3、user name/password

⚫ 4、password random 



參考附件
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⚫老師平時維運常用指令

⚫指令標準對照

⚫校園除錯步驟



Sflow 收取

42

⚫enable sflow

⚫create sflow analyzer_server 1 owner NTPC timeout infinite collectoraddress
163.20.66.142 collectorport 6343 maxdatagramsize 1400

⚫create sflow flow_sampler ports 1:1-24 analyzer_server_id 1 rate 1 tx_rate 1 
maxheadersize 256

⚫delete sflow flow_sampler ports 1:1-24



Cisco指令 and Dlink指令對照表
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⚫L3維護指令

⚫L2常用維護指令

⚫Cisco維護指令



創Vlan
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⚫DGS-3620

⚫create vlan lan tag 5

⚫DGS-1510

⚫configure terminal

⚫vlan 5

⚫name lan

⚫Cisco-3750X

⚫C3750X_CHT_F1-3(config)#vlan 5



設定vlan_port   Accesc port
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DGS-3620

⚫Config vlan lan add untagged 1

⚫

DGS-1510

⚫configure terminal

⚫interface ethernet 1/0/1

⚫switchport hybrid native vlan 5

⚫switchport hybrid allowed vlan untagged 5

⚫

Cisco-3750X

⚫C3750X_CHT_F1-3(config) interface TenGigabitEthernet1/1/1

⚫C3750X_CHT_F1-3(config) switchport mode access

⚫C3750X_CHT_F1-3(config) switchport access vlan 5



trunk port
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⚫
DGS-3620

⚫Config vlan default add untagged 1
⚫Config vlan intra-1 add tagged 1
⚫Config vlan intra-2 add tagged 1
⚫

DGS-1510
⚫configure terminal
⚫ interface ethernet 1/0/1
⚫switchport hybrid native vlan 1
⚫switchport hybrid allowed vlan untagged 1
⚫switchport hybrid allowed vlan tagged 10,20
⚫

Cisdo-3750X
⚫ interface TenGigabitEthernet1/1/1
⚫switchport trunk encapsulation dot1q
⚫switchport trunk allowed vlan 10,20
⚫switchport mode trunk



查看arp
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⚫DGS-3620

⚫Sh arpentry

⚫DGS-1510

⚫Sh arp

⚫Cisco-3750X

⚫Sh arp



查看mac
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Sh vlan

49



Sh port
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LAB用指令
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⚫Vlan database

⚫Vlan xx  name LAN(Intra-1)

⚫Config t

⚫Interface vlan

⚫interface fa0/X

⚫Switch port trunk encapsalution dot.1q

⚫Switchport mode trunk (Access)

⚫Switchport access vlan xx

⚫Switchport trunk allow vlan xx,xx-xx

⚫Ip add xx.xx.xx.xx xx.xx.xx.xx xx.xxx.xx.xx

⚫Ip route xx.xx.xx.xx xx.xx.xx.xx aa.aa.aa.aa



模擬斷線除錯
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⚫1.vlan斷線或是被攻擊(要做出三台電腦測試)

⚫2.學校L3故障

⚫3.中華電信到教網線路斷線。

⚫4.教網firewall掛點

⚫5.教網ServerFarm掛點

⚫教網核心交換器掛點

⚫政大區網掛點



一般公文、公務雲除錯
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⚫需協助，Teamviewer、anydesk裝起來。

⚫公務雲在骨幹GOV段

⚫Nslookup看DNS解析是否為172.18.x.x not 61.60.x.x

⚫Ping cloud.ntpc.gov.tw  doc2.ntpc.gov.tw

⚫Tracert看路由走法



一般學校網路除錯
54

⚫電話:80723456----542 工程師

⚫Ping gateway

⚫Ping wan

⚫Ping firewall

⚫Ping serverfarm

⚫Ping gov 

⚫Ping nccu

⚫Ping www.google.com

⚫Tracert看路由

http://www.google.com/

