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Starting. ..

Initializing...
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Initializing batcollector..

Running batcollector...

Collecting suspect files from batcollector...
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4. 13 TrendMicro AntiThreat Toolkit# %4 & - 2% [Scan Now] B 4

Trend Micro Anti-Threat Toolkit ®Feedback _ X

1. Get Started | 4 2. Fix Problems > 3. Review Results

Trend Micro ATTK quickly and easily removes viruses,
spyware, and other threats, even if your computer is already
protected by another security solution

The Trend Micro Smart Protection Network ensures that this @ Settings
;i::;: provides the latest protection against the newest |“ Loas

Click Scan Now to begin.

Trend Micro Anti-Threat Toolkit ® Feedback X

1. Get Started 3. Review Results

Scanning: Listing autorun entries...
" Elapsed time: 21 seconds
Threats found: 0

Copyright © 2005-2012. Trend Micro Incorporated. All rights reserved
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Trend Micro Anti-Threat Toolkit

1. Get Started

| 2

2, Fix Problems

L2

4 threat(s) found: Click Fix Now to process each threat based on the action selected.

File

C:\WINDOWS\eicar.com
C:\WVINDOWS\eicar com. txt
CAWINDOWS\eicarcom2.Zip

CAWINDOWS\eicar_com.Zip

Copyright 2018 Trena viicro Inc.

Threat
Eicar

Eicar

test file

car _test file

Eicar

test file

Eicar

test file

Type
Virus
Virus
Virus

Virus

# Feedback

3. Review Results

Action

Fix w
Fix v
Fix A

X

Fix Now

Copyright ® 2005-2012. Trend Micro Incorporated. All rights
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Trend Micro Anti-Threat Toolkit ® Feedback __ X
1. Get Started > 2. Fix Problems > 3. Review Resuits
Summary More Details
4 threat(s) found:

&) 4threat(s) fixed

Scan Again

Copyright © 2005-2012. Trend Micro Incorporated. All rights reserved
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Your documents, photos, databases and other important files have been encrypted with stroagest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. 1f you do not send moncy within provided time, all
your files will be permancntly crypted and 0o ooe will be able to recover them.

Press View” to view the list of files that have been encrypted.

Press "Next’ for the pext page.
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_CO @ LockBit 3.0 the world's fastest and most stable ransomware from 2019
web' >>>>> Your data is stolen and encrypted.
wssS ® If you don't pay the ransom, the data will be published on our TOR darkn
3 1b az4QC ¥ Favorres " I Tor Browser Links: =

| http://lockbitapt2d73krlbewgv27tquljgxr33xbwwspbrkyieto7udncead.onion
U Ouiop ; http://lockbitapt2yfbt71chxejugd7kmqvqqxvvipgkmevva4llazl3gy6pyd.onion
http://lockbitapt3dkvripbxojylohhxrwsvpzdffgs5z4pbbsywnzsbdguqd.onion

i\

- . L Recentple @ ttp://lockbitaptSxdzkjbcqmz6frdhecqqgadevyiwqxukksspnlidyvd7qd.onion =%
(- Y u9XqB \', . ttp://lockbitaptévx57t3eeqjofwgcglmutr3a3sSnygvokjaSuuccipdykyd.onion —
W PMSDB g ttp://lockbitapt72iwS5nignqpymggskgSyp75ry7rirtdgdm7142artsbqd. onion

http://lockbitaptawjl6udhpd323uehekiyatj6ftcxmkweSsezsdfqgpipid .§nion
http://lockbitaptbdiajqtplcrigzgdiprwugkkut63nbvy2dSrdw2agyekqd.onion
http://lockbitaptc2iqdatewz2ise62q63wfktyrldqtwuk5qax262kgtzjqd.onion

Links for normal browser:
http://lockbitapt2d73krlbewgv27tquljgxr33xbwwspbrkyieto7udncead.onion. ly
http: //10ckbitapt2yfbt71chxejugd7kmqquxvvjqumevv413azl3gy6pyd .onion.ly
http://lockbitapt34kvrip6xojylohhxr'wsvpzdffgsSzdpbbsywnzsbdguqd.onion.ly ig
‘ http://lockbitaptSxdzkjbcqmz6fr‘dhecqqgadevyiwqxukksspnlidyvd?qd.onion.ly

http://lockbitaptsvx57t3eeqjofwg(glmutr‘3335nygvokjaSuuccipdykyd.onion.Iy ;g
| http://lockbitapt721w55njgnqpymggskgSyp75r‘y7r‘irtdg4m7i423rtsqu.onion.ly
; http://lockbitaotawj16udhpd323uehekiyatjsftcxmkweSsezsqugpjpid.
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— [E browser
— Java /Flash
— Adobe

Users may encounter ransomware varlants via spam or malicious
links. Once Installed, it limits access to the system and shows
message prompts forcing users to pay for the ransom.

User may encounter rans

spam or malicious link.
limits access to the syste
prompts forcing users to
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— Edge browser
— Java /Flash
— Adobe ---
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Trend Micro Ransomware File Decryptor

Crypto Ransomware #_— #&%* 2 4258 > v ¥ M4 Bfh %
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CryptXXX V1, V2, V3*

CryptXXX V4, V5

TeslaCrypt V1

TeslaCrypt V2

TeslaCrypt V3

TeslaCrypt V4

SNSLocker

AutolLocky

BadBlock

777

XORIST

{original file name}.crypt, cryp1, crypz, or 5 hexadecimal characters

{MD5 Hash}.5 hexadecimal characters

{original file name}.ECC

{original file name}.VVV, CCC, ZZZ, AAA, ABC, XYZ

{original file name}.XXX or TTT or MP3 or MICRO

File name and extension are unchanged

{Original file name}.RSNSLocked

{Original file name}.locky

{Original file name}

{Original file name}.777

{Original file name}.xorist or random extension

Nemucod

Chimera

LECHIFFRE

MirCop

Jigsaw

Globe/Purge

DXXD

Teamxrat/Xpan

Crysis

TeleCrypt

DemoTool

WannaCry (WCRY)

Petya

{Original file name}.crypted

{Original file name}.crypt

{Original file name}.LeChiffre

Lock.{Original file name}

{Original file name}.random extension

V1: {Original file name}.purge

V2: {Original file name}.{email address + random characters}

V3: Extension not fixed or file name encrypted

V1: {Original file name}.{Original extension}dxxd

V2: {Original filename}.__xratteamLucked

{id}.{email address}.xtbl, .{id}.{email address}.crypt, .{id}.{email addres}.dharma, .{id}.{email address}.wallet

{Original file name}

.demoadc

{Original file name}.WNCRY, {Original file name}.WCRY

N/A
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https://success. trendmicro. com/solution/1114221-
downloading-and-using-the-trend-micro-ransomware-file-
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* T{f2%1 % RansomwareFileDecryptor 1.0.1668 MUI. zip
o fERE é{ﬁ:é 34 7 RansomwareF1leDecryptor 1.0.1668 MUI. exe

f®17ene | Ransomware File Decryptor

IMPORTANT: READ CAREFULLY. USE OF THIS
TREND MICRO TOOL IS SUBJECT TO THE
FOLLOWING LEGAL TERMS AND CONDITIONS

This tool is provided by Trend Micro to decrypt files that have
been encrypted by certain ransomware ("Tool").

Trend Micro authorizes you, or the company or organization
you represent (collectively "You"), to use this Toal only with the
machine that you are authorized to administer and configure
("Authorized Machine™). In addition, by executing this Tool, You
understand and agree to the following:

Agree Disagree



) 17ene | Ransomware File Decryptor

M Anti-Ransomware

) ) Trend Micro experts help you decrypt your encrypted files

o Select the ransomware name

Select

(1 Select the encrypted file or folder to start decrypting it

Select & Decrypt

Ransomware File Decryptor (i )

| Ransomware Name - X

Select the ransomware name

@ TeslaCrypt (V3,V4)
O Cryptxxx

(O SNSLocker

(O AutoLocky

(O CERBER(V1)
(ONEMUCCOD

(O LECHIFFRE

O JGsaAwW

QO DXXD(V1)

(O CRYSIS

(O TELECRYPT

(O PETYA(GREEN,RED,GLODEN)

| don't know the ransomware name

(O BadBlock

o777

(O XORIST

(O XORBAT

(O STAMPADO

(O CHIMERA

O MRCOP

(O PURGE/GLOBE (V1,v2,V3)
(O TEAMXRAT/XPAN (V2)
(O DEMOTOOL

O WANNACRY

(o] 4 Cancel
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M Anti-Ransomware
) \ Trend Micro experts help you decrypt your encrypted files

o Select the ransomware name

TESLACRYPT

e Select the encrypted file or folder to start decrypting it

Select & Decrypt

Trend Micro Support Website Feedback ﬂ

I!} Ransomware File Decryptar

Please choose a folder or a file to decrypt

> = ER
& RECOVERIpiom
6| RECOVERIpiom
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v FHEREC)
» Data
b PerfLogs
¥ Program Files
» Program Files (x886)
» ProgramData
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» Windows
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M Anti-Ransomware

! _ Trend Micro experts help you decrypt your encrypted files

Scan Completed
Duration: 00:00:00

Infected files: 5

Decrypted files: 5 | See decrypted

An ounce of prevention is worth a pound of cure!

Trend Micro
Ransom Buster

Trend Micro Support Website Feedback )
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%User%\AppData\Local \Temp\TMRDTSel fExtract\LOG

j TMRDT.exe_20220930.151833.8628 - =X — O *
BREFR $EE #EIO BEV 8HE
2022-09-30 15:18:33(658)] [TID:1488] [Info RansomwareFileDecryptor

2022-09-30 15:18:33(659)] [TID:1438] [Info Trend Micro Inc.
2022-09-30 15:18:33(6607] [TID: 14881 [Info Vergion: 1.0.0.1663

2022-09-30 15:18:33(661)] [TID: 1488
2022-09-30 15:18:33(661)] [TID: 1488
2022-09-30 15:18:33(662)] [TID: 1488
2022-09-30 15:18:33(709)] [TID: 1488
2022-09-30 15:18:33(718)] [TID: 1488
2022-09-30 15:18:33(727)] [TID: 1488
2022-09-30 15:18:33(735)] [TID: 1488
2022-09-30 15:18:33(763)] [TID: 1438 nfo Cleaning: C:\Data‘\TRC.txt

2022-09-30 15:18:33(7707] [TID: 1438 nfo Done :C:'\Data\TRC_decrypted.txt , status:Decrypt Success

%nfo Begin
I
I
I
I
I
I
I
2022-09-30 15:18:33(7893] [TID:1488] [Info Cleaning: C:\Data' FERETHEERETE pptx
I
I
I
I
I
I
I
I

nfo ranzgomyare type: TESLACEYPT

nfo DoDecrypt Folder Path: C:\Data

nfo Cleaning: C:'\Data\DDl E&fv].docx

nfo Done :C:4Data‘\DDI _F&Fv]_decrypted.docx , statuz:Decrypt Success
nfo Cleaning: C:\Data‘Forti VPN.txt

nfo Done :C:'\Data\Forti VPN_decrvpted.txt , status:Decrypt Success

2022-09-30 15:18:33(8063] [TID:1488] [Info Done :C:i\Data' F&FETEREE decrypted.pptx , status:Decrypt Success
2022-09-30 15:18:33(823)] [TID: 1488 nfo Cleaning: C:\Data\o5&HE]. jpe

2022-09-30 15:18:33(831)] [TID: 1488 nfo Done :C:4Data\s58EE_decrvpted.ipe , statuz:Decrypt Success
2022-09-30 15:18:33(832)] [TID: 1433 nfo % total files zcaned

2022-09-30 15:18:33(832)] [TID: 1488 nfo 5 infected fileg found

2022-09-30 15:18:33(833)] [TID: 14588 nfo 5 filela) cleaned

2022-09-30 15:18:33(833)] [TID: 1455 nfo LagtTine:172 ns

2022-09-30 15:18:33(833)] [TID: 1453 nfo End

2022-09-30 15:18:33(8340 ] [TID: 1488] [Debug]  get Guid: 1£209350-4085-11led-abbd-08658e2cad39] \FeedBack. cpp(4127]

E15 8177 100%  Windows (CRLF) UTF-16 LE
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YOUR PHONE IS ENCRYPTED: YOU HAVE 48 HOURS TO PAY 1008 in BITCOIN OR
EVERYTHING WILL BE ERASED

1. What will be deleted? your contacts, your pictures and videos, all social media
accounts will be leaked publicly and the phone memory will be completely
erased

2. How to save it? you need a decryption code that will disarm the app and
unlock your data back as it was before

3. How to get the decryption code? you need to send the 100$ in bitcoin to the
adress below, click the button below to see the code

NOTE: YOUR GPS IS WATCHED AND YOUR LOCATION IS KNOWN, IF YOU TRY
ANYTHING STUPID YOUR PHONE WILL BE AUTOMATICALLY ERASED

“_enter decryption code

DECRYPT
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Lock Screen File Encryption

SEARCH RESULTS

DG &nc

FBI Criminal Investigative Division

Samsung GT-19300
353163057198805
[<1:]

Your device is blocked in virtue of the
infringement of the Federal Law of
the United States of America:

* Partl, Chapter 110, § 22524

*81460

“ 51461

“81462

“§ 1463
*ofthe 1BUS.C,
Visiting websites containing
pornography is detected from your

447

PIN Hijack

1243

Thy, 16 July

Enter PIN
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