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Usw O
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135,126 kbit/#2
298,986 kbit/#5
1,052,833 kbit/#
664,865 kbit/5

170,375 kbit/7
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Sensor sFlow P

OK

Y Overview

Top Talkers

Total

240,902 kbiy's

Channel =
Downtime
FTR/PZP
Infrastructure
Mail

MetBIOS

Top Connections

0 kbit/s

4= | jve Data

FTR/P2P Infrastructure:
) ‘ " ‘ ;
0 khit/s 5.92 kbit/s
Various WWW
237,631 kbit/s
1.192.622 kbi_.
[[¥] Last Value (volume)
4
3002 OKB
3007 43 KB
3003 0KB
2008 OKB

2 days

Top Protocols

g
4
&
:
5
bl
PEE

30 days

session

365 days

3,264 kbit/s :

Last Value (speed)

0 kbit/=s
5.92 kbit/s
0 kbit/s

0 kbit/s

I Historic Data

MetBIOS

0 kbit/s

Minimum

0 kbit/s
0 kbit/s
0 kbit/s

0 kbit/s

= Log

& Settings

‘ ' ‘/'
1.27 kbit/s

Remote Control

Maximum
o
291 kbit/s Ed
30,055 kbit/s ©
662 khit/s Ed
274,900 kbit/s £

& Notification Triggers

2 Comments

Find out why and how to
buy PRTG!

GET MORE INFORMATION

Last Scan:

Last Up:

Last Down:

Uptime:

Downtime:
Coverage:

Sensor Type:
Performance Impact:
Dependency:
Interval:

Autonocmous:

Live Graph, 2 hours

kokjs

=] History
[ A a
L ) f’/’
e ]
=\
|‘| r“(—\/_\
|
N
,
N
147 s
147 =
100.0000%
0.0000%
100%
sFlow

Parent
60 s
Nao
#6003

Pax: 24

7,240 Hbalfs

g & 5 E
EoE E i
1oozos {2 days

T=ona




Add sensor

Add Sensor to Device school [10.226.127.254] (Step 1 0f 2)

Monitor What? Target System Type? Technology Used?

(O Availability/Uptime (0 CPU Usage (D) Hardware Parameters (O Windows (0 Storage and File Server (7 Cloud Services {O Ping QTP (O PowerShell

() Bandwidth/Traffic () Dik Usage (O Metwork Infrastructure Q) Linug/mac0s () Email Server (O sNMP QO ssH () Push Message Receiver
() Spead/Performance () Memary Usage O Custom Sensors () virtualization 05 () Datshasa O wwi (O Packet Sniffing () PRTG Cloud

() Performance Counters (&) xFlow

J » Looking for mare sensor types? See our PRTG Sensor Hub.
< Cancel sensor creation

Search Q  Type to search for a name or description 10 Matching Sensor Types

Matching Sensor Types
IPFIX ?  IPFIX (Custom) ? jFlowvs ?  jFlowv5 (Custom) ?  NetFlowv5 2 NetFlow v5 (Custom) ?
Monitars a device using IPFIX Manitors a device using IPFIX Manitors a device using jFlow v5 Menitors a device using jFlow v3 Manitors a device using NetFlow v3 Monitars a device using NetFlow v3

(customizable) (customizable) (customizable)
I © O © 1m © © ©
NetFlow vd 2 NetFlowv3 (Custom) 2 sFlow \/ 2 sFlow (Custom) ?

—_—

Monitors a device using NetFlow v3 Monitors a device using NetFlow v0 Manitors & device using sFlow v5 Monitors a device using sFlow v3

{customizable) {customizable)

10 © O m © 0




Dlink 3620 sflow f5<

@ cnable sflow

@ create sflow analyzer server 1 owner NTPC timeout infinite collectoraddress

163.20.66.192 collectorport 6343 maxdatagramsize 1400

@ create sflow flow sampler ports 1:1-24 analyzer server id 1 rate 1 tx_rate 1

maxheadersize 256

@ =70H - 163.20.66.192 A S prtghserver ip




Top Talkers

v Sensor sFlow — Toplist Top Talkers

Sensor Overview || Print This Toplist

Top Talkers @ ‘ Tep CDnnentiuna@ ‘ Top Protocols ° ‘ session @ ‘

Start "8 Top Talkers 2021/11/24 75 08:00:00 - T 08:15:00 tteme: * 30
End =
= Pos Source IP Destination IP Bytes *
201124 1. [163.20.10.152] [163.20.10.140] 2782MB 1%
TS 081500 - TF 08:30:00 g\r
TFE0800:00 - 'F::F 081500 ré" 2. [1 63.20.10.1 53] [1 63.20.101 40] 2317 MB 9%
- ACAT AR o
4 07:45:00 - F4F 08:00:00 . ¥ 3, [163.20.10.150] [163.20.10.140) 224EME 0%
TS 073000 - T4 074500 K £
T2 074500 - 5 072000 " 4. [163.20.10.154] [163.20.10.140) 2086ME 8%
== gran- . 2
& 07:00:00 - T4 07:15:00 7 \0«‘9\ 5. [163.20.10.157] [163.20.10.140] 2001MB 8%
T 06:45:00 - TF 07.00:00 s
- 06:30:00 - 'F:F 06:45:00 "?0.;0.; 6. [1 63.20.10.1 56] [1 63.20.101 dﬂ] 1,5113 MB 6%
TE 061500 - T F 08:30:00 li63 7. [163.20.10.147] [163.20.10.140) 1602ME 6%
T 06:00:00 - TF 06:15:00 2010 16
T 05:45:00 - T 06:00:00 4. [163.20.10.149] [163.20.10.140] 14357 MB 6%
=E NS00 - A
05:30:00 - T4 054300 [163.20.10.155] [183.20.10.150] 9, [163.20.10.154] [163.20.10.140] 1155ME 4%
051500 - TF 0530:00
T 0500:00 - T4 051500 10. [163.20.10.159] [163.20.10.140) 1009ME 4%
TE NA-AST - - A0 .1
04:45:00 - T 050000 pe 11, [163.20.10.153] [163.20.10.140) 1063ME 4%
T 04:30:00 - TF 044500
049500 - TF 0430:00 o ) iF) [163.20.10.142] [163.20.10.140) BBSME 3%
— - g
& 04:00:00 - 15: ‘ 'y
0400:00 - T 041500 o R 1, [163.20.10.150] [163.20.10.140) BOME 3%
T 03:4500 - T4 0400:00 #
= 033000 - FE 034500 n§'9 5 ’ (3 18, [10.241.127.35] [163.20.10.201) WTME 3%
n k = G
& = o E 15, [163.20.10.151] [163.20.10.140] f7ZME 3%
§ 5 N
o 5 18, [163.28.38.13] [10.197.2.164] SI5SME 2%
s o
o

Other 4B3MB 2%



TOP Connections

v Sensor sFlow — Toplist Top Connections

Sensor Overview || Print This Toplist

Top Talkera @ ‘ Top Cnmemiuna@ ‘ Top Protocels ° ‘ session @

Siart Top Connections 2021/11/24 5 08:15:00 - T F 08:30:00 (Live Toplist, 83 % Complete)

End

202111724

T4 08:15:00 - T 08:30:00
T 08:00:00 - T 08:15:00
T4 07:45:00 - T4 08:00:00
T 07:30:00 - T 07:45:00
TF07:15:00 - T4 07:30:00
TEO7:00:00 - TF 07:15:00
T4 06:45:00 - T4 07:00:00
5 06:30:00 - T 06:45:00
T4 06:15:00 - T4 06:30:00
T 06:00:00 - TF 06:15:00
T4 05:45:00 - T4 06:00:00
T 05:30:00 - T 05:45:00
T 05:15:00 - T4 05:30:00
T 05:00:00 - TF 051500
T 04:45:00 - T4 05:00:00
T 04:30:00 - TF 04:45:00
T4 04:15:00 - T 04:30:00
T 04:00:00 - TF 04:15:00
T4 03:45:00 - T4 04:00:00
T 03:30:00 - T 03:45:00

hﬁ&}u.w.mn




Pos

20.

21.

22.

Source IP

[163.20.10.130]
[163.20.10.152]
[163.20.10.157]
[163.20.10.153]
[163.20.10.154]
[163.20.10.136]
[163.20.10.147]
[163.20.10.149]
[163.20.10.139]
[163.20.10.138]
[163.20.10.133]
[163.20.10.162]
[163.20.10.160]

[10.241.127.35]

[163.20.10.151]
[163.23.38.13]
[163.20.10.147]
[120.102.234.81)
[163.20.10.151]
[163.20.10.153]
[163.20.10.155]

[10.241.127.92]

Source Port

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

334

10000

10000

6921

334

443

10000

443

354

10000

354

6a21

Destination IP

[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.201]

[163.20.10.140]
[10.197.2.164]

[163.20.10.140]
[163.20.145.95]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.201]

Destination Port

63391

63874

63394

63393

63390

63883

63388

63513

63376

63392

63443

63314

63296

6910

63430

64372

63386

35021

634354

63387

63473

6310

Protocol

17

17

17

&

Bytes
2194 MB
2179 MB
2011 MB
1,846 MB
1,709 MB
1,306 MB
1,033 MB
1,039 MB
977 MB
937 MB
699 MB
694 MB
674 MB
637 MB
316 MB
303 MB
436 MB
291 MB
230 MB
216 MB
195 MB
138 MB

117 MB

[tems: ¥ 30

10%

10%

«1%

«1%

«1%

«1%



TOP Protocols

Sensor sFlow — Toplist Top Protocols

LENCIE T Print This Toplist
Top Talkers @ Tannnnentiuns@ Top Protocols ° session @

Start ! Top Protocols 2021/11/24 5 08:15:00 - T 08:30:00
End =] Pos Channel Bytes *
2021111724 1. Various 213 GB 96 %
T4 08:15:00 - T 08:30:00 % 2 WWW 762 MB 3%
T4 08:00:00 - T 08:15:00 4
g 3 Infrastructure 270MB 1%

TS 074500 - TE 02:00:00 % E
TE07:30:00 - T 07:45.00 0 4. NetBIOS 2410KE 1%
T&F 07:15:00 - T 07:30:00

¥ 5. Remate Contral 1,364 KB 1%
& 07:00:00 - T 07:15:00
T 06:45:00 - T4 07:00:00 Other 0 Byte 1%
T 06:30:00 - T 06:45:00

1to6ofb

TE06:15:00 - TF 06:30:00
T 06:00:00 - FF 06:15:00
TE 054500 - TF 06:00:00
TE0530:00 - TF 054500
TE 051500 - TF 05:30:00
TE05:00:00 - FF 051500
T 04:4500 - FF 03:00:00
TE 04:30:00 - TF 044500
TE 041500 - TF 04:30:00
TF04:00:00 - TF 041500
TF 034500 - TF 04:00:00
TE03:30:00 - TF 03:45:00

g
g



20.

21.

2Z.

23.

Source

[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20

[163.20

edge-star-shv-01-tpel.facebo..

[163.20
[163.20
[163.20
[163.20
[163.20
[163.20

[163.20

[163.20

I

.10.150]
.10.150]
.10.149]
.10.158]
.10.158]
.10.148]
10.147]
.10.147]
.10.157]
.10.157]
.10.153]
.10.153]
.10.156]

.10.136]

.10.152]
.10.155]
.10.152]
.10.155]
.10.159]
.10.159]
10.162]

10.162]

Source

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

443

10000

554

10000

534

10000

10000

10000

10000

Destination IF

[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[162.20.10.140]
[162.20.10.140]
[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[10.197.0.248]

[162.20.10.140]
[162.20.10.140]
[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.140]

Destination
Port

635291

63391

63313

63392

65392

65515

65332

653282

65204

65204

635393

63393

63833

63883

61112

63874

65445

63ET4

6354435

63376

63376

65514

65514

Frotocol

14

184

7\

Channel

Various
Various
Various
Warious
Waricus
Waricus
Warious
Warious
Various
Various
Various
Various
Warious
Waricus
Waricus
Warious
Various
Various
Various
Various
Warious
Waricus

Waricus

P

[163.20.10.150]
[163.20.10.140]
[163.20.10.149]
[163.20.10.158]
[163.20.10.140]
[163.20.10.140]
[163.20.10.147]
[163.20.10.140]
[163.20.10.157]
[163.20.10.140]
[163.20.10.153]
[163.20.10.140]
[163.20.10.156]
[163.20.10.140]
edge-star-shv-01-tpel facebo...
[163.20.10.152]
[163.20.10.155]
[163.20.10.140]
[163.20.10.140]
[163.20.10.159]
[163.20.10.140]
[163.20.10.162]

[163.20.10.140]

10000

635391

10000

10000

65392

65515

10000

65388

10000

63304

10000

63393

10000

638832

443

10000

554

63874

634435

10000

63378

10000

65514

Interface

27

26

27

27

27

27

27

23

27

25

27

27

27

26

27

Sender IP

[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204.241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204.241]
[163.20.204 241]
[163.20.206_249]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204.241]
[163.20.204 241]

[163.20.204.241]

Inbound
Interface

23

23

26

23

23

26

23

23

23

23

23

23

23

25

24

25

23

23

23

23

23

26

26

ITEema: >~ 2
Qutbound Bytes
Interface
a7 120 W
7 104 W
a7 95 ME
a7 29 ME
27 26 ME
27 26 ME
27 20 ME
a7 79 ME
a7 75 ME
a7 T4 ME
7 TZME
a7 &9 ME
a7 &5 ME
27 64 ME
23 61 ME
a7 60 ME
a7 59 ME
a7 39 ME
7 34 ME
a7 52 ME
a7 1 ME
27 46 ME
27 37 ME
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® Deployment and Usage

® Download the required zip archive

@® Extract the archive to your . By
default, this 1s %Program Files (x86)%\PRTG Network
Monitor\. Move the contents of the single folders to the
corresponding ones within the application directory.

® In PRTG, restart the core server: open Setup | System
Administration | Administrative Tools | Restart Core
Server and click Go!. This ensures that the MIB and lookups
are loaded before you run the auto-discovery.

® Create a in PRTG with the address (IP or FQDN)
of the device that you want to monitor and configure
the accordingly.


https://media.paessler.com/kb/2017/75561/data/Cisco+WLC+Templates+v0.2.zip
https://kb.paessler.com/en/topic/463
https://www.paessler.com/manuals/prtg/add_a_device
https://www.paessler.com/manuals/prtg/device_settings#snmpversiongroup

Cisco wlc 3504 snmp 5 E

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEME
Management SNMP v1 / v2¢c Community
Summary

v SNMP Community Name IP Address(Ipv4/Ipv6)

General lufhwro 203.72.154.0

SNMP V3 Users gk

Communities 203.72.154.0

Trap Receivers Tpencl2! 163.20.0.0

Trap Controls Tpencl23! 10.0.0.0

Tran Loas




® Right-click your new device, select Run Auto Discovery
with Template, browse for wlc and select the Custom
Cisco WLC Access Point Status v0.2 and Custom Cisco
WLC SSID Statistics v0.2 templates from the list.
Note: Using the auto-discovery with a dedicated device
template 1s convenient here because 1t automates the
creation of the custom sensors 1n an organized fashion.

® The sensors are deployed after a couple of seconds.

® You can adjust the or to your
needs later.



https://www.paessler.com/manuals/prtg/auto_discovery
https://www.paessler.com/manuals/prtg/create_device_template
https://www.paessler.com/manuals/prtg/sensor_channels_settings
https://www.paessler.com/manuals/prtg/define_lookups

https://kb.paessler.com/en/topic/75561-how-can-i-monitor-a-cisco-wlc-deployment-with-prtg

@ SIEAIEA
@ L TEFTEERzZIp AR -
O GEEERGEEIMNPRTIGC 127 i - BB T » 2 E%Program Files

(x86)%\PRTG Network Monitor\ - 5| Iﬁ(ﬁﬁi AR B R E
AR FE SR -

@ 7£ PRTG ft » EHTRAENZ LR Es ﬂﬁ—'ﬁSetup | RSB %@Iﬁl R R EI%
CVIRFEES IV B s T | . 32 I MECRAE IR T B Bhe8 3 2 Fii sk MIB Fl#& T -

@ 1t PRTG EP@EFH"V% AIZEREcFERYaE (TP 3¢ FQDN) glg—{ i i - e
Hh i, B SNMP /5%

O EfLﬁ%&Wlﬁ’ﬁﬁ;ﬂ f# > #4ZRun Auto Discovery with Template > 2 wlcilfi
1ty EECustom Cisco WLC Access Point Status vo.2f51Custom Cisco
WLC SSID Statistics vo.2f&Eff -

EE  REAERASEEA R D R E - R T e LA T
HEElEE € R E = -

@ HEEEATEEEE - \
@ EEIDUHERMRIB RS S5 a [LUE Ay -
@ &R



https://media.paessler.com/kb/2017/75561/data/Cisco+WLC+Templates+v0.2.zip?_ga=2.19748734.799150676.1652944490-363593015.1652944490&_gac=1.15461122.1652944618.EAIaIQobChMI_JeWwoLr9wIVEMWWCh37VwyzEAAYASAAEgJi9fD_BwE
https://kb.paessler.com/en/topic/463
https://www.paessler.com/manuals/prtg/add_a_device
https://www.paessler.com/manuals/prtg/device_settings#snmpversiongroup
https://www.paessler.com/manuals/prtg/create_device_template?_ga=2.54278894.799150676.1652944490-363593015.1652944490&_gac=1.49621906.1652944618.EAIaIQobChMI_JeWwoLr9wIVEMWWCh37VwyzEAAYASAAEgJi9fD_BwE
https://www.paessler.com/manuals/prtg/auto_discovery
https://www.paessler.com/manuals/prtg/sensor_channels_settings
https://www.paessler.com/manuals/prtg/define_lookups

T

@ | - PRTG APP [ #\
O wifi
O 4G
O vpn

® 2 PRTG ip
@ 3 - user name/password
@® 4 - password random
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‘ enable sflow

‘ create sflow analyzer_server 1 owner NTPC timeout infinite collectoraddress
163.20.66.142 collectorport 6343 maxdatagramsize 1400

‘ create sflow flow_sampler ports 1:1-24 analyzer_server_id 1 rate 1 tx_rate 1
maxheadersize 256

‘ delete sflow flow_sampler ports 1:1-24
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allVlan

’ DGS-3620
’ create vlan lan tag 5

‘ DGS-1510
. configure terminal

’ Cisco-3750X
. C3750X_CHT_F1-3(config)#vlan 5




s Evlan_port Accesc port

DGS-3620
@ Config vlan lan add untagged 1

[
DGS-1510

@ configure terminal

@ interface ethernet 1/0/1

@ switchport hybrid native vlan 5

@ switchport hybrid allowed vlan untagged 5

®
Cisco-3750X

@ C3750X_CHT_Fi1-3(config) interface TenGigabitEthernet1/1/1
@® C3750X_CHT_F1-3(config) switchport mode access
@ C3750X_CHT_F1-3(config) switchport access vlan 5




trunk port

DGS-3620
@ Config vlan default add untagged 1
@ Config vlan intra-1 add tagged 1
@ Config vlan intra-2 add tagged 1

DGS-1510
@ configure terminal
@ interface ethernet 1/0/1
@ switchport hybrid native vlan 1
@ switchport hybrid allowed vlan untagged 1
@ switchport hybrid allowed vlan tagged 10,20

@
Cisdo-3750X

@ interface TenGigabitEthernet1/1/1

@ switchport trunk encapsulation dotiq
@ switchport trunk allowed vlan 10,20
@ switchport mode trunk




DGS-3620
Sh arpentry

DGS-1510 ' c4-2B_0A
Sh arp

Cisco-3750X
Sh arp

Interfacea

Intarnat
Internsa
Internst

Intarnat




Dvmami &
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""" @Viandatabase o~

@ Vlan xx name LAN(Intra-1)

@ Configt

@ Interface vlan

@ interface fao/X

@ Switch port trunk encapsalution dot.1q
@ Switchport mode trunk (Access)

@ Switchport access vlan xx

@ Switchport trunk allow vlan xx,xx-xx

@ Ip add xx.XX.XX.XX XX.XX.XX.XX XX.XXX.XX.XX




IS Bt SRR EG

@ 1.vlanfsR BUE MR (E ML = 5 B

@2 L3 fE
@ 3. TEEEE T BAILR BT AR -
@ 4. 24 irewallHEHEL

@ 5. Z4EServerFarm | Bh
@ ML L AT HA S EE B
@ EUR 4G HEE




@ NslookupEDNS#ENT = £4172.18.x.X not 61.60.X.X

@ Ping cloud.ntpc.gov.tw doc2.ntpc.gov.tw

@ Tracert G5 HEE




@ Ping gateway

@ Ping wan

@ Ping firewall

@ Ping serverfarm

@ Ping gov

@ Ping nccu

@ Ping www.google.com
@ TracertEi%H

— AR S R

BEi:80723456----542 TAEH



http://www.google.com/
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