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https://vpn.ntpc.edu.tw/
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https://wifi.ntpc.edu.tw/
http://webnas.bhes.ntpc.edu.tw/wordpress/wp-content/uploads/2020/01/%E6%A0%A1%E5%9C%92%E7%84%A1%E7%B7%9A%E7%B6%B2%E8%B7%AF%E9%80%A3%E7%B7%9A-Eduroam-%E4%BD%BF%E7%94%A8%E6%96%B9%E5%BC%8F.pdf




Dlink DGS-1250-52X

* L2 Features — VLAN — 802.1Q VLAN
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Dlink DGS-1250-52X

* |2 Features — VLAN — VLAN7TE

VLAN H]

BEEVLANTTE

= eth1/0/1 (] g5

VLANIET] Access v Fich = zl=

TS HIIE EETH v eth1/0/1 eth1/0/1

AOE @ EEOER

VID (1-4094) 10

|| =8
NN S ——




Dlink DGS-1250-52X

* |2 Features — VLAN — VLAN/TTH

VLAN)TH

ECEVLANITE

5

VLANZET]

OlEFERIEUE

AOEBE

Mative VLAN

VID (1-4094)

Eh{E

IR
SLETEBHVLANEE

ERTES RIFmEIVLANEER
BENESISmEIVLANEER

eth1/0/47 mE:ED

| Hybrid v| i zs
EneE ‘]

® BFE O £

Native VLAN

i |

B2 v|

® =88 BES

| |

1

3,10,25,30-36

EH




Dlink DGS-1510-28XMP

default 1/0/20-1/0721,1/0/23...
3 MGMT 1/0/1-1/0/28 SRE T B
5 lan 1/0/20-1/0/28 1/0/6-1/0/19 REE idlis s
10 Intra-1 1/0/20-1/0/28 SRE T B
20 Intra-2 1/0/20-1/0/28 1/0/1-1/0/5 i ) e
25 voip 1/0/1-1/0/4,1/0/20-1 .. SRE T B
30 wlan 1/0/1-1/0/4,1/0/20-1 ... BE Tt B
31 TANetRoaming 1/0/1-1/0/4,1/0/20-1 .. SRE T B
32 NTPC-Moblie 1/0/1-1/0/4,1/0/20-1 ... BE Tt B
33 eduroam 1/0/1-1/0/4,1/0/20-1 ... SRE T B




Dlink DGS-1510-28XMP

b
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Dlink DGS-1510-28XMP

EEVLANTH
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Native VLAN
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ENE
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SLEFEEEIVLANEEE
EFE S RIZEIVLANEE
EAIESTEE0EIVLANEEE

eth1/0/28 BE:E:
Hybrid v s
EFERE v eth1/0/1

@ RA O =/
Native VLAN

1

IS

@ EBES O BES

1
3,5,10,20,25.30-36,70

ER




Dlink DGS-1210-10P

IPv4 Information

@ static O pHer O BoOTP

Interface Name |System |
VLAN Name [MGMT |
Interface Admin State | Enabled v |
IPv4 Address [10.228.17.100 |
Netmask [24 (255.255255.0)  v|
Gateway [10.228 17 254 |
DHCP Option 12 State: [ Disabled M
DHCP Option 12 Host Name [DGS-1210-10P |
DHCP Retry Times (0-120) [7 |

_ —n
I ————

Apply

System Name
System Location

Login Timeout (3-30 minutes)

[7518PC404

[5

System Information

Apply




Dlink DGS-1210-10P

Asymmetric VLAN [ Example ] O Enabled @ Disabled

Total static VLAN entries: 13
# Maximum 256 entries.

VLAN Name
1

NTPC-Mabile 01-10

32
34 cla

34 55 01-10
36

mac_auth 01-10




Dlink DGS-1210-10P

* VLAN — 802.1Q VLAN

VID
VLAN Name lIntra-2 | | Back | | Apply ‘

Port
Untagged

Not Member

20




Dlink DGS-1210-10P

* L3 Functions — IP Interface

Interface Name | |

VLAN Name | |

IPv4 Address | |

Netmask |24 (255.255.255.0)  v|

Interface Admin State | Enabled v |

| Add |

7 Maximum 4 entries.
ﬂw
System MGMT 10.228.17.100 255.255.255.0 Enabled Link Up Edit IPV6 Delete




LevelOne GEP-530

System Configuration

System Description GEP-05303.8.2
System Object ID 1361411225841
System Version GEP-05303.8.2
Num Network Interfaces |5
Serial Number 123
MAC Address 00:CD:88:60:29:6C
IP Address 0000
System Start Time 21-Days 18-Hours 37-Minutes 22-Seconds
System Date Time 2023/06/21 09:55:58 (Format: Year/Month/Day Hour:Minute: Second)
System Name 7535PG102
o~




LevelOne GEP-530

SNTP Configuration

Server IP Address 1 163.20.254 254

Server IP Address 2

Server IP Address 3

Time Interval (second) | 1600

Time Zone +5.00

Enable Status Enable w|
Last Update Time 2023/08/21 09:48:48

System Date Time 2023/08/21 10:00:21

Refresh Apply




LevelOne GEP-530

SNTP Configuration

Server IP Address 1 163.20.254 254

Server IP Address 2

Server IP Address 3

Time Interval (second) | 1600

Time Zone +3.00

Enable Status Enable V|
Last Update Time 2023/08/21 09:48:48

System Date Time 2023/08/21 10:00:21

Refresh Apply




LevelOne GEP-530

VID

20
25
30
31
32
33
34
35
36

VLAN Name
default
Management
Intra-2
VoIp
wlan
TANetRoaming
NTPC-Mobile
eduroam
class
wpa2
mac_auth

State
active
active
active
active
active
active
active
active
active
active
active

Port Member

[tloe1/1

[tloe1/1

[ulge1/1 [u]ge1/2 [u]ge1/3 [u]ge1/4 [u]gel/a
[tlge1/1 [tlge1/2 [tljge1/3 [tlge1/4 [t]lge1/5
[tloe1/1 [tlge1/2 [tjge1/3 [tlge1/4 [t]lge1/5
[tloe1/1 [tlge1/2 [tljge1/3 [tlge1/4 [t]lge1/5
[tlge1/1 [tlge1/2 [tljge1/3 [tlge1/4 [t]lge1/5
[tloe1/1 [tlge1/2 [tljge1/3 [tlge1/4 [t]lge1/5
[tloe1/1 [tlge1/2 [tljge1/3 [tlge1/4 [t]lge1/5
[tlae1/1 [tlge1/2 [tlge1/3 [tlge1/4 [tlgel/5
[tloe1/1 [tlge1/2 [tljge1/3 [tlge1/4 [t]lge1/5




LevelOne GEP-530

Static VLAN Configuration

vlan1 .
vian3
vian20
vlan25
vian30
vian31
vian32
vian33
vian34
vlan35
vian36

| Refresh| | Apply | | Delete |




LevelOne GEP-530

VLAN Port Configuration

(p=default VLAN member, t=tagged member, u=untagged member)

vian1 [tlvlan1
vian3 [tlvlan3
vlan20 [pllulvlan20
vlan25 [tlvlan25
vian30 [tlvlan30
vian31 [tlvlan31
vlan32 [tlvlan32
vlan33 [tlvlan33

vian34 | Default VLAN => | [tlvlan34
vlan3s [tlvlan35

vlan36 | Tagged => | [tlvian36

| Untagged => |

| UnMember <= |




LevelOne GEP-530

VLAN Port Configuration

(p=default VLAN member, t=tagged member, u=untagged member)

vian1 [pllulvlan20
vian3 [tlvlan25
vian20 [tlvlan30
vlan25 [tlvlan31
vian30 [tlvlan32
vian31 [tlvlan33
vian32 [tlvlan34
vian33 [tlvlan35

vian34 | Default VLAN => | [tlvlan36
vlan35

vlan36 | Tagged => |

| Untagged => |

| UnMember <= |




lelth s

* |P Basic Configuration — IP Address Configuration

IP Address Configuration

Line ltem VLAN ID IP Address /| Subnet Prefix DHCP Client MAC Address
K | | |  Disable v 00cd 8860.2870
1 Disable 00CD 8860 2870
2z 3 10.22817.151/24 Disable 00CD 8860 2870
Refresh Create VLAN Interface Delete VLAN Interface
Set IP Address/DHCP Client Delete IP Address Help




el D 530

. |Target Address/Subnet perfix |Next Hop

| Item

| Target Address/Subnet perfix |
| 1 | 0.00.0/0

Host Static Route Configuration

Next Hop

| 1022817254

Refresh

Apply

Delete

Help

* |P Basic Configuration — Host Static Route Configuration

| Distance |

I

State
active




Wireless LAN Controller
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Cisco 3500 Series Wireless Controller

thal
e Iclls'clo' Cisco 3500 Series Wireless Controller Q AP or Client Search Advanced & %

EoL Help: Please Click here to check if one or more Access Point(s) in your network are in End-of-Life phase.

NETWORK SUMMARY (+] ,
Wireless Networks Access Points Active Clients Rogues Interferers
2 4GHz 0 APs 2 4GHz 0
5GHz Clients 5GHz 0
ACCESS POINTS = x OPERATING SYSTEMS x
BY USAGE

== 758APG101
T58APD401
758APD402
758APH102
= 758APB303
= 758APA404
= 758APH106
758APH303
= 758APB501
= 758APG502




Cisco 3500 Series Wireless Controller

ACCESS POINTS
o 24GHz

AP Name +
4

IP Address

Usage v

Uptime

A

Throug. ..

Channels

Interf._.

W

T58APA401

T58APA402

T58APA403

T58APA404

T58APAS01

T58APA502

T58APA503

T58APA504

758AFB302

10.228.17.28

10.228.17.29

10.228.17.30

10.228.17.31

10.228.17.24

10.228.17.25

10.228.17.26

10.228.17.27

10.228.17.40

234.8 MB

44 0B

3.1 GB

54 GB

1.2 GB

45.2 MB

51.1 MB

1.6 GB

3.4 GB

12 Hours 57 Min...
12 Hours 57 Min...
59 Days 23 Hours
59 Days 23 Hours
59 Days 23 Hours
59 Days 23 Hours
59 Days 23 Hours
59 Days 23 Hours

59 Days 23 Hours

6304 bps

0

(116,120)
(108,112)
(100,104)
(128,124)
(124,128)
(100,104)
(149,153) (116,120)
(100,104)

(100,104)




Cisco 3500 Series Wireless Controller

CLIENTS

Wireless
2 4GHz 0 Fastlane 0

5GHz 72 Analytics 63

IPv4 Address v | AP Name # X ‘ Protocol v | Connectio... V‘ Status V‘ Signal .. v | Signal ... v | Usage .. V| WLAN SSID
.| 4

10.181.69.106 T58APA401 802.11ac 400 Online 29 -64 7.4 MB class
10.201.71.207 T58APA401 802.11ac 360 Online 27 -66 11.8 MB NTPC-Mobilez
10.181.68.192 T58APA401 802.11ac 360 Online 32 -61 6.9 MB class
10.201.70.186 T58APA401 802.11ac 360 Online 31 -61 10.8 MB NTPC-Mobilez
10.201.70.103 T58APA401 802.11ac 400 Online 29 -64 7.2 MB NTPC-Maobilez

10.181.69.25 T58APA401 802.11ac 400 Online 27 -66 6.9 MB class




1sco 3500 Series Wireless Controller

802.11a > RRM > Dynamic Channel Assignment (DCA) res

Dynamic Channel Assignment Algorithm

Channel Assignment Method @ Automatic Interval: AnchorTime: \
OFreeze Invoke Channel Update Once | ‘
OO0FF |

Avoid Foreign AP interference Enabled

Avoid Cisco AP load (J Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference [J Enabled

Channel Assignment Leader WLC758 (10.228.17.1)

Last Auto Channel Assignment 426 secs ago

DCA Channel Sensitivity (15 dB)

Channel Width ©20 MHz © 40 MHz O 80 MHz O160 MHz ©80+80 MHz OBest
Avoid check for non-DFS channel [J Enabled

DCA Channel List

56, 60, 100, 104, 108, 112, 116, 120, 124, 128,
132, 136, 140, 149, 153, 157, 161
DCA Channels




Cisco 3500 Series Wireless Controller

WLANSs > Edit 'NTPC-Mobile’

General | Security

| QoS | Policy-Mapping | Advanced |

Profile Name
Type

SSID

Status

Security Policies

Radio Policy

Interface/Interface
Group(G)

Multicast Vlan Feature
Broadcast 551D
NAS-ID

1lax Status

' NTPC-Mobile \

WLAN

'NTPC-Mobile \

Enabled

MAC Filtering
(Medifications done under security tab will appear after applying the changes.)

|802.11a only  v|

|v32 v/

(] Enabled
Enabled

|I'IOI'IE

Enabled




Cisco 3500 Series Wireless Controller

WLANSs > Edit 'NTPC-Mobile’

General |.Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security & | None i

MAC Filtering 2
Reject Private MAC Clients [

OWE Transition Mode B

Fast Transition

Fast Transition | Disable v |




WLANSs > Edit 'NTPC-Mobile’

Cisco 3500 Series Wireless Controller

General | Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer 3 | AAA Servers 5

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Overwrite interface [ Enabled

Apply Cisco ISE Default Settings (JEnabled

Authentication Servers Accounting Servers
Enabled Enabled
Server 1 [1P:203.72.154.101, Port:1812 v || 1P:203.72.154.101, Port:1813 v |

Server 2 |1P:203.72.154.102, Port:1812 v || IP:203.72.154.102, Port:1813 v |

Server 3 | None hd || Mone V|
Server 4 | None hd || None V|
Server 5 | None hd || None V|
Server 6 | None hd || None V|
Authorization ACA Server Accounting ACA Server
U Enabled U Enabled
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