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Single mode Fiber
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Multimode Fiber Multimode Fiber
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Catbe Caté Catba Cat8

Types of Ethernet (LAN) Cables

- Choose the Right Cable for Your Network -

Speed
e
m Up o W Ghos

Speed fpmed
A A A
Up 1o 1 Gbps m Up 1o 10 Glps ﬁ Up to 29040 Glbps
(10 Glspa up 1o 55 m)
@ Handwdih Handwizih Haruferih Barchwadrt
250 MHz 500 M-z &0 MMz 2000 MMz
My Deptance Mlax Distance Maa Deitance bl Distance Maa Dislance Mas Dealance

00 m £ 100 m 100 m 100 m 0 m Wm

Speed & Performance Scale

100 Mbps 1 Gbps 10 Gbps 15/40 Gbps

2 45 https://supremeindia.com/blogs/blog/types-of-ethernet-lan-cables-chennai
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LC ST SC FC MTP/MPO

FLABFIRE - 2E @ 4L https://reurl.cc/NIXWL6E
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0S1/0S2

%*ﬁ:’c#ﬁ

e

OM1/0OM2 OM3/0M4

FEEEFRME - BEELE https://www.runasia.com.tw/article.php?slug=fiber-os2-om3-om4-om>5-specifications
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A& ERTS - JC Al

Optical Fiber Core Diameters

Different Modes
62.5 ym 50 pm Single-Mode (9 um) / \
T /\ )
~ N\ N
125 PI Multi-mode Fiber
OM1 Multimode OM2/0M3/0M4/0M5 0S2 Single Mode
Multimode

i . . . Single-mode Fiber
Figure 1: Optical Fiber Core Diameters
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PFER AR - [FEHEE4S Cable

BZELE:
https://www.pewc.com.tw/zh-tw/products-detail.aspx?id=39
https://www.lelylink.com.tw/coaxial-line/high-frequency-coaxial-cable
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GE-0/0/1
i #port

XUMNBA—5 > 55T 02-8072345653 14531 - 532
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Interface (77H) EPRRFEEHEMREETE

| s HY & AE X E fié
EiEE o ‘ ]
SENEEPRIAKECE IP il « VLAN « EEE2E > EEHHE
By NHEHA -

R HEUTPA Y

CABLE UTP4p44t PHECMIMER  CABLEY:Al v
GE-0/0/0 GE-0/0/2

GE-0/2/0  GE-0/2/1

GE-0/0/1
i 5 port




ARP - Address Resolution Protocol

ARP @it

——— Address Resolution Protocol

| ARP Z{H7Z ? | e TIE @" ARP HEE;
| ARP (fiftfiiniBE) 28 | Host A . Host B
AR RS - -i Switaty -i o QERE—EEEEREEEN
IPv4 {if ik S| MAC {iht
HEE - BESONEES o FEHE Pva (IhtR MAC {iTht
B IP i 4tes » WEiEE 192.168.1.10 192.168.1.20 . ;
ARP TEi8H 78 MAC {ibt - AA-AA-AA-AA-AA-AA BE-BB-BB-BB-BB-BE HHBRBAREUFR ARP Cache
| AREEL KRS E o ERSH - BEELFRMEN
WikHE - (o) AP Reest: MR 12168120 WM 204010 ww || mac
| Brodadcast)
192.113.1.10 @ 2 ARP Reply : 192.168.1.20 ¥ B88-BB-BB-BB-BB-BB Iu::m -
BB-BB-BB- . @ EU8 MAC & - HRE0T] s E f’uﬂ m R AR
€ e e e e e e »

BE-EB-BB

ARP Cache #8881 (T A) ! - ! TREEREREES MAC (i

— IP it MAC {izht
TRIES a 192.168.1.20 | BB-8B-BB-83-BB-8B | | !—. g TREREMES MAC ik

2 -
ip neigh

A\ ARP EHEEHMY - THEAS ARP Spoofing / ARP Poisoning
Legacy/Linux arp -n n ﬂ +EERGESETHRRTEE  fl Djrl'ral'l'li': ARP ||'|5|'.'1E1‘:|im'| EEE‘E [ﬂﬂﬁﬂ ARP Spmflng}

A\ ARP RIS IPvd ; IPv6 {E Neighbor Discovery (ND)

O THEESEH ARP EAE

o

@ ARP BIBOERS < 18 IP (it 88 MAC {4l » AE@nsnE B ERRERY -
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’ ! o——=_ Simple Network Management Protocol —

SNMP 2HE? EDAf
SNMP M SHNMP Agent (TR E)
SNMP ([E 5 RREREE) gen

E-HEAXERE. EER Eﬂl (GET / SET )
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Bk, (ERSEEA, —
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Switch#tshow

FJun 28 23:89:34.108: X5YS CONFIG I:

maC

Switch#show mac addr

Total Mac Add

DYMNAMIC
DYNAMIC
STATIC

==

Configured from conscle by

consocle ad

Flooding

Forwarding

Discarding

Switch

Port 1 Port 2 Port 3 Port 4

' ' }

Switch

——— H

Port 1 Port 2 Port 3 Port 4

| }

Switch
X

Port 1 Port 2 Port 3 Port 4

Data frame

RIS
Mac Address Table




Switching

Switching f§7T

Layer 2 Switch BIE A T{E

7 ™
© Learning (B%iRE)
Data Frame « WEEE MAC (SMAC) MAC / CAM Table
it A Switch
« % MAC + VLAN $FES|H# A RSO MAC VLAN Port
h - SEFEREHATES (Z{CEM) 00:11:22:33:44:55 | 10 Gil/on
L
\ P

@ Forwarding Decision (HB#)
HEXHEN MAC (DMAC) - SREM(ME

ar = = e
- Forward (%) [ (<) Flood (iZ3#) | | € Fitter/Drop (B#ER)
DMAC 7E[E VLAN % * Broadcast - BRTEIER (BE—ER)
Eliie « it ie + Unknown unicast « HESEME (40 FCS §8)
« Multicast (FMFELDE) « STP [Hi$ - VLAN FFF
« B2 JACL BHEERT
Rix Pt —1R i%[E VLAN FRER
(BRI ER) FES

O HHBE (TRMRE)  VAVEERE  oSARGEE  REEN/EE  MACEL (Rinoon)
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HFTBIWindows CMD i A

7gconfi /all
ESEAEE IP F1 MAC A-RESE(ZREht)
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@ *EEES =SETER E=8 o T
C:xipoconfig <all T

L [ i

Windows [P 55/F

{-FC

Intel 21148-Based PCI Fast Etheenet Adapt

. B8-@3-FF-2A-F2-89
: aE

=

A

Fedl:a

192.168

Cd e a EBm = p i

'mJF"“ : : — . 192.168.131.25-
DHCPu6 IAID . . . . . . . . . . . z 234882047
DHCPue FHEUE DUID. . . . . . . : BB-A1-BA-81

s 16H.75.1.1
168.95.1%2.1
HetBIOS over Tepip - - - - - . . .= Eﬁﬂ;
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https://macvendors.com

Find MAC Address Vendors. Now.

Enter a MAC Address

Micro-Star INTL CO., LTD.
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TE=Zvlan

®  VLAN ( EEBEA « Virtual Local Area Network ) B2 —E@AKEHEM  ARES—HIBERER
BUZERERE - EEEEFRTRE 7/ BANRERRELY  HRTHUR AR BEED -
VLAN SILIR B A Rle9F kKBl 7 - tLINIREEFY - DEESNEE B RE  AIERBURFARADIEMN
E e ERItEREY VLAN & -

VLAN I EZEEEE

1. BEEBEEY . AR VLAN ZEMREZREEN  REEREMENS EL B IEHT A
i# . Rl RS AR ERE -

2. M{EMBEE : JLURBINEENF KRB DER  ARBENVIEME  HEEEMETHEER
= .

3. MORERR . BEREE S RSB VLAN TLUR )V EfABRANRIERE  RABBNE -

®Z VLAN BRAGEEEY  ETUNERERENERIR -

2026

VLAN ( Virtual LAN - EHEHEE ) -

SER—aERRRmE L - EEt)S NS ER IR Layer 2 #18 -

fHlan -

[F—2& Switch

b vian 10 - fTEUER
|- viAN 20 - HEFEER
L vLAN 38 - IATFIFER

=4 T
« —{& VLAN = —{@& Broadcast Domain
B VLAN — Switch HiE##E
FE VLAN — FEZ Router / L3 Switch E&H
Access Port — BEEE— VLAN
Trunk Port — BT 802.1Q EEEZE VLAN
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VLAN FAZ2IE—S TR Switch - EI8 FUI T ¥ SI/IIAY Switch -
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ftEEEVLAN BEhR



VLAN ID | VLAN NAME A8 EZ
3 MGMT 10.228-229 {2 K4RHE}.x/24
5 LAN 163.20 (B K4RIE}.x/24 |, 10.251.{8 R 4mH5E}).x/24

10 Intra-1 10.231{2 405} .x/24
20 Intra-2 10.241 {2 4R1ELx/24
25 voip 10.243 {2 R 4RH5].x/24
32/42 NTPC-mobile 10.213 {2 4RH%E}x/24
33/43 eduroam 10.215 {2 AmbE}.x/24
34 class 10.217 {22 4RH%E}.x/ 24
36 mac_auth 10.247 {2 H4RHE}x/24
70 Intra-7(10T) 10.239 {2 K ARTE}x/24
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g1 EIRVLAN?

FiEvlan tagging

4 Bytes

Destination Source a2 10 Frame
Address Address VIAN Tag | T¥Pe/len Uata Check

Z Biyhes | 2 Bytes (Tag Control Information) |

Tag 1 Canonical

Protocol F?Er, Formal VLAM ID

D [:j"gﬁ - (12 Bits)

OxB8100 " (1 Bit)

F{HRAZE: 7 #EACFRAZSY1r
u i u o’ Ny !T!
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VLAN

Access port vs. Trunk port




VLAN

AEIVLANSE R B18?

— EiBRouting

A[[ VLAN Fa'iB‘LE:E %18 Routing

@ rc Amanim . REVLAN BR
Ak fiE 192.168.10.1 RS R »
(m __ Wit FaEEEER
- |
L2 Switch ‘
192.168.10.10/24 w_,m 10 |
- Trunk
' (802.1Q)
w.nu 20 |
Eﬁ |
192.1aa.zu.1ufz4 O rcs i © sanmizs
#EE VLAN 20 83
o %3 @ Baz | @ B2
mEE B M IR VLAN

s .
Router / L3 Switch

VLAN 10 Gateway
192.168.10.1

VLAN 20 Gateway
192. 158 20. 1

€) B:mEiET Routing
(Inter-VLAN Routing)

_____________________________

=215 Routing
(Inter-VLAN Routing) |
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BE & Aipconfig /all EERL O
’]lPﬂ_'H' 15?2 192.168.131.65

IEREERS a-r"n_ﬁrﬁ 00-03-FF-2A-F2-89

’]’E’JIPtZ]ﬂHY?E"’ F&) / BE)(dhcp)

R F 4R S 2 RS FIEFE? 255.255.255.0 — /24

R EI’JgatewaynE' 1‘|‘Fﬁ L3 switchAJIP
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DHCPu& fnfn ........... . 234882047
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DHS {EJfEeS - - - - = = = « =« = - .= 168.95.1.1

HetBIOE over Tepip . . - - - . . .= ()
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No, your local address? 127.0.0.1

| mean, your physical  4.20.€9:4F:73:2E
address!




t0{E1E WHOIS RZE

I P —e L IP 157.42.20.132 &6 +—
1. ENHE :
COWHOIS F2EHEEA .

Q[ P:157.42.20.132 [[OF) ==b ¢ mesuEr/ 88
AHEE,
2. TRHMUEES )

Whois IP 157.42.20.132 Updted 6 daye 2o : inetnum : &4 1P KM TRESREE,

Domains Hosting Websites® Email Security Whois Deals 157.42.20.1

inetnum:  157.32.0.0 - 157.47.255.255 l I = |
% [whois.apnic.net] |/“) \ P o |
% Whols data copyright terms http://wei.apnic.net/db/dbcopyright.html netname: RELIANCEJIO-IN /_,[ descr: BERTRIENENEREH ]
% Information related to '157.32.8.8 - 157.47.255.255" descr: Reliance Jio Infocomem Limited /,-;[ country : BIRER, AR IN (D) J
country: IN 1 (
% Abuse contact for "157.32.8.8 - 157.47.255.255" it 'ip,abuse@ril.com’ L /—‘ org : SHEEHE
org: ORG-RJIL1-AP J N TR o T
inetnum: 157.32.0.8 - 157.47.255,255 status : LCHAEH RRE
netname: RELIANCEIIO-IN status: ALLOCATED PORTABLE abuse-mailbox: |
descr: Reliance Jio Infocomm Limited . /—) MEER, NNER. DEREANBSEEE
country: N abuse-mailbox: [abuse contact] - e : = — \
ore: OR6-RILLL- 0 , Erthrtr
admin=-c: RITL1-AP I"OIJ'I'.E. 15?.42.2(’-“1"24 E :'—_—_— _EE_A_S&“_ Eﬁi
- . origin : :
tech-c: RIIL1-AP Al |
sene - origin:  AS55836 77| @ as zazanss
abuse-c: AR1822-4AP — - — -
status: ALLOCATED PORTRELE - L _—>»| source : iHEHEMMEN,
remarks : L SoureS; ABNIC ) ng’!_ﬂ'ﬂ!l?_
remarks: To report network abuse, please contact mnt-irt = 4

Report invalid contact via www.apnic.net/invalidcontact

remarks: For troubleshooting, please contact tech-c and admim-c 3. ﬂﬁﬂﬂ%ﬁ '\-.
remarks: -,

PEMAFKS:  —m-mmmmmmmmmmmmemmmmmmmmmmmmmmmm-memmmmemmmmmmmmmmmmmmen . @ EE P MR ANEER 157.32.0.0 - 157.47.255.255

mnt-by: APILEC T @ BEREWE RELANCEJIO-IN

mnt-lower: MAINT -IN-RELIANCEIID

mnt-routes: MATNT - IN-RELIANCEIIO @) 1EBAEEE R Reliance Jio Infocomm Limited

mnt-irt: IRT-RELIANCEIIO-TIN

last-modified: 2028-88-19T13:87:38Z L a EREIER ASS5836 BISPAE, WRARE APNIC

source: APNIC s 4

. B WHOIS S IP/ BEfBAEN. BRI, BRRMREHESR;
FRE—ERAETEIEA.

https://www.whois.com
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L e - 4" realtek PCle GbE Family Control.. %
EBRN)... EEERL) |

BT BER TR Microsoft I8 F00R®




IP -DHCP

DHCP &t =

Dynamic Host Configuration Protocol

E{Ei##E (DORA) STEITTER

.

DHCP (BELBRTRT) 2—1 Client Switch / Network DHCP Server
AEiSE (P i EiRgeNnEBE - (HPEX) (3Zm /) (=R ) ® o EBTE P il
SR FHNHGRED FER -
DHCP {EliE3E o 2 Eh 1R £ IP ikt - —n
FREEN - MITME - DNS F3lH - S— @ EhERRENE
HLOFPEETRBERATERNE - | 1. Discover : Client B DHCP Server EBIEY (Lease)
- 2. Offer : Server BETH IP HER = BTEUWMERA
cons o 3. Request * Client INRERE 1P . BERER - B
- FEEE Wi-Fi @88
— - 4. Acknowledge © Server iR mERTh
—— L @ EERRENRE
- . P {iz 4 - 192.168.1.100
HRS. s v—| FWMBER : 2552552550 DHCP Relay
= wmEemu - 192.168.1.1
DNS : 8.8.8.8
BRIEHE g =R THREE
@ P it E * HEREBLS Lease : |P #EAHAR
fia TRHEN 2 o ARHEH—EE -
R tion : P
[Ep 0 o @ . A THERN eservation

&) Ons B®s
@ HYEM (Lease Time)
£F RAEEA (80 NTP - PXE)

( € D©HCP R UDP 67 (Server) 8 UDP 68 (Client) - TE— )
“@° DHCP MEEREENE IP NERSY  REEN £ EE  BEREES- 3

M » GRESLY (Reservation) BEEBRME Scope : R E{ILEE

@ « B4 DHCP Relay 35 VLAN/ FHARAR

oA

Relay - ¥ DHCP IR DI R hEER




IP - IPv4

Most 172 . 16 . 254 . 1 D:;td;uir:a'
significant ., . ’ .

bit ™, Binary
10101100.00010000.11111110.00000001 A
N\ )\ )\ RN j NUmDenng
Y Y Y Y
/ 2% 3ed 4™ Octet's order
"\___ ___/,-’
_-\\’f_

32-bit (4 bytes)




An IPv6 address (1n hexadecimal)

IP IPV6 2001 :0DB8 :AC10 :FEO1 0000 :0000 :0000 :0000
[

¥ ¥ ¥ \ AN '

|
2001 :0DBS :AC10 :FEO1 :: Zeroescan be omitted

VNS

0010000000000001:0000110110111000:1010110000010000:1111111000000001:

0000000000000000:0000000000000000:0000000000000000:0000000000000000

. s AEAERIRREN 6 4F (TCPIPVE) B ®

AEIR 2E -

AR ORTORBETAL T HITLEORT P RE 8 CERENMARASTRRAES PG
¥  Intel(R) Ethernet Controller (2) 1225-V BT

EESAERETHEEO): O ERRE 1PV (D)
O EATH IPv6 a(9):

v 5 AESEAFRGEN 4 (TCP/PW)

1 Microsoft Metwork Adapter € T Hill IPv6 {ZHE(D: 2001:288: (5% W):(vian): (ipv6E ZH) — IPvEO
¥ 2 Microsoft LLDP MRIGERES X ZiE3E :
FREENERRL: 64
¥ o RESRERRREN 6 I (TCP/PvE) =
¥ 4 Link-Layer Topology Discovery Respi WMD) 2001:288:(RE M) (vian)::f — Gateway
¥ _ Link-Layer Topology Discovery Mapj
a Hyper-V E @R ENTAH @A ONS ERBOLE
3 O ERT 57 DNS R B CRE:
=&(N)... IER = DNS EEHE): 2001:288:2200:121::153 — R#E=.LDNS1
=D it DNS @8 2001:288:2200:121::154 — B> LDNS2
TCPAP B 6 + MIERZ AR BT RIAE
RREPNAR .
)Rl REL 2ENY..




IP

VS.

Deployed 1981 Deployed 1998
32-bit IP address 128-bit IP address
4.3 billion addresses 7.9%x10°® addresses
Addresses must be reused and masked Every device can have a unique address

Alphanumeric hexadecimal notation

50b2:6400:0000:0000:6c3a:b17d:0000:10a9
(Simplified - S0b2:6400::6c3a:b17d:0:10a9)

Numeric dot-decimal notation
192.168.5.18

DHCP or manual configuration Supports autoconfiguration

https://www.avg.com/en/signal/ipv4-vs-ipv6



https://www.avg.com/en/signal/ipv4-vs-ipv6

IP

IPv4 / IPv6 : Network ID £ Prefix bt [E]
—REEA U SR - S - Prefix - AJHEERS

e

IPv4
o B 32 bits (4 bytes)
o Bk 192.168.1.10

%l : 192.168.1.10/24

® #ij 24 bits = Network ID
® i 8 bits = Host ID

ﬁ

IPvb

« RE : 128 bits (16 bytes)
« Bi& : 2001:db8:1234:1::10

Network Prefix Interface ID

#l : 2001:db8:1234:1::10/64
® i 64 bits = Prefix

® i 64 bits = Interface ID

2. Mask / Prefix EEE
IPv4 | IPv6

[E #FAR Subnet Mask g% /Prefix | EEEER /Prefix
* HREH /24 = 255.255.255.0 | /64 = BER LAN Prefix
%N UHES Network ID + Host ID | Prefix + Interface ID
@ Rz AEAMBRTRIARE |  ACESRDRBERE !

e

IPv4 §f : 192.168.1.10/24
e Subnet Mask : 255.255.255.0
o Network ID : 192.168.1.0
e Host §EM : 192.168.1.1 ~ 192.168.1.254

24 bits network £ bits host

, FINEEEE

_

3. BIFIRR |

IPv6 §Efl : 2001:db8:1234:1::10/64
® Prefix : 2001:db8:1234:1::/64

* Network 884 : 8l 64 bits

* |nterface ID : & 64 bits

64 bits prefix 64 bits interface 1D

OSBRI T T T TTT 11171

@ 1Pv6 —MEFER IPv4 F5HE3% M0 IR 5 it |

@ (2

IPvd Y
IPvE #FH
MNetwork ID $#£& HiEE /Prefix

Subnet Mask —E /K

b e -

O EE IPva B IPve EOBHIER, B2 THERAK  #WETH/NE)
ZREEE « WEREER Prefix -

4. — )55 RIFECIE

1
e

/24 f.F&Ei 24 bits % E Prefix, ScHIH

R@; /64 RN || (H—RREHR-
64 bits RAIM | | W—RREH/NE

A Y




IP - DUAL STACK

IPv4/1Pv6 Dual Stack
HH#T‘—JEI:.:{E:WI'J%EFEM IPv4 1 IPv6
E E%E%‘%‘Ji-iﬁiﬁuijt*ﬁiﬂ’ﬁ'}

5 SZIRFERESE IPve PR o

B IPV6I{EI:




IP - WAEIP

vs. SMEIP

Used with LAN or Network

Used on Public Network

Not recognized over Internet

Recognized over Internet

Assigned by LAN administrator

Assigned by Service provider / IANA

Unique only in LAN

Unique Globally

Free of charge

Cost associated with using Public IP

C
L
L

Range —

ass A-10.0.0.0 to 10.255.255.255
assB—172.16.0.0 to 172.31.255.255
ass C—192.168.0.0 —192.168.255.255

Range —

Class A-1.0.0.0 to0 9.255.255.255
11.0.0.0 = 126.235.250.200

Class B-128.0.0.0 to 172.15.255.255
172.32.0.0 to 191.255.255.255

Class C-192.0.0.0 — 192.167.255.255
192.169.0.0 to 223.255.255.255




IP - SMEIPTZ A A

WHY? www.shodan.io

EE 10.251-252.{ 2% 4R15}.{1-50,220-253}
dhcp 10.251-252. {2 1%#R15}.51-219




IP - SMEIPIE A N4E WHY? www.shodan.io

wa rch?query=NET%3A163.20.0.0%2F16 o )

IS 163.2000 [

e el . & ntpedutws00T e
61 HTTR/1.1 382 Moved temporarily
= Server: nginx
Manager (DSM) 5 o g o Date: Tue, 11 Aug 2026 21:22:54 GMT
i ;a;man Transfar-Encoding: chunked
: Connection: keep-alive
Manager (DSM) - G Kegp-Alive: timeout=2a
Cache-contrdl: no-store
4 Location: https: S 5151
3
163.20. 9% ==

Manstry of Educabian Compuléd

B Tamwan, .

EE 10.251-252. {2 K 4715}.{1-50,220-253}
dhcp 10.251-252 {2 K4RE}.51-219




IP - NAT

A IPEFHRIMNEIP

L

LANL IP / SM (vlan5)

163.20.182.64/27

w

M

MAT IP Range SRX4200

w

163.20.182.90-163.20,182.93

[
LANL GW (vlan5)

163.20.182.94

163.20.173.0/24

163.20.173.250-163.20.173.253

163.20.173.254

1183.20.120.0/24

163.20.120.250-163.20.120.253

163.20.120.254




~ NATHEn &

Network Address Translation

1) NAT 28 ?

2) BiFRIE

NAT (SESiIitMin) B—WERSHIE
EURGACE E o 35—48 1P (e || pﬁﬂﬁ i NAT 88/ [ Intemet g 9 Wm#LHE IP ikt
—48 IP (it BOEEH - B ROMED B <k 4
IEMEEST IP MRESELE P 192153111}
MEsm@ERTLAERARNLH e A B LT A B S
fuht £ -
e . e ’“ "45.2?" BRRRA - %
(PyEBiAEE) (ShEBemEs) 19: 168.1.30 .
. |- [ i NAT W RER (PAT) @ B i b

. . vl Py &R 2K i W

192.168.1% | 203.0.113.5 | 192.168.1.10:5001 203.0.113.5:40001 i NAT 755
\ J - | 192.168.1.20:5002 203.0.113.5:40002 3 4 T ]

NAT W A2ER B0 + LG FEE I IE WA T 48 - L y

Static NAT : —H—EEH A @) sesmAR—EL@ P LA A TnpEsnesg

Dynamic NAT : IALIE2HE S HHEHAS Web/NAS/MEMEE || M) XEBEREM NAT Traversal

PAT/NAPT : SH—+ & Port B% || Ll gmossfemss il R A\  Port Forwarding 1872 I8 183 RE M IEBR

Port Forwarding - : :

i)y A L U & AcL/Firewall EEEERE 1 A BEsRESERQLR Port WS )
L - @ #ata%RES : 10.0.0.0/8 - 172.16.0.0/12 + 192.168.0.0/16 ]

© NAT B9 © BASBIE IP SRS AF 1P ARERRT LALRSWREN,




IP - NAT IP POOL

A4 IPERHAIMEIP

Breaking reCAPTCHAv2

Arviroan Ploarnai, Tobsas Yonichal, Hocar Walien baolas

L ages sndmndd the ofaacy of ompdidsng sifvancad maobard Sdemar] P ol B bl CaiRohuial Broem Gaiagi 8 A T LI pmlar™ WS O i e i et il
B et BNl GhREEEESDN Dl Mden Aol & Tl Ak Ol B0t EODFS of P digiloPuid. sfuls Pearyvelnil wedill Otky Bodeid O T % Fuilii=add Do Fealiodgs el 1
Bl 15 Dl Bhe capdohas = reSATTT CHAYE Thea wrplad ha! Surse™t Al fadtraisped o0 aepasl afvants] mmags-haied capiohas Wa aled Eoa o iar e B & deil

Py S A e R ARETeT el e b Ll B el o el DR Code W cetew e mcre kel Tl Dalitele

1%163.20.{ 2145 1%}.250-253 % H » BB ERREFAEIP

MERS « ITAEERR(PEEE) - IPPBXENILEME « NAS - EDREE « BH5H...




IP - IP Routing

IP BRIV T{EIRIE
—{& aﬁ‘ SRR H A ISR IP thilhT » HEFWIERREE S

FERASEEERARAETSEN TIT—8BE ) B H@éu
i R 4K EE’JiHJ o 1I5{ABFE Pl g T &R 18 2% 1{[E kS FH 25 A AN [B HY AR ER ©




IP - IP Routing

Windows CMD #iA
ping 8.8.8.8 -t

EEBIEFELRGoogle

PS C:\Users\oduor> ping 8.

Pinging 8.

Reply
Reply
Reply
T RY
Reply
Reply
Reply
Reply
T RY
Reply
Reply
Reply
Reply
Reply
Reply

Ping statistics for
Sent

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

1.9]

2]

1.9]

2]

03 0o

1.9]

0a

00 0o
® o
o o
o ®

Packets:

03 Qo -

02 00 00

1.9]

2]

1.9]

2]

03 0o

0d

0a

03 0o -

02 00 00

02 09
o «

0d

0a

0d

0a

D2 00

0d

0a

02 00 0o

0o

0d

02 00 00 02

0d

02

D2 02

0a

0a

bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

8.8.8.8:

15,

3} with 32 bytes of data:

time=1dms TTL=59
time=14ms TTL=59
time=54ms TTL=59
time=144ms TTL=59

Receilved
Approximate round trip times in milli-seconds:

time=14ms
time=19ms
time=76ms
time=33ms
time=13ms
time=58ms
time=33ms
time=19ms
time=15ms
time=15ms
time=14ms

= 15,

TTL=59
TTL=59
TTL=59
TTL=59
TTL=59
TTL=59
TTL=59
TTL=59
TTL=59
TTL=59
TTL=59

Lost =

@ (0% loss),

Minimum = 13ms, Maximum = 1lddms, Average = 35ms

Control-C
PS C:\Users\oduor> |




IP - IP Rout

ng Windows CMD #jiA
route print EF B KIEHR

WCIE SR ARIBLLE — LEAE| — FEEREKE0.0.0.0

BX Command Prompt

[

[ww]
[ww]
Fa LA LA
|
o

Adapter #2
Wi-Fi Direct Virtual Adapter
tual Ethernet Adapter for VMnet:
tual Ethernet Adapter for VMnet8
eless-n/afac 1535 Wireless Network Adapter

an]
[an ]

[N g]
=

R s ]

o
[ j ]

N PO -
= .

&
™
=

LM

bé =]
e

[y

Netmask Gat
On-1ink
On-1link
On-1ink
On-link
On-1link
On-1link
On-1ink
On-1ink
On-1link
On-1ink
On-1ink

T Pl
LM = . . .
{9 I < W R I W R
- .
A LA LA e

o
.
=

P




IP - IP Routing

Windows CMD A
tracert 8.8.8.8
 IBHRE

Microsoft H]nlnug [Version 10.0.14393]

t Corporation.

racing route
maximum of 3

J‘—‘-[:-r-sr:.i::
[

LN

n

2
2
)
y
2

Pt Prd P ot o

L B Oy I Yy | .I.-!'-.

[y |

race complete.

‘\Users\Matt>

?HH”lP'pUbliL'dﬂb-d.gﬂuglﬂ.tum [6.8

ms
ms
ms
M
ms
ms
Mm%
ms

~eserved.

192.168.10. 254
ndl-akl-internet.mdr-bngl.as45177.net.nz [14.1.43.222]
E-l?@ﬁ_mdr-rrl_azdfl?T ﬂpt_ﬂT [176_1?’
.asds177.
4 ;uhT 5”1—|r1

[liﬁ l_u.@.liu]
1 [120.136.0.119]

.]',.|["|1:|' ]_l,—' I'_Il]hl-l_ﬁ —d” 5—-d. '.:T M



IP - IP Routing

Windows CMD $iA
nslookup www.edu.tw

2 24 AT

BN Command Prompt

rosoft Window

[Version 10.0.14393]

Corporation. All rights reserved.

2016 Micros

racing route to google-public-dns-a.google.com [8.8

over a maximum of 38 h

|

ok

e

=

P

LN

n

2
E
)
y
2

Pt Prd P ot o

L B Oy I Yy |

[y |

race complete.

‘\Users\Matt>

ms 192.168.16.254
ms
ms
M
ms
ms
ms 216.239.48.255

ms google-public-dns-a.goo




IP - DNS

DNS 892 EFiE(E[RIE

it NERESRE) B TAMBIN{IRRITRL IP) —RETE

1. DNS /B

O zaFmneE @ & DHCP EEES © %R DNs R
' ' ® 5] [ BHEME DNS
B0 e o
FHh15T DNS FIBRSE IP '\ Z8ER& DHCP B T DNS ® L3 DNS (finssss/1.1.11)

(@ DNs @zt : KEEME T%MB—A DNS FBS |

2. DNS &2
@ © P wm#/ wns o % e
FTHEREER W R
(D # A www.example.com EFirEH com Q MERHEHER
I i
5

HTRExXEM
FHRm TLD DNS = {E S

S48 DNS cache [ hosts com BERR
example.com &
Jr B DNS 7298 3 .
|

{R;';;rg;gn{;:;? ~ >0 Authoritative DNS | @ TTL=

PR I7H) DNS R (fil5% DNS) EEERT
Bl www.example.com BEE A

B P
121/ F i
®E IP i -

B EE BRI E RS

3. ¥R DNS i&Es

A H Asan H cnave B mx H N H

2

=T (10 mail example.com | - ——
2001:db8::1 R (“vesph ipé:.." |
TR -
EEETE - BIEE R R + 8 L
\Pyé {18t 1Py {014t s—@eR @ TORGEE o ”E§E;’”¢

+

*

;’” @ — )55 : DNS RRBMBMEEN - AFIE L2,
I

SRR | IP (Z4E) - SRERAMEZEDHE EH -

,




IP - IP Routing
BB AR E

cloud nt Cc.gov.tw

E:Kbu ﬁ’-l-\ooo
%2 cloudntpc.govitw/uaging w
W .ifm-ﬂmva 7 4t 7 B B 0 32
'i: #5L¥PH
) SSL VPN EREAPP




2023

2026

®  Wi-Fi (Wireless Fidelity ) 2 — il #8851

{12 2wifi

FREAREESH Z2EEWMER - Eaif8F5
BRIERT  EERREEEE - WI-Fi B

@ (NFee - |ELDBRE - *’ﬁﬁﬁ:}_ﬂﬁ f-’?
AEBREHU(RSHRLEIERE -

MEFAEEBER  ERASCILIE—TEER

+EZ=WIFI i E iR

Wi-Fi 82— @R 8x A AR liEREEE (WLAN ) **a9y4%dl » =245 IEEE 802.11 | -
B
FH/REE — WIi-Fi S - AP ( BB EIES ) - BB — Internet

o Wi-Fi : Ei5HEFEH

o« AP : HEE Wi-Fi A3t - BiIEMARAEHEEE

o HMRMER . 24GHz - 5 GHz - 6 GHz

e Wi-Fi # Internet : Wi-Fi 22 " F@ERIHZE L « BNEZA Internet « Wi-Fi BRI BEE 25O L&
{E »

K2ZEF https://www.wiisfi.com


https://www.wiisfi.com/

it

IEEE %

EORE

kR
(GHz)

L b
i

Bame

MR

B3R https://www.ultrontek.com/news_detail/wifi-8-802-11bn-trends-challenges-analysis

Wi-Fi 6/6E (802.11ax)

802 11ax

B % (High Efficiency)

2.4, 5,6 (6E)

160 MHz

1024-QAM

OFDMA, MU-MIMO (_E/
T47), TWT, BSS
Coloring

™1 WIi-Fi S EER

Wi-Fi 7 (802.11be)

802.11be

EEMWEE (Extremely High
Throughput, EHT)

24, 5 6

320 MHz

4096-QAM

MLO, 320 MHz $AT, 4K-
QAM, Preamble Puncturing,
MRU

Wi-Fi 8 (802.11bn)

802.11bn

HHEB ftE (Ultra High Reliability, UHR)

24,5 6(FL)

320 MHz (XEH - EE S mmWave)

4096-QAM (FANAFE7)

MAPC (Co-SR, Co-BF), &5
PHY/MAC (dRU, ELR, HIP EDCA),
DSO, NPCA, AP &8




WIFi - SSID

VLAN ID | VLAN NAME A8 EZ
3 MGMT 10.228-229 {22475} .x/24
5 LAN 163.20 {2 R4EE} . x/24 , 10.251{BRK4RE}).x/24
10 Intra-1 10.231{ER4RHE}.x/24
20 Intra-2 10.241{ 2R 4RHE).x/24
25 voip 10.243 {4705} .x/24
32/42 NTPC-mobile 10.213 {E2 4R HE).x/24
33/43 eduroam 10.215 {22 4RHE).x/24
34 class 10.217 {2 4m05}.x/24
36 mac_auth 10.247 {24505} .x/24
/0 Intra-7(10T) 10.239 {2 K4RHE).x/24




WiFi - NTPC-mobile. class

FEMACES S
R fmEAR AP
AP‘JZcontroIIerﬁ’*#_Radlus

ﬁ*MACm_E ITHRE /- /)E§§ip

1 ENESEy -

Bis
.....

~ N\

pEF=L. E%Eﬁnxﬁﬁﬁ;é%MAC (%%WlFlf_Lth)




WiFi - eduroam

52 E 22 https://mis.ntpc.edu.tw/p/412-1001-103.php

EI=L

IMATTENIRSEE 4 user@ntpc.edu.tw



https://mis.ntpc.edu.tw/p/412-1001-103.php

VPN

2023

HEZEVPN

VPN ( Virtual Private Network » EEFAHEE ) 82— ERH . EREOEEE FETNERIFLAE
B FREREEENZ2EANENLL - VPN EEEERFENEREEETSHIBLNAEERER
MASIREELFEESE -
VPN BYEZINEE
1. MNEAEE :
« VPN FERMERICERERE  MLASEENE-FRENESEEAE -
2. BE# P bl -

« VPN IEEFRR] IP #tEEE VPN EFE3E8] IP #ill  EHRFEEUEFRSHEIIESE
EBINEEEEY -

3. GBHIERRE

« VPN ALIZERFERERFZEEIFEER  UMIBRHEQSERTIIAE  ISEHE
RORIEER RS -

4. EE5HMA -
o ATEETFEETFEILIERA VPN Z2HFBELIATER  ERELEERE -

2026

VPN ( Virtual Private Network » EEF A EE ) TELEEAEERE ( F40 Internet ) EBIT—EMER
TBEEAEE,  ENNEETERESEEEEIES—ERIHEE -

—HREREEER
VPN = % + $5 + E#E{E ( tnneling )

Bl EERE ( TiEHRA)
VPNEER =4S -
1. % ( Encapsulation )
Ei#s3ta (540 P packet ) HEES—EFTER
— (i GRE / IP-in-IP
2. I { Encryption )
HHAEERENME (0 AES)
— IR EAEE
3. &8 ( Tunneling )
FEEE Internet FZ VPN Server : 288378

-z

Client - 0%st4E -+ Internet = VPN Server -+ BEF - RAEEE

ERERSE

[l Ei%FH ( Remote Access VPN )

IAZESE ( RIE/MBE )
- &I VPN BEEA IR SRS v




VPN

« =+ C W 5 misntpedutw’p/d12-1001-104.php

!

i 5

VPN ( Virtual Private Network, VPN ) IREFEIS SRS LTS 6 - W0 - SATRREEEE - @RS T0SSNNNES FREREXST TRIVENGS - 2
s 5 1 5 -

nESa N BAREH
SSL VPN LR = 5 TS hetps: /fvpin.ntpe.edu. i

ﬂiﬁ"i.t? -'-1I L e -_:'._.__::-‘.'_ e '.__'_-_-_':..'._;_..;'_.:._
> :l-. r-r._\.. |'r'.'l.r-.": !_{.l:_:-_; .-:Irr. I:J:-.n'.'__'_ I{ |: -r.-.ll.l_- '-.;:\.: ',:l_ -T.-_":'._'-' -ﬂ'ﬂﬂ'—:ﬁ, l-l-'\-_—:j ;':lll.ll:'-f-:._.-:-:-lll

ERAT  MEM FLVPNFR

REMEAR © DN WS LA VPN SRS R R IR
ol L




VPN

TERR

MicrosoftiR7SENFE
windows KMS / MS offlce &R ftp.ntpc.edu.tw

HE A
FTIEHh BT ATEE

E{th 4 E 4R
BEERAIP cam..

AR EASTREFHY PENELR




PEBEERR

BPEREAE
(ThRERESD « RXXAIE) — FRIE
WBibFR1E https://cc.ntpc.edu.tw

B mlZ
B &L T AZ A
02-80723456#531. 532

A& )
02-29603456#8500

02-80723456#517




RIS AP - AEDEA ©

ElZE 10.251-252.{2K:4R15}.{1-50,220-253}
— ~ E2E dhcp 10.251-252 {2 K 4RH%5}.51-219
i B (6 %MB IP (163.20.X.X) BYENZFRHE >
S B EERE VLAN THIAEEIP (10.251.X.X) LURFA4ERZ R o

—~Z2EHAE
e FIREIBAB
o ENFREMAERMALR
o RimskiBIERE

— ~ {EERI A
1. EE; ENZRIFR7E VLAN ID ( SWITCH PORT T & E49E ORI T ET ELER 4220 4)
o TES Eﬂ%sz%% uf,—iﬁ&ﬁ-anz@xﬁse%nzﬁfﬂ— VLAN > LAVLAN 5245l
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