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Intra-2:10.241.17.254/24

WLAN:10.251.17.254/24




Vlan#ic & &5 4

Vlan VID HE By A&

Mgt 1 10.226.17.254/24 e

Wan 2 163.20.201.142/29 B\ R B

Lan 5 163.20.169.254/24 ITBAH

dsa_wan 8 10.253.17.254/24 DSA-WAN IP (10.253.17.1)
Intra-1 10 10.231.17.254/24 Bk

Intra-2 20 10.241.17.254/24 G

Voice 25 10.243.17.254/24 VoIP

Wlan 30 10.251.17.254/24 SERRIERS IPFEEDWC-20004 )
WPA2 35 10.245.17.254/24 FESRWAP2

MAC 36 10.247.17.254/24 B Mobile
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NTPC-WPA2 802.1x 3238
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NTPC-WPA2 802.1x 3238
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NTPC-WPA2 802.1x 3238

WPA(Wi-Fi Protected Access)/WPA2

Wi-Fi BfE5EIEEE #iit s T RIRA TS L EEHBRERTEH
IR, 81ETE TWPA ME 24, EL4A T AT LI BNE
INAETHE L£802.11 ZEL.hIWEP MZ A X, B S BEE e )i
HRENA ZZRESVNEEER. ENERME TR AEIEAE RN
ZIEe, e 7T EARAEWEP 8 A AEEE DR,

WPA ZI|EEE 802.11i Draft A2 E, EA&R_L{HZALIRADIUS
(Remote Authentication Dial-In

User Service) & X, #EBEAP(Extended Authentication
Protocol) ik #£ 17 {3 FA & A0 EREE




NTPC-Mobile MACSE &
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NTPC-Mobile MACER G

{BE Wi-Fi
Wi-Fi

NTPC-Mobile = G

ommand: show mac_hased_access_control anth_state ports

Port—hased Prio: Priority

MAC Address Original State Prio Aging Time~
Block Time

88-81-84-13-0E-E3 Authenticated
3I-37-26-F1-95-71 Authenticated
L8-48-22-B2-CF-B1 Blocked
PC-A1-21-67-B3-1C Blocked

otal Anthenticating Hosts
otal Anthenticated Hosts
otal Blocked Hosts
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DWL-6610 VS DAP-2590

Compatibility and performance

With adjustable antennas, the DAP-2590 delivers 300Mbps per band
performance

i
DAP 2590 . Wirless N300

Wireless N Single Band

0 100 200 300

m Wireless Speed




DWL-6610 VS DAP-2590

( | 2 4GHz | 5GHz

| ST E i (RS o TR e
| 802.11 a/g: 54Mbps

' 802.11b: 11Mbps
802.11n: 300Mbps
802.11ac: 867Mbps
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Layer 3 SW{E FZhgE
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*B.1RDHCP RelayZhgE:E 2RI E L A] LLE D im BR1FIP
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DGS-3620 1IPv6 RA

7 IPv6 MIIRIE#, Router BY4T HEE & ZARYE A multicast 3 H
Router Advertisement (RA),

28 RA 28 7T E AR (HEEX)RY ipv6 prefix EEfl.

IR BT EERTE AR IP itk B 815% % (autoconfiguration), &R
IR RILE| RA 212, EFIAEME Prefix Bl LR/
Interface ID (@& 2F H EUI-64 2KERF) A5 Bk 128 bits B9 IPv6
|




L3fE

d

ZheE:IPv6 RA

ht jh-L3:admin#show ipvb nd ipif lan

Command: show ipvb nd ipif lan

Interface MName : lan

Hop Limit > b4

NS Retransmit Time : 0 (ms)

Router Advertisement : Enabled

RA Max Router AdvInterval : b0OO (sec)

RA Min Router AdvInterval : 198 (sec)

RA Router Life Time : 1800 (sec)

RA Reachable Time : 300000 (ms)

RA Retransmit Time : 0 (ms)

RA Managed Flag > Disabled

RA Other Configuration Flag : Disabled
Prefix Preferred Y¥alid

2001:288:22A13:5::/64 7200 14400

ht jh-L3:admin#

© 2011 D-Link Cor
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OnLink Autonomous

Enabled Enabled
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Link Aggregation

Link AggregationEEINgeF =
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Two link Aggregation $5%!

1. Static

2. |EEE 802.3ad

LACP, dynamic
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802.1Q vlanJFEEEREA




Port based vlan




Port based vlan

192.168.10.2/24 192.168.20.2/24 192.168.30.2/24

P1-8 P9-16 ‘ P17-24 ‘

R A

pl p9 pl7

izl

192.168.10.1/24 192.168.20.1/24 192.168.30.1/24




Tag based vlan

192.168.10.2/24 192.168.20.2/24 192.168.30.2/24

e ()

192.168.10.1/24 192.168.20.1/24 192.168.30.1/24




IEEE 802.1p/802.1q Frame Tagging

— % a 2untagfE R K/ A

1518 DA SA Data | CRC
FtagEt B E M Adbytes, K/N A Regular frame (or untagged frame)
1522
DA SA | Tagging Data | CRC
802.1g/1p tagged frame
8100 Priority |CFI VID
0 15 18 19 31

Priority (1p) has 3 bits, 0-7.
VLAN (1q) has 12 bits, 0-4095




802.1p/1q Untagged Incoming Frame

@ Port ] [Port2| [Port3 |- Tagged member
Untaggad packe - A of VLAN 2
CRC | Data | SA | DA ; E 802,10 Switch

Before Fort 6] [Port 7] [Port &

|FI:-r1E-|

" Untagged member
of VLAN 2

Port4 4 B89 £t 21, 1€ Porto i & AtagH &, & € Port7 5 & AuntagH &




802.1p/1q Untagged Incoming Frame

Port5 &tag$ &
PVID = 2 Tagged member
~ |Port 1] [Port2| [Port 3 /.:.wmn:
=t i
1= 80210 Switch | |cRC | D Tag | SA\| OA
& i
[Forte| [Port7] |Porta] | ecalculated)
Uit memam,/ o 8100 | Priarity | cF|| viD=2
of VLAN 2
| 16 bits | dbits |1 bithl 12 bits |
Data
After
Qubgoing i
untagged packet | [ -, Key
(unchanged) Pricrity - User_pricrity

CFl - Canocnical format indicator
Port 73%untag} = @ VID  -VLAN identifier

HEAS012A
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802.1p/1q Tagged Incoming Frame

PYID = 2 Fort 1 Fort 2 Part 3 LaaﬁjurréEmbgr
Tagged paclr.elt \\\

=
CRC | Datp | Tag ||5A | DA }E B02.10 Switch é

Bafore

Port6| |Port7| |Port@

Untagged member
of VLAN 2

Port4 & 2| — B wtaghy £ 2




802.1p/1q Tagged Incoming Frame

#EPort5H =¥ pitag
Fvid=e [Fori1] [Foriz] [Foriz] Togger i
=5 i I
I B02.1C Switch ||| CRC | Data | Tag | 5A | DA
& iy :;
Untagged mar‘nhar/ cRC* | {*Recalculsted) 8100 | Priority | CFI | VID =2
of WILAN 2
| 16 bite | 3bite | 1bit| 12 bits |
Date
x Cutgoing After
unitegged packsd
%F:Oﬂﬂﬂjfﬁﬁf = changad Hay
unta r
9 (tag removed) Friority - Usar_priosity

G iZF1 - Canonical format indicator
VID -WLAN identifier
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Tabletb #HEF(p1)
WS EIERF

PCZ#x ¥

* Routing table-—ARP Table

-a.4
127.8.8.8
127.8.8.1
1277255255255
192 .168.18.8
192 .168.108.1
192 .168.108._255
224 .84.8.8

224 .84.8.8

255 2552556255
255 2552556255

I IES

H.8.8.8
255.8.8.8

255 255 2556255
255 255 2556255
255255 .255.8
255 255 2556255
255 255 2556255
298.8.8.8
298.8.8.8

255 255 2556255
255 255 2556255

AR E %me

192.168.18.254

T—Lml:fj:.
T:E‘EENHJ:.
T:E‘EENHJ:.
T:E‘EENHJ:.
T:E‘EENHJ:.
T:E‘EENHJ:.
T:E‘EENHJ:.
Eﬁmﬁj‘

Eﬁmﬂ
TR

oF
192.168.10.254
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C:slzers~A6823arp —a

192.168.18.1

127.8.8.
127.8.8.
127.8.8.
192 .168.108.
192 .168.108.
192 .168.18.
127.8.8.

192 1RR_1A.

I S

FrHE: 192.168.18.1 —— Bxh

g A
192.168.10.254
192.168.18.255
224.8.8.2
224.8.8.22
224.8.8.252

239 .255.255.258
255 2552556255

=i tivais

6c—19-8f-40-28-01
e e e 3 e 3 e 3
A1-00-5=-00-B0-QA2
A1-00-5e-A0-B0-16
A1-00-5e-A0-B0-fc
A1-00-5e-"-ff-fa
o e i e 3 e B e 3




Table L BB (p2)

Switch#Z g EIF a1, BB EMIEEIER
* Routing Table--> ARP Table -— FDB Table

DGS-3620-28TC :admin#show iproute

Command: show iproute

Routing Table

IP Address/Netmask Gateway Interface Cost

192.168.10.0/24 0.0.0.0 1
192.168.20.0/24 0.0.0.0 v20 1
192.168.30.0/24 0.0.0.0 1

Total Entries: 3

© 2011 D-Link Corpaoration. All rights reserved
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Table L BB (p2)

Switch# X 2 el B X MR EIRF
* Routing Table--> ARP Table -— FDB Table

DGS-3620-281C :admin#show arpentry

Command: show arpentry

ARP Aging Time : 20
ARP Retry Times : 4

Interface IP Address MAC Address Type

v10 192.168.10.0 FF-FF-FF-FF-FF-FF local /Broadcast
v10 192.168.10.1 00-1C-23-54-C6-D4 Dynamic I

v10 -168.10.254  6L-19-9F-40-28-01 Local

v10 192.168.10.255 FF-FF-FF-FF-FF-FF Local/Broadcast
v20 192.168.20.0 FF-FF-FF-FF-FF-FF Local/Broadcast
v20 192.168.20.254  6C-19-8F-40-28-02 Local

v20 192.168.20.255 FF-FF-FF-FF-FF-FF Local/Broadcast
v30 192.168.30.0 FF-FF-FF-FF-FF-FF Local/Broadcast
v30 192.168.30.254  6C-19-8F-40-28-03 Local

v30 192.168.30.255 FF-FF-FF-FF-FF-FF Local/Broadcast

Total Entries: 10

© 2011 D-Link Corporation. All rights reserver




Table L BB (p2)

Switchi e E| 4 A BEA IR T IR
*Routing Table--> ARP Table -— FDB Table

DGS5-3620-28TC :admin#show fdb
Command: show fdb

Unicast MAC Address Aging Time = 300

YID VYLAN Name MAC Address Port Type Status

1 default oC-19-_8E_-40-28-00 C Self Forward
10 v10 00-1C-23-54-C6-D4 1 Dynamic Forward
10 v10 6C-19-8F-40-28-01 CP Self Forward
20 w20 6C-19-8F-40-28-02 CPU  Self Forward
30 v30 6C-19-8F-40-28-03 CPU  Self Forward

Total Entries: b

© 2011 D-Link Corporation. All rights reserved.




B BYIP Routing—static route

192.168.5.254/24
192.168.5.253/24
SW1
192.168.1.253/24
192.168.1.254/24 | | |
SW2 :

AN P —
192.168.1.1/24 5’ng2168 ) 1ips  PC3192.168.31 Server

CW192.100.2.25% Gw192.168.3254  Gy192.168.4.254

© 2011 D-Link Corporation. All rights reserved.
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PoE: power over ethernet

*802.3af 12 {#t44~57VHIE R, $1350mARE R EIR, 8 —portE 4L
Ea[ig 15 4WHITHE MEi1E 100K McablefiR %, PDima] 3 2 AY
EF#ELEF12.95W

*802.3at:PSEHIR#E50~57 VI E R, $1600mAM E R &

portE /D ER[{Z M 30WHITH ZE #L18 100K CAT-5/1 F

RE—
EfEHRTR, PD
im A WEINEBEHREDVEF25.5W

PSE:(Power sourcing equipment): it
PD:(Powered Device)X & im

=}

3E

(@




PoEERBH:

B EPoEINRERI A #i45, FREXPoELNRE B Bkl A L PD&% R £ &
=,
G BEE AN GclassiR Al RUEER BFRIKEBG KR

PoE#t B L EAE,

HlaNFLE170W, HLE A370W, F L F RS E A K ERFEEPort
R
ALl EPD, R A& A REE KB EE L EPDEEEZFHA3I0WH

71,

EEAEER B EEATIES02.3at, LI R 2 E & @portERa] LL
ZQ REFTERE port




LIL 5= D>
POE’L-(E%’L‘ﬁ

*D-Link Switch follows the standard PSE (Power Sourcing
Equipment) pinout Alternative A, whereby power is sent out
over pins 1, 2, 3 and 6.

Based on 802 3aflat PDs receive power according to the following classification:  pgp provides power according to the following classification:

Class Maximum power available to PD Class Max power used by PSE
0 154W 0 16.2W

1 40W 1 49W

2 7.0W 2 7 AW

3 154W 3 16.2W

4 30W User define [31.2W




POE DGS-3100 VS DGS-1510

B {243& 10/100/1000Mbps + 43 1G combo SFP+¥3Console
t5GS-3100-24P - 802.3af/24/370W

802.3af PoE Support Per 10/100/1000BASE-T Port
Power Provision Per Port 154 W
(Max.)

Power Over System PoE Power
JI0W
Ethernet Budget

opyright © 2011 D-Link Corporation. All rights reserved.




POE DGS-3100 VS DGS-1510

_-.,La.a!i"" TETY BEEN --ggn

E (#2412 10/100/1000Mbps + 432 10G SFP+ #3R% s g T
Consoleig,

WE2{E10G SFP+RARIEEFEERHE BTG, XIE40GbpsHBHEH6E R
MBS,

POEEZRKA370W, PoE
PoE Standard |EEE 802.3af, 802.3at PoE Capable
PoE Capable Ports Ports 1to 24: Up to 30 W

PoE Power Budget Max. 370 W
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e

R TR s 20 I P

D-Linkfi#{% 75 22 : Loopback Detection ( LBD v4.04 )

STP (Spanning Tree Protocol) Independent

TR BRI HER R Bl Spanning Tree ProtocolZhgE,
D-LinkZZ$aas B A+ V5 R BR S TP AB, JRFI{E I HiLoop,

LBDFEEER XE, BhIES

Port-based
VLAN-based

1. Port-b d LBD 2. VLAN-based LBD
NP ok, G EEN VLANERTE, BEES TR,




Loopdetect-Topology1

Port based LBD

H AT AL T AT A AR I LBD B RE 42 BA B A Y
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R FEEEDHCP Server

[HIRE : {£ & B 1T 5xDHCP{a ARzs-

BE . IPIEIRAT IEfE, THEEERERS,

D-Linkfi#iR 75 2 : DHCP Server Screening
REAEEEBRHEDHCPRAARZRFE, Pl RIZRFEIPTEIR,

DHCP Server
—

Normal DHCP assignment

e ==
p et

DHCP Server Packet
I'm DHCP Server
,g

Rogue DHCP Server




FH¥EFEEEDHCP Server

* Port24 &uplink port

* ¥8EDHCP Server IP, & @PortZk [RE #l, AT LL & i&Serverfport24 I~ B &
* Port1-23:@iE3E;ADHCP Server
* Switch(config)#interface range ethernet 1/0/1-23

* Switch(config-if-range)#ip dhcp snooping server-screen

* Port 7.t—& JE;EDHCP Server 192.168.1.1: %2 HDHCPH A #4client




AR ==

« INR B ERIvianF B %X DHCP Serveri e B & #DHCP
Server, BREEER IR BRSE = RIL2 Switch B4 E BIPortEE A 3E;£DHCP
Serverf I gE!

- AR RARALL DI RE SR E P IR E R IRGB RS RAE —port®
= dhcp serverd) 3 iM1T A

* BRIIDHCP Server ScreeningfEs% A6, R R 2 HEZ E RN NEFERNR
BE 4
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tag 25,30,35,36
Untag: intral-1 or intral-2
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