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Winoc
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AAA

=H=E(Authentication):Radius Server
o FZHE(Authorization):FirewWall

* FE1Z(Audit) S 2R T AE syslog
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Thin APZERE[E
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AP; WTP > LN

% FortiAP 220B
= - Thin AP

=
FortiAP 2208 _ 2,
- Thin AP ““)

- AL DM AC, central management

FOrtiAP 2208 o
- Thin AP

." ._-'.___:F_

5| H B http://www.osslab.com.tw/Hardware/Router/ FortiAP_220B(Zero-configﬁ?2
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1. AP: Access Point, BlJ4E48 N 28I A 5, L%@
& R A %Eiiﬁ(wweless frames)Hy U 28 75 3

VE, N FHEWTP(*).

2. AC: Access Controller,

R ETHRACH

FEHR{E

ACEETT

B AP{EL A A8 2 Y B9,

{TREHE, ACE Jes

APNEE S

e WTP: Wireless Termination Point



Thin AP BB A8 AE S HAT R

AP G BUHUFAP ip

— 0] DIECE ] Eip or DHCP H BHU{Fip
APLIAP ip ‘= Souce ip7E+FAC

— [RIEAP ip4EE A RE BLACH i (Routing ZERE £])
APHEHACH!{S-config BN APE 1A

AC 45T AP configes E HHEL =

— 2.4G and 5G FIHERLE

— SSIDEYE (Bl =48R ~ 24T ~ 558 /7=
ACKRBHE(E -

— Route Mode GW portalZ{z5

— Bride Mode data traffice monitor T {E




Thin APZEREAHEN S22
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IP NS0 FHERFE /5= 0 Client2£B Class
FirewallfiyNAT

=z—{[E C{iip NAT Pool
Policy’& BE 7 HU

e http://www.pcdvd.com.tw/showthread.php?t=984768
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AR AEES s A i vlan 881 Dlink 3620ffrouting
APH{{5config Source ip

] E 2o aE Vlani
{TEEEV]an3s
SSID NTPC GateWay/(E 4 4 s ek 25

SSID NTPC-Mobile GateWayf{£Dlink 3620
SSID NTPC-WPA2 GateWay{£Dlink 3620

Data traffice (£ NTPCE AR 4G B Hl] 25
AR A P H 2 UM EE AT A i 4Rl gklog




{TE)BIThin 2218

L3 Switch

Wireless controller

45’ L2 PoE Switch

1TEICIAPIZESSID
NTPC

(((,,)) NTPC-WPA2

- ——— NTPC-Mobile
] ‘ TANetRoaming
78

Eduroam
AP+L2 PoE SW




H@J AR AP BT TE L AN HYPoE switchAtE

TEIAHIPOE SwitchA] DT | L2 PoE Switchfy
Portj: APTLJ&_&_V. an 35(WPA2) 5 &y o] AR $7C
il g5 HUS-config kv B & st

ﬁ%ﬁ@ﬁﬂ%@ JEh s AR B, R O] R e E T2 [ Po
switch,@%if SRR EE% b R m] DUIE & (s

{TENEAPZH et 54H SSIDEE 1% Iy
NTPC(WEB*yj =5)
NTPC-WPA2
NTPC-Mobile
TANetRoaming(NTPC)
Eduroam(NTPC-WPA2)
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&€= Thin APZ2#&

L3 Switch

Wireless controller

45’ L2 PoE Switch

@ 7 FXAPIR#SSID
NTPC
NTPC-WPA2
(((.))) (((.))) NTPC-Mobile
‘ ‘ TANetRoaming(NTPC)
Eduroam(NTPC-WPA2)




é TEF AR AP E .2 PoE switchfitZ

TEEAYPOE Switch o] DT E#2 [-L2 PoE Sw1tchl§l’]
Portj: APT] DB VIan 1(Vlan MGT) B &2 [0 45
iﬁ‘z%ﬂ Lﬁiﬁconflg&f =

NTPC(WEBW”“
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NTPC-Mobile
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WEBzZPE5 -controlleriE {73055

WIiNOC Server
"""""""""""""""""""""""""""""""""" (Radius Server) ' T
P

L3 Switch

Wireless controller

>

L2 PoE Switch

WEBZ2EESSID
NTPC
TANetRoaming




802.1x 3255 -controllerE1T0:5

WIiNOC Server
"""""""""""""""""""""""""""""""""" (Radius Server) ' T
P

L3 Switch

Wireless controller

>

L2 PoE Switch

802.1x&8E&SSID
NTPC-WPA2
Eduroam




=30 27X . S 7= =30 =IX
MAC #R35-1.3 switchE T35

WINOC Server
"""""""""""""""""""""""""""""""""" (Radius Server)

L3 Switch

Wireless controller

L2 PoE Switch

MAC:2E&SSID
NTPC-Mobile




B Linksys Ay Lanf# )22 k2¢ipHy L2 vlan % VlanH[v]
A5z vlandg Ezip

ErWPA2 k; Mobile GWEg 4+ L3 switch

NTPC GW:zL1E AC controller

ErAC controllertilg switchfEiZz Evlan8 - i vlan
30 PR A vlan8:% 2] L3 switch

L3 switch/Ervlan304gEs routei: £ ACHYvlan8 wan
interface B[ A] 52V S FHES E ©




AC Controller interface vlanz& &

| Murnber:

Status = Metwork Information = Interfaces o 0

The profiled and packet traffic through the controller iz displaved for each interface..

Interfaces
LAN info
Deszcription LA&M 1 LAK 2 LAM 3 LAK 4
Incoming Packets f Bytes 82088600 7 3GE --- --- ---
Qutzoing Packets / Bytes 5196897 / 1GB --- --- ---
Dropped In Packets / Bytes 0/0B --- --- ---
Dropped Out Packets f Bytes 0/0e --- --- ---
VEAN Tnfo
Show entries [This information is view only] |
WLAM Incamin Outgoin Dropped In Dropped Out
o g & g g & FE & FFP &
Moblie 0roe 10 F B5&R 0roe 0roe
NTRC 2941132 / 188MB 2742016 £ 1GR 0foe 0foe
Wpaz2 0f0oe 10 F B¥eR 0f0oe 0f0oe




-~ ® q - 1 .
D-Llnk inas: admin [ ADKIN |

Unified Controller - D Seria 53391F5 7 | Fir P 7 : [Us]

Network » VLAN » VLAHN Settings '9 @

The controller supports virtual network izolation on the LAM with the uze of WLAMNs, LAMN dewices can be configured to communicate in a subnetwork
defined by WLaHN identifiers,

WLEAM List
Shiw entries [Right click row to see more options] | |
Mame. Ol WLAN D & LS LAN Type. & P Address. &8 | Subnet fask & | Captive Portal & | Authentication Server &
Default 1 WLAR [L3) 10,263,881 255, 200,200.0 Free Mone
fMaoblie 36 SLAR L3) hléy Ty hldy M
WTPC 30 WLAR [L3) 10.251.88.204 205, 200,266.0 External CP Web radiuz
WPa2 35 WLAR [L3) Tl Ty Ml M

showing 1 to 4 of 4 entries || First || .| Prewious | 1 | Mext 5 || Last 4

Add N




D-Link

Unifie ontroller - D

The LAN Configuration pagze allows vou to configure the LAN interface of the controller including the DHCP Server which runs on it and Changes
here affect all devices connected to the controller's LAN switch and also wireless LAN clients. Mote that a change to the LAM IP address will require
all LAN hosts to be in the same subnet and use the new address to access this GUL

LAN Settings

iF Address Setup

IP &ddress |10.253.85.1 |

Subnet Mask |255.255.255.0 |
DHCP Setup

DHCP Mode | None v

Domain Mame |NTPC |

Default Route

Ernable Default Route g:]

Gateway 10.253.88.254
| |

DS Server |8.8.8.8 |

SMAT OFF




~

AP_[-SSIDjRHE

a Multi-SSID Settinﬂs
---iii-EIaSh: Settings

B [ Advanced Settings Enable Multi-55I0 Enable Friarity

(- jg Status wireless Settings

Band

incex
551D | |
SSID Wisibility

Security

Pricrity

WM DWI-FE Multirnedlia)

Fey Settings
Encryption Dizable Enable
key Type key Size
Key Indexi1~4)
Metwork Key | |

Canfirm Key | |

Index Band Encryption
Primary SSI0D 2.4 G-z Mone

' ' WRAZ-ALItO- £
Multi-3SID1(Edif) | TPC-wWRAZ 2.4 GHz Enterprise il

Multi-SSID2(Edit TPC-Mobile 2.4 GHz MNore Till




AP VlanZg &

- .
X Tool B configuration ~

Enable Multi-SSID

Enable VLAN State (| Enable Priority

—Wireless Settings

Performance
Grouping
Mutti-SsID Index
Rogue AP
"DHCP Server (S3ID)
Dynamic Pool Setting
Static Pool Setting
= Current IP Mapping L

Band

SSID Broadcast

IEEEB02.11q
Primary 3510 «

Wireless Network Name

NTPC-WPA2

Enable

Accounting Mode
Accounting Server

Accounting Port

) TN ;
S Filters Security WPAZ-Enterprise
=1 Wireless MAC ACL VLAN Tag Mode Manual
=] WLAN Partition
VLAN ID [] Ethemet Without Tag
Priority 0
- WM Enable
El-4& Log
= View Log -~ :
-2 Log Settings RADIUS Server Settings
Cipher Type AUTO
Group Key Update Interval  [1800 Sec
RADIUS Server 203.72.153.61
RADIUS Port
1 n " RADIUS Secret ssssses

Enable

Index
Primary
Multi-8S1D1
Multi-331D2

Encryption

NTPC-Mobile 11g OFF

WLAN 1D

Delete

Delete
Delate
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Ntpc-Mobile [

*F5ARP Table

L37FE EmWinocfiEEEs, HL3 A E =& i {TunBlockByMACAUth

Routing Table

Browse IP Multicast Forw:
Browse |IP Multicast Interf:

Browse |IGMP Group Takbl
DVMRP Monitor
FPIM Monitor
OSPF Monitor
Switch Logs
ARP Table
rd AcCc

Brows
MAC-b

Reset

Reboot Systemn

Save Senvices

Logout

MAC Address Table

VID [VLAN Name [MAC Address

30 wlan
30 wlan
30 wlan
30 wlan
30 wlan
30 wlan
30 wlan
30  wlan
30 wlan
30 wlan
30 wlan
30 wlan
35  wpa2
35 wpa2

36 mac_auth
36 mac_auth
36 mac_auth
36 mac_ auth
36 mac_auth

20-64-32-04-49-16
28-98-TB-TD-26-D4
34-51-C9-BA-55-BE
38-AA 3C-E1-C9-12
SC-B5-24-DE-35-C4
64-A7-69-E0-10-FF
T0-73-CB-6B-28-1C
TC-11-BE-61-6A-B0O
TC-D1-C3-FE-43-C5
E4-00-D2-D0-ATD-
ED
B88-30-BA-25-53-TD

| WView All Entries | |

Clear All E

=

T T i T R T

1
1

DE-A2Z2-SE-B4-A4-D6 1

E8-06-88-T3-5D-18
00-21-91-A5-TB-07
00-26-5A-C2-95-9B
00-21-91-A5-TB-08
00-24-2B-09-30-02
00-26-5A-C2-95-9B
1C-B0O-94-19-C5-C8
S0-EA-D6-TF-89-8F

1
CPU
1
CPU
1
1
1
1

23
23
20
23
23
24
22
23

23

23
24
20

23

23
23
22
20

Dynamic

Drymamic

Self

Drynamic

Self
BlockByMAC Auth
BlockBvMAC Auth
BlockBvMAC Auth
BlockByNMACAuth

Previous
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Ntpc-WPA2 Debug

Configuration -

7
Home % Tool

® DvL-3200AP

~

=-{f& Basic Settings

= Wireless

LAM

- Advanced Settings
Performance

= Grouping

= Multi-35ID

Rogue AP

{& DHCP Server
Dynamic Pool Setting
Static Pool Setting
= Current IP Mapping L
= Filters

=) Wireless MAC ACL
=] WLAN Partition

=) Device Information
Client Information
[1-fjl Stats

B Log

= View Log
= Log Seftings

4 m 2

Enable Multi-SSID Enable VLAN State  [_] Enable Priority

—Wireless Settings
Band

Index

Wireless Network Name
(SSID)

SSID Broadcast

IEEES02.11q

Primary 3510 «
NTPC-WPAZ2

Enable

Group Key Update Interval
RADIUS Server

RADIUS Port

RADIUS Secret
Accounting Mode
Accounting Server

Accounting Port

Security WPAZ-Enterprise
WLAM Tag Mode Manual -
VLAN ID [] Ethemet Without Tag
Priority 0
WM Enable
—RADIUS Server Settings
Cipher Type AUTO

800 Jsec

Enable

Index ) Encryption
Primary NTPC-WPAZ Mg WPAZ-Enterprise
Multi-SID1 NTPC 11g OFF
Multi-331D2 NTPC-Mobile 11g OFF

Apply )

VLANID Delete
35
30
36 -Delete
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or

z
r

10.226.x.201-205

10.227.x.201-205

\)

y
' Toal

-

. DWL-32004P

-

El-{# Basic Settings

= Wirgless

LAN

Bl Advanced Settings
% Performance

Grouping

Muli-S5ID

Rogue AP

" DHCP Server

E-§i# Filters

WLAN Partition

Bl Status
2 Device Information

- = Client Information

- Stats

E-§@# Log

= View Log

Log Settings

< n |

Dynamic Pool Setting
=] Static Pool Setting
=] Current IP Mapping L

=| Wireless MAC ACL

Configuration ~

‘] Logout

Enable Multi-SSID

Enable VLAN State

[C] Enable Priority

— Wireless Settings

RADIUS Server
RADIUS Port
RADIUS Secret
Accounting Mode
Accounting Server

Accounting Port

Group Key Update Interval

Band IEEES02.11g
Index Primary 510 «
‘E';i gleée)ss Network Name NTPC-WPAZ
58D Broadcast Enable
Security WPAZ-Enterprise
VLAN Tag Mode Manual -
VLAN ID [C] Ethernet without Tag
Priarity 0
WM Enable

— RADIUS Server Settings
Cipher Type AUTO

ol

Apply )

ID  Delete

Index
Primary
Multi-SS1D1
Multi-SSID2

D
NTPC-WFPAZ
NTPC
NTPC-Mobile

Mg
11ag
g

Encryption
WPAZ-Enterprise
OFF
OFF

35
30
a6




Routing Table

Add

IPv4 Static/Default Route Settings

(0.0.0.0 (0.0.0.0 163 20,209,152 Default  Prmary MNene  Active Ki

10,252,250 2552552550  10.254.25.1 1 Static Primary  MNone  Active beS

Total Entries: 2
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L2 POE% # =
IS L EXa
'ﬁ%ﬁWﬁ@ﬂﬁ
PEEL G R Rt
e # #IPv6 MLD Snooping ~ QoS% ACL # 1
PR E DREREA
© FRIFHBEY IR PRTEE LRRAE ST
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0¥ @ @ D-Link DGS-3100-24F

ﬁﬂﬁﬁﬁﬁ

2.3 T
& .i..

Up Tirne: 1

w :1a|su1s|e

Device Information

Device Information

Device Type DG5-3100-24P 5T

System Contact

System Mame maes-L3-2

System Locatian

Firmware Versiaon 3.00.43

Hardware Version al

Serial Number F3E218C000083(unit 1)

System Time 100052010

System Up Time 108 days 10 haurs & mins 20 secands
Boot version 1.0.1.04

Device Status and Quick Configurations

Time Source SMTF getting

20210 Spanning Tree Enahled setting
DHCP Client Dizahled getting
Safeguard Engine Enahled setting
SHMP Trap Enahled zefting
55L Dizahled getting
Asymmetric WLAMN Dizahled getting
WLARN Trunking Dizabled gefting

Trlnrt Seitinn Fnahlrrl =ritinn

MAC Address

IP Address

Subnet Mask

Default Gateway

Lagin Timeout (minutes)

Jumbo Frame

BFDL! Fonwarding

IGMP Snooping

MLD Snoaping
Broadcast Starm Contral
802.1x Status

GVRP Setting

SEH

Frart Wirrarinn

00-26-5a-c0-73-40
10.227.29.102
255.255.255.0
10.227.29.254

10

Disabled setting

Disahled

setting

Disabled setting
Disabled setting
Disabled sefting
Disabled getting
Disabled setting

Disabled
Nisabled

setting

=rftinn



Vlan % 3t

VLAN

YLAM List

Marme
default
lan
irtra-1
Intra-2
Wi
wilan
wpal

rmac_auth

Back

| AdUIEdit VLA

Farbidden WLAM
FPorts

LIntag VAN Ports Tag VYLAM Paorts

1:24, 2:8, 223, 2:24 T1-T32

112 1.24
1:24

1A-1:11, 113123, 21-2:4, 26-2:22 1:24
1:1-1:24, 2:1-2:24
1.24, 2.5, 2:23, 224
1:24, 2.5, 223, 224
1.24, 205, 223, 224

MWzt

Edit

| [elete

i)

Edit

| Delete

V1D |

Edit

| Delete

VIO |

Edit

| Delete

vID |

Edit

| Delete

V1D |

Edit

| Delete

V1D |

Edit

| Delete

VIO |

Edit

| Delete

vID |




POE &

=
21,

PoE Port Setling
Unit From Part Ta Part PoE Enable Pawrer limit
f 02 = m = o ~|  fEnanled x| |

(W)

Mote : The max power output of Class 005 15.4WW, Class 1 is 80, Class 2is TW Class 315 15.4W.

Apply | 2

Port FPoE Enahle Paower lirnit P ovara ey YValtage( Current{msd) Classification Statu
21 Enabled 15.4 1] 1] 1] Clags D search
2.2 Enabled 154 1] 1] 1] Class D search
23 Enabled 15.4 1] 1] 1] Class D search
24 Enabled 15.4 1] 1 1] Clags D search
Zh Enakled 15.4 9.2 a0y 181 Class 3 deliveringl
2.6 Enabled 15.4 1] 1] 1] Class D search
7 Enabled 164 1] i 1] Class 0 search
2.8 Enabled 154 1] 1] 1] Class D search
2:9 Enabled 154 1] 1] 1] Clags D search
210 Enabled 164 1] i 1] Class 0 search
211 Enabled 154 1] 1] 1] Class D search
212 Enabled 154 1] 1] 1] Clags D search
213 Enahled 154 0 0 0 Class 0 search
214 Enabled 154 1] 1] 1] Class D search
2148 Enabled 15.4 1] 1] 1] Clags D search
218 Enabled 154 1] 1] 1] Class D search
217 Enabled 154 1] 1] 1] Class D search
218 Enabled 15.4 1] 1] 1] Clags D search
214 Enabled 154 1] 1] 1] Class D search




Log

o~ o0 h = D b — Nl

Time

10-May-2010 21:28:26
T0-May-2010 21:27:44
T0-May-2010 21:12:27
10-May-2010 20:69:10
10-May-2010 20:32:55
T0-May-2010 20:32:24
T0-May-2010 20:32:24
10-May-2010 20:15:23
10-May-2010 20:14:53
T0-May-2010 20:14:51
10-May-2010 20:14:29
10-May-2010 20:14:27
10-May-2010 16:30:01
T10-May-2010 16:29:55
10-May-2010 16:29:53
10-May-2010 16:17:55
T0-May-2010 161725
T0-May-201016:17:23
10-May-201016:10:13
T10-May-2010 16:09:44
T0-May-201016:09:14
10-May-2010 16:09:12
10-May-2010 16:08:51

AR Md oL AmA T A CLAnLTA

Log Descriptian

HAAA--COMMECT: Mew hitp connection for user admin, source 20372158347 destination 10227 29102 ACCEPTED
HBAAA-DISCONMECT: hitp connection for user admin, source 203.72.153.57 destination 10.227.29.102 TERMINATED
WAAA--CONMNECT. Mew hitp connection for user admin, source 203.72.153.87 destination 10.227.29.102 ACCEPTED
LM k- t- Do 201

WESTP-W-PORTSTATLIS: 2:1; STP status Forwarding

B LIME--Up: 201

W LIME-W-Doven: 201

WETP-W-PORTSTATLIS: 2:1: 5TF status Fornwarding

Bl IMk=-Up: 201

W LIME--Doven: 201

FolLIMk=-Up: 2:1

Fa LM b-it-Drowern 201

B LIME-W-Down: 116

WLIME-I-Up: 116

LM k--Diawen: 116

%STR-W-PORTSTATLIS: 1:14: STF status Forwarding

WL IME--Up: 1:14

W LIME--Down: 1:14

FaLImb-it-Doowen; 1:22

%ESTP-W-PORTSTATLIS: 1:15: STF status Forwarding

W LIME--Up: 1:15

L Imk--Diowen: 1:14

%STR-W-PORTSTATLIS: 1:22: 5TF status Forwarding
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MAC Address Table

Linit 01 - Port 01 hd Find |

WLAN Narme | | Find |
MAC Address | | Find |

Clear Static Entries I Clear Dynarnic Entries Yiew All Entries I Clear all Entriesl

Total entries on this page: 90.

WLAR Bame ] Port
1 Default 00-21-91-A3-6F-00 1 1:.24 Dynarmic
1 Default 00-26-54-C0-TO-CF 1 1:24 Dynamic
1 Default 00-26-54-C0-T2-14 1 1:24 Dynarmic
1 Default 00-26-5A-C0-T2-5F 1 1:24 Dynamic
1 Default 00-26-5A-C0-72-91 1 1:24 Dynarmic
1 Default 00-26-54-C0-T4-21 1 1:.24 Dynarmic
1 Default 00-26-54-E2-6C-00 1 1:24 Dynamic
5 lan 00-00-48-0E-15-TE 1 1:24 Oynamic
A lan 00-00-48-0E-78-A3 1 1:24 Cwynamic
5 lan 00-00-48-0E-BO-5F 1 1:24 Oynamic
] lan 00-00-48-3F-68-1F 1 1:.24 Dynarmic
A lan 00-00-48-49-A8-66 1 1:24 Cynamic
5 lan 00-00-48-49-A8-68 1 1:12 Cwynamic
A lan 00-04-E2-9A-F9-D3 1 1:24 Cynamic
A lan 00-04-E2-BE-28-40 1 1:24 Oynamic




Thin AP Debug

* BEREAC NS EH IR
* FTHECEAMEAC
« TSI ACEIWInocHE/E TE &




NTPClREE

1.Vlan 30 Trunk Port ¥fIE?
2Vlan 30 GW 2B &1 T

3. DWC-2000& & HEE?

4. DWC-2000 &G ENEERET?
5.Vlan 8E& FHIFF & 7?

6. DWC-2000F& user log
7.Firewall % Policy °
8.Core Routing




NTPC-Mobile[F 55

1.Vlan 36 Trunk port

2.AP MAC

3.L.2 MAC

4.L.3 MAC

5.L3 unblock

6.Wan ip =& H 2 radius 7%
7 .firewall Policy

8.vlan interface and routing



< 0O r < <

WPA2-[i4: 4t

an 35 trunk port
an 1 or Vlan35 AP ip to Radius
P MAC

heck Policy

an interface and Routing



Thin APETE

1.AC Discovery

2. Tunnel Mode or Bridge Mode
3.Radius Server

4.DHCP

5.1P Pool setup

6.Firewall Routing

7.Bridge switch setup(Check MAC)
8.Policy




Firewall Sniffer

* Config vdom
* Edit v256-vd
* Diagnose sniffer packet any “host X.X.X.X" 4
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1.
2.

Sflow Local Traffice&537¢

SHE—EPC > Z28EsFlowTrend.jnlp and java
O LFZHRNAE3620 N2ZETE <

enable sflow

create sflow analyzer_server 1 owner NTPC
timeout infinite collectoraddress 163.20.66.190
collectorport 6343 maxdatagramsize 1400

. create sflow flow_sampler ports 1:1-24

analyzer server_id 1 rate 1l tx ratel
maxheadersize 256

delete sflow flow_sampler ports 1:1-24



SflowEsd i, '\ I Siraya ” 7= 22

 Local trafficef5$7¢
o EHFHMEBRF A DIRTER N R =R
« Z¥ZHA Local Traffice




EEH FAT APZNE

» B EFATAPT % 2 L 4975 0 5

— EEAAPIIEET] T EENTPC-WPA2 K NTPC-Mobile3% & B i 2% DU T i %
AT
— NTPCHZZEEVIan8 10.253.XX.254 and Vlan 30{#%Data traffice -
— NTPC-WPA2:ZE6 54T »
FAT APEEEE 24 B ZNIAULEAP ip (Vlanl) - 377 (VIan35){# % Data traffice
— NTPC-Mobile 558X EE FHL3 Switch#E{TEEES -

o FHEEZAEENNALS switch ip (Vlanl) - %5 (VIan36{# 2% Data traffice -



' A3 3m

— Wifi analyzer

@ ook iE N ; &= 3
# 7z B MRFEY e B AL
— /B|Radius

PR R ht A i 0 PRIET E?
— Firewall policy
HEPESS?

— DNS



% -y
W W l:[

Wifi analyzerfHzE » 3 ATalaRsR5T ©
Wireless :

— NTPC Web portal ~ NTPC- WPA2 ~ NTPC- Mobile ~ EduRoaming -
TanetRoam

RadiuszHz&(Winoc)

— 4% FAT AP Radius 2755 52 MAC AuthliEgE -
— FRIEAC RadiusZZzE

FireWall Policy

— [BEFH10.128/9 {INAT(163.20.242~243/23)
— 5[B4YE; 2 Winocff{RadiussEs6

Thin AP 2255 K BB T Ryexcat

\PA % FH R

— EZUEE g U(EC

— ks —(EB - JFAKHJCEip pool




W5k
windows 7 [{Eitelent THEE

e e BEEFHEFATREA C RRILESEHA=E ¢ NNE TR I LR FAOTR] LR A e

By E5Esti B Windows Hat

HEER -
£HE M N — ZA HE
B Windows H1a (o@]f=]| ~

[8°] Transcend 550 Scope version 2.7.0. - 840ME 2700
igh VAIO Control Center BBk B R Windows THEE (7]

Juni Metworks, Inc. Setup Client — i ama - — P - B00 KB 7.4944981
E;;";’ e ”C_,\I:d_i‘l = EEmsE - SETERGEESR - SEREDE  SEREE 101 mb | 1204508
& @3z Omcescan IEER MERTR - ERNSRET SRR S - M
[ HDAUDIO Softv92 Data Fax Mode : . R
EasyATM Smart Wizard [T] | Internet Infarmation Services SIE5657 Web #i - 502 ME  1.00.0000
ﬁ!s + Card Reader Install ; Microsoft MET Framework 3.5.1 2'14 e 1'1 g .
ﬁ! ma itr eal & ;5 aler | [7] 1 Microsoft Message Queue (MSMQ) EEE ’ o

Microsoft Visual Studio 2010 Tools [l RAS ESZIEE 2FEEEE ( 10.0.50903

) EETEERATEES (CMAK)
ﬁ!l\ﬂicrosaﬁ Visual Studio 2010 Tools [C] 1. RIP Listener L 10.0.50903
HEenSEETEESRAEAR | Tablet PC T4 1 244MEB  16.22.104.0511
[®7] Microsoft Visual C++ 2010 =86 Reqg ; Telnet BEE 111 MB  10.0.40219
& iTools 3 [C] )} Telnet EEEZE
7 Apple Mobile Device Support Cl) TFTP AP 225MB  8.1.0.18

B Apple BEESTE 32 (17 . Windows Search 943 MB 311
"I150 to USE [7] ) Windows TIFF [Filter 596 MB

Mobile Part i Windows N R¥E | 23.003.07.04.68
Evf . Bl Windovs BEFERES B S73MB 2140

Vinlerge 2.14. . 14

[ Microsoft Visual C++ 2008 Redistril BE ] [ HiE 206 MB  9.0.21022
[m Microsoft Visual C++ 2008 Redistril 600 KB 9.0.30729.6161
[W5]\Win32Diskimager version 0.9.5 ImageWriter Developers 2015/7/13 448 ME 095
BLINE LIME Corporation 2015/8/17 412516
& Mracla WM VikkoalRae 5007 e Lo i B IR 17 144 KB END
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Win7 firewall

QU'|9 p ZEHIE y FEZFZEE » Windows [FXE » SFHIETD

IR IEE Windows Bk iZiEE
EEFE  BEdERSSTNEIEEEE  BEE—T [BERETE] -

EE

[ BranchCache - AEHE (EH HTTR)

O BranchCache - EEsE5EE (R WSD)

O BranchCache - EEREFHEE (EFH HTTPS)
O BranchCache - £ FEEEE (EFH HTTPS)

CHProgram Files\DTLSoft\Drive Thelifelydownload\MiniThun...

CHProgram Files\DTLSoft'DriveThelife',DriveThelife exe
CHProgram Files\DTLSoft'DriveThelife\ DTLService exe
Firefox (C:\Program Files\Mazilla Firefox)

Firefox (C:\Program Files\Mozilla Firefox)

Google Chrome

HomeGroup

bl

SRS (fA)

EFHEHRNEREEOO0ONO

EHEERL)..

il

it

B
&

OFROOEREOOOO

*

m

[ #FEHEXR.-.

EE

J

HiE
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1, firewall D BE

o {104 EENAT
o ¥ EL—ipfiisession limit

« [H}ZEP2P

o [ ENREESH
o RFTHEFE

« IPSTHAE
o ﬁ/” ’J’U:ibj‘

X Hospf

- By firewall45Z[Vdom




Dlink DWL 6610APZ%5E

522 ACFHETAP debug, 2% i admin password
telnet 78 [

o EAP ip

s EAC ip




Dlink DWL 6610AP

set management dhcp-status down

set management static-ip 10.226.161.117

set management static-mask 255.255.255.0
set static-ip-route gateway 10.226.161.254

set host id AP117

set managed-ap switch-address-1 10.253.161.1
set telnet status up

set web-server http-status up

save-running



