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5 C (B btps//192.168.1.99/login -~ ) RS

Name:admin
‘ Password :!QAZ2wsx
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Video Help  Logout

F::RTINET | FortiGate 60D

N | o oo o oahbcars :
EI Dashboard = Email Filtering @ Unreachable Configure
& VD N
g Network %llj}% FortiClient * Registered /[ Allowed 0 of 10 Details Enter License
E‘; Config + FortiClient Installers
" =3 Admin
L.*'L FortiToken Mobile » Assigned / Allowed 0 of O
H" Log Config

| P— config system modem

l FoTeensersesrsss « I set status enable

\ set auto-dial enable
set phonel "*99***1#"

end
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E‘ Dashboard
- Status
w-llh Fortiview

: . |GG >
El bgl Network %&}E

EEI--@ Config
g'i Admin
I§| Monitor

£EATINET.
FortiGate 60D INTERNAL

2 3 4 5 6 7 DMIWANIWANMZ

Ellillillﬂﬁlﬁﬁ o [

& Create New =  [@ Edit [ Delete

| |vStatus v Name |V Members __ VIP/Netmask | ___ TType

Hardware Switch (1)

(4] internal 192,168.1.99 255.255.255.0 Hardware Switch (7)
Physical (4)

(4] dmz 0.0.0.0 0.0.0.0 Physical

[+ modem ﬁﬁ?g\ﬁl P 55.255.255.255 Physical

(4] wan1l 163.20.66.100 255.255.255.0 Physical

(4] wan2 0.0.0.0 0.0.0.0 Physical
WiFi (1)

4] NTPC-Mobile ([ S5I0: NTRPC-Mabile) MNSA = WiFi
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Video Help Logcu..t
Cclobal S

FortiGate 60D INTERNAL
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1234567
) ) [ e () [ (o

“em Status
& {3 VDOM
Bﬁgj Me ) Create New » & i Group by Type @D
| Status| 7 Mame | TMembers| T IP/Netmask | Tiype | Access | 7 Virtuol Domain] )]
- DNS Physical (10)
- zm) Config o dmz 192.168.1.99 255.255.255.0 @ Physical  |[PING||HTTPS|/SSH root
5 < Admin o internall 0.0.0.0 0.0.0.0 @ Physical root
’ Log Config 0.0.0.0 0.0.0.0 & Physical root
0.0.0.0 0.0.0.0 [ Physical root
— e 0.0.0.0 0.0.0.0 [& Physical root
o internals 0.0.0.0 0.0.0.0 [ physical root
[+] internal6 0.0.0.0 0.0.0.0 [ Physical root
o internal7 %l‘lj:}l% 0.0.0.0 0.0.0.0 & Physical root
0 m 0.0.0.0 0.0.0.0 @ physical | PING|[FMG-Access|[AUTO-TPSEC] root
o wan2 192.168.101.99 255.255.255.0  [@ Physical | PING |FMG-Access| AUTO-IPSEC]| root

Virtual Domains
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Eﬁ Admin
w-= Monitor

FortiGate 60D

Interface Name
Alias
Link Status

Type

Addressing mode

Status

Obtained IP/Netmask
Expiry Date

Acquired DNS

Default Gateway

Edit Interface

wanl(0&:5B:0E:7C:75:5E)

Up &

Physical Interface 5&%
W
Man PPPoE Dedicated to Extension Device

connected &

163.20.66.100 255.255.255.0 | Renew
February 26, 2015 01:41 AM

203.72.153.154 203.72.153.153
1563.20.66.254
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@@ Dashboard i 1 2 3 4 5 6 7 DMZWANIWAN2

@l Fortiview (e (-
y
=58 Network %l"j% i

* DNS Hardware Switch (1)

* Modem ) - %’jﬁ 192.168.110.254 255.255.255.0 |@ Hardware Switch (7)

# e Config Physical (4)
8 Admin o dmz 0.0.0.0 0.0.0.0 [@ Physical
&8 Monitor (3] modem 0.0.0.0 0.0.0.0 [@ Physical

(4 wan1 163.20.66.100 255.255.255.0 [@ Physical

3] wan2 0.0.0.0 0.0.0.0 [@ Physical

WiFi (1)
o NTPC-Mobile ({3 SSID: NTPC-Mobile) N/A = WiFi
Lome eV IiaI I eI IV
Default Gateway ® Same as Interface IP () Specify

Router ONS Server Same as System DNS () Same as Interface IP @ Specify 168.95.1.1
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System Edit Interface

internal? o
5 ® Dashboard
- Status Addressing mode @ Manual () DHCP () PPPoE
e-illh Forti
i,‘ e IP/Network Mask 192.168.110.254/255255.255.0
=58 Network
- Interfaces Administrative Access ¢ HTTPS ¥ PING ¥ HTTP ¥ FMG-Access & CAPWAP
= WAN Link Load Balancing @ SSH ) SNMP @ FCT-Access
- DNS
i v Modem [ | Auto IPsec Request
@ Config
- ! | DHCP Server ¥ Enable
&z Admin =
@& Monitor Adkdress Range O Create New (@ Edit Delete
192.168.110.10 152.168.110.250
Netmask 1255.255.255.0
Default Gateway @ Same as Interface IP O Specify

DNS Server () Same as System DNS () Same as Interface IP @ Specify [168.95.1.1



FEERTINET  FortiGate 60D

Basic Features

Routing & _

VPN &

= “EREE |

WiFi Controller &

] ]
“»

Security Features

AntiVirus & |
«» @

DLP @ 1

IPvE &

WAN Opt. & Cache &

Presets:

Application Control &
o«

Email Filter &
e

Full UTM

w 0 [

Video Help Logout

£ B X

Configure
Configure
Configure
Configure

Activate

5 Enter License
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System .
- ECMP Load Balancing Method
m Source IP b35®eighted Load Balance Spillover Source-Destination IP based
EI:| Static

. e
AT

-~ = Policy Routes NTPC-Mobile 0

dm :

E'"E D'g,-"ﬂ.Eer"liC %’j% internal 0
-5 monitor modemn @ %%{@&’&255

=l

ssl.root 0
wanl 0
wan2 0 b
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Router

3 Policy & Objects
EI Policy

e W IP".I"‘q'
-= Proxy Options

- = 550 Inspel ?%g

- Services

- = Schedules

- ® Traffic Shapers
- = Virtual IPs

- = IP Pools

== Monitor

® By Categor

Create New (& i}
= mme | twe | veww |

Address (15)

5] 30408_203.72.153.254 Subnet 203.72.153.254
£ Gotomeeting FQDM * gotomeeting.com

B SSLWPN_TUMNNEL_ADDR1 IPF Range 10.212.134.200-10.212.134.210
=] all Subnet 0.0.0.0/0.0.0.0

%% id FQDM *.android.com
FQDMN * apple.com

4 pey P

£ appstore.com FODN *.appstore.com

|

£ citrixonline FQDM *.citrixonline.com
i £ dropbox.com FQDM * dropbox.com
£ icloud FQDM *icloud.com
E] itunes FQDM *itunes.apple.com
[ none Subnet 0.0.0.0
£ skype FQDMN *.messenger.live.com
£] swscan.apple.com FQDM swscan.apple.com
£2] update.microsoft.com FQDMN update.microsoft.com
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System

Router

3 Policy & Objects

E||§| Policy

n IPy4

=& Proxy Opticns
- ® S8] Inspection
l';'l""'é Objects

B P T e—

- " Services

- ® Schedules
- ® Traffic Shapers

- = Airtual IPs
- = IP Pools
=- & Monitor

MName

Type Subnet

Subnet / IP Range %A |P
any

Interface
Visibility s

Comments ] or2ss

oK Cancel
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System

Router

Policy & Objects

B Policy %‘Ijﬁ
dirvd

- % Proxy Options
- % G5 Inspection
'3-1'_’| Objects

- ® Addresses

~® Services

- ® Schedules

- ® Traffic Shapers
- ® \irtual IPs

~* IP Pools

&= Monitor

o e T T T T T

FortiGate 60D

- W
internal /

internal

internal

internal

any

_atih

wanl

wanl

wan2

any

i all

& all

&= all

i all

& all

i all

i 3040B_203.72.153.254

&= all

i all

& all

always

always

always

always

always

B ALL
D ALL
DALL
D ALL

DALL

Section View (#) Glol

v ACCEPT  (Enable
@ DENY

v ACCEPT  (QEnable
v ACCEPT  (Enable

@ DENY




F::RTINET @ FortiGate 60D

System

Router

Policy & Objects

El@ Policy

- & Proxy Options
- ® 55| Inspection
E':I'"_El Objects

-® Addresses

- " Services

- ® Schedules

- ® Traffic Shapers
== Virtual IPs

- = IP Pools

=& Monitor

SRR R i

Incoming Interface internal - |
Source Address =1 all - | W
Source User(s) Click to adc

Source Device Type Click to adc E@%ﬁ E E@il\ﬁ

Outgoing Interface ~| &
Destination Address ~| &

Schedule [T always

s PETHISUEE EEFG3040B

Action @ DENY -

Logging Options
T Log Violation Traffic

Comments | 071023

@ Enable this policy

oK Cancel
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System 2SR AR 5 AN AR cy |
AL J T SRR
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g Policy & Objects % Source Address (= all ~| &

=[E Policy | Source User(s) Click to add... -

-~ N source Device Type Click to add... -

" ® Proxy Options | Outgoing Interface modem

- = S5 Inspection . E’]/\ fﬂj

- _ P Destination Address = all E@«% E N )I E‘Eﬁi E H,\J

=-87 Objects
i Schedule & al -

~n Addresses @ always

- ® Services Service o ALL ~| &

- % Schedules | Action « ACCEPT -

- = Traffic Shapers [ ) .

) Firew work Options

- " firtual IPs l

- = IP Pools E&@JNAT
5B Monitor ® Use Outgoing wiendue Auuess Fixed Port

Use Dynamic IP Pool Click ta add...
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System

Router

Policy & Objects

EI_EI Policy

- = Proxy Options
-® 551 Inspection
I'—_'I:l-'_"l Objects

- % Addresses

" Services

- ® Schedules

- ® Traffic Shapers
- = \firtual IPs

- = [P Pools

-5 Monitor

M SHEEAR B /S .

Incoming Interface internal |
Source Address = all - |
Source User(z) Click to add..

Source Device Type Click to add.. %j‘@%ﬁ E E,\J{I\E
2 ©

Outgoing Interface

Destination Address =] 3040B_203.72.153.254 - | W

Schedule [T always =
i:«ice QAL %Tﬁ[fﬁ%ﬁ EF' %ﬂy FG3040B
ien (@ DENY -

Logging Options
@™ Log Viclation Traffic

Comments 4| 0/1023

@ Enable this policy

OK Cancel
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o _ Scurce Device Type Click to add... -
= Proxy Opticns g Outgoing Interface i
~® S5 Inspection g N
S8 Opjects g Destination Address = i\j‘@% E E’\Jfl\ﬁ )
| L Addresses Sehedule @ always \
= Seryices Service 2 ALL 'EZE‘ E H,Jiﬂziﬂ: T
- = Sehedules | Action v ACCEPT -
- = Traffic Shapers { Firewa tetwork Ontione
- = \irtual IPs
- = TP Pools E&@JNAT
EEI--.i‘-:| Monitor s Use Qutgoing Interface Address Fixed Port
Use Dynamic IP Pool Click to add...
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ot % Scurce Device Type Click to add... -
" Proxy Options % Qutgoing Interface $ ~| &
- m g5 Inspection B o
IEI:1-'_’| Objects Destination Address (=] a %\j‘ @%ﬁ E E’\Jfl\ﬁ ¥
L P Schedule [T always _gﬁ E E’ﬂiﬂiﬂh
- Saryices Service @ ALL -~ | &
- % Schedules | Action v ACCEPT -
- = Traffic Shapers [ . » .
~= Virtual IPs ] w.,.. i
- = IP Pools & NAT E&@JNAT
@Bl Monitor ® Use Outgeoing Interface Address Fixed Port
Use Dynamic IP Pool Click to add...
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% Services

- Schedules

- ® Traffic Shapers
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= 1P Pools

& Monitor

&3 Create New

m T From

internal
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internal

internal

internal

an

T To

modem

modem

wanl

wanl

wan2

any

£ all

El all

El all

&l all

£ all

& all

EEWU\’"EEY-;

3 Destination

{2l 3040B_203.7%2.153.254
&l all
{Zl 3040B_203.72.153.254
£ all
= all

= all

Section View (8 Glob

it | sl s | or

T always
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@ DENY
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@ DENY
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FRTINET

FortiGate 60D

EI &) Dashboard

-
w-Ulll Forfiview %Ilj}%
@l Network
-1 Config

=1

H-cqa Admin

S = Monitor

&3 Widget Q‘ Dashboard

Connected

FGTeeD4614839838 # I

config wireless-controller setting
set country TW

end

FGT60D4613047858 (setting) # end

This operation will also clear channel
settings of all the existing wtp profiles.

Do you want to continue? (y/n) y
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1 2 3 4 5 & 7 DMIWANIWANZ

T ) o) () [

..... dinteaces & Create New ¥ [&f

----- " WAN Link Load Balancing lmm

..... = NS Hardware Switch (1)

_____ - Modem o - %]jig 192.168.1.99 255.255.255.0 [E Hardware Switch (7)
H = Config Physical (4)

,xj'i Admin o

: dmz 0.0.0.0 0.0.0.0 [@] Physical
- i .

= monitor - o modem 0.0.0.0 0.0.0.0 [@] Physical

{ o wanl 163.20.66.100 255.255.255.0 [@ Physical

o wan2 0.0.0.0 0.0.0.0 [@] Physical

WiFi (1)
4] NTPC-Mobile ({2 55ID: NTPC-Mobile) N/A = WiFi
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: b"_" | Physical Interface Members internall *
) ) B internal2 b3
----- * WAN Link Load Balancing | - 3 %
B interna
..... DS % internald *
_. Modem E internals *
E:}]Q Config E internalé !
"ﬁl Admin % internal? *
- & mMonitor ]
E Addressing mode f®] Manual ) DHCP () PPPoE
|
‘{ IP/Network Mask 192.168.1.99/255.255.255.0 - EEEBILN EEEEGAP
g Administrative Access 4 HTTPS ¥ PING ¥ HTTP ¥ FMG-Access (@ CAPWAP
[« SSH (] SNMP [« FCT-Access
Ra— (] Auto IPsec Reguest
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System i Create New
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& Edit

MTPC-Mabile

Security Profiles

VPN

User & Device

WiFi Controller

=637 WiFi Network

= FortiaP Profiles
= WIDS Profiles
--fiii]} Managed Access Points
I§| Monitor

M Celete

m, Wi M T
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%/\{[\E%ﬁ Interface
Interface Name _[NTPC-MLeaming >

Type WiFi SSID v

Traffic Mode 3 Local bridge with FortiAP's Inter.. «
WiFi Settings

SSID Local...
Secunty Mode %ﬁ WPA2 Personal v

Pre-shared Key (8 - 63 characters)

Allow New WiFi Client Connections When

Controller Is Down ﬁﬁﬁ A11111111

Maximum Clients

' WiFi Controller

=199 wiFi Network

* FortiAP Profiles

* WIDS Profiles
@ (o) Managed Access Points
@ & Monitor

Optional VLAN ID 0

Comments 0/25%

OK Cancel
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&3 Widget gj Dashboard

EI &) Dashboard

-
w-lih Forfiview %,ﬁ}%
ilﬂ! NEtI'i‘IDrH
-5l Config

H-cqa Admin

" @ Monitor

Connected

FGTeeD4614839838 # I

config wireless-controller vap
edit NTPC-MLearning
set security open

end
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System & Create New / [ Edit i Delete
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2.4GHz 802.11n/a/b [1, 2, 3 ...]
& NTPC-Mobile
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- NTPC-FAP221C FAP-221C
Security Profiles

VPN

User & Device

WiFi Controller

el e
= ':1:' WiFi Network  puesssss

A FOrtiAP Profiles
= WIDS Profiles

=l

H-faf) Managed Access Points
&= Moniter

I I O T
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Name INTPC-FAP221C ﬁ/\ﬁmm

Comments

Platform FAP221C

EEE—
BIEAPI IR RS
¥ Radio 1

Mode Disable ®» Access Point Dedicated Monitor
Spectrum Analysis

e
WIDS Profile cid > .
e RSB
e

Band 2.4GHz 802.11n/g/b ¥
Channel w1 2 3 4 S #6 7 8 9 10 @11

WiFi Controller

297 wiFi Network
* SSID
il FortiAP Profiles
* WIDS Profiles
@ €) Managed Access Points
@ &8 Monitor

Auto TX Power Control * Disable Enable

bl __---I..'.lllllll

100 %

.
v Radio 2 BEREAASSID

Mode Disable @ Access Point
Spectrum Analysis

Radio Resource Provision

Client Load Balancing ) Frequency Handoff @ AP Handoff
- Band SGHz 802.11ac/n/a v
I Select Channel Width 20MHz v
; Channel v 56 60 & 64 & 149 153 @157 [ 161 @& 165
= Auto TX Power Control e Disable () Enable
’= o __..---llllll.llll
E 100 %

wu

SSID @ NTPCMLeaming  (SSID: NTP.. X
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SSID EHEE

"'@ User & Device
@--(‘1"3 WiFi Controller
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Router | Meshw | 7 Access Point | 7 State | 7 Connected Via |

Policy & Objects

- FP221C3X14015306 .'@ 192.168.1.116 )

Security Profiles

. FP221C3X14015309 & HESEAP IP
VPN -
User & Device

WiFi Controller

@..Eﬂ'}":' WiFi Network

* FortiaP Profiles
= WIDS Profiles
Iél-{:i]} Managed Access Points
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Please login...

Name |

Password '

Name:admin
Password ZE




AC Discovery Type

AC IP Address 1

AC IP Address 2

AC IP Address 3

AC Host Name 1

AC Host Name 2

AC Host Name 3

AC Discovery Multicast Address
AC Discovery DHCP Option Code
FortiCloud Account

FortiCloud Password

AC Data Channel Security

( JAuto (® Static) () DHCP () DNS () FortiCloud () Broadcast () Multicast

703.72.153.254

=

)
20372153254/ PAI/N

]

_capwap-control _udp. examp|

224.0.1.140

138

() Clear Text () DTLS Enabled (& Clear Text or DTLS Enabled
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http://global.download.synology.com/download/Tools/SynologyAssistant/5005/Wi
ndows/SynologyAssistantSetup-5.2-5005.exe
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