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Initializing firewall...
System is started.

FG100C3608602336 login: admin
Password:
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Video Help Logout

€ widget [@ Dashboard

+ System Information £ O + System Resources £ X

Dashboard

Host Name FGT40C3915001588 [Change] _
Serial Number FGT40C3915001588 M= CPU Usage: ———— 74%
Metwork Operation Mode Transparent [Change]
= config Management [P 10.231.56.65 [Change] Memory Usage: . 50%
ﬁ’l Admin System Time Mon Jun 26 04:29:19 2017 (FortiGuard) [Change]
" Monitor Firmware Vel.'slon . v5.2.11,build754 (GA) [Up.d.ate] ﬁ Disk Usage: 22%
System Configuration [Backup] [Restore] [Revisions]
Current Administrator admin [Change Password] /2 in Total [Details] — ) Total Sessions: 23
Uptime 0 day(s) 0 hour(s) 13 min(s) . Sessions: Mew Sessions per Second: 14

-:::- Reboot @ Shutdown

+ License Information

FA Support Contract * Registration @ Unreachable + Unit Operation

= IPS & Application Control Unreachable Configure . .
e @ nfig “5[1" FortiAnalyzer \ FortiManager
= AntiVirus @ Unreachable Configure ‘2ad
FortiGuard
= Web Filtering @ Unreachable Configure
» Email Filtering @ Unreachable Configure F::ATINET,
FortiGate 40C INTERNAL y |':'
Forticloud A " ctvat WANIWANZ 1 2 3 4 5 I u
ortiClou = Accoun e e =
a 0] o] () FortiClient
@ FortiSandbox = FortiSandbox Appliance &) Mot Configured Configt
- . —— Detais
» Clients Registered -
FortiClient Dof10 Enter License = Alert Message Console B ¢ O X
* FortiClient Installers wm 2017-06-26 04:13:39 Firmware upgraded by admin I:
] - . ] -06- 5 %
Policy & Objects FortiToken Mobile * Tokens Assigned oofo O 2 il=p = (1R 2ol SR (A X
° w 2017-06-26 03:56:24 System shutdown (factory default) I:
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1. | Host Name FGT40C3915001588 [Change]
Serial Number FGT40C3915001588
Cperation Mode Transparent [Change]
Management IP 10.231.56.65 [Change]
2't- System Time Mon Jun 26 04:29:19 2017 (FortiGuard) [Change]
3. | Firmware Version v5.2.11,build754 (GA) [Update]
T System Configuration [Backup] [Restore] [Revisions]
Current Administrator admin [Change Password] /2 in Total [Details]
5. Uptime 0 dayis) 0 hour(s) 13 min(s)
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# @ pashboard
@l Fortiview
-8 Network
&= Config

E‘ﬁﬂl Admin

Administrators

* Admin Profiles

few Settings
#[=] Certificates
@ Maonitor

Router

Policy & Objects

Security Profiles

VPN

User & Device

WiFi & Switch Controller

Log & Report

v
v

T,
i

¥
o«
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I

¥
~

Hk O DN —
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New Administrator

Type @ Regular ) Remote ) PKI

Confirm Password

Comments Write a comment...

dministrator Profile  [please Select] -

Contact Info
[ Email Address

[[lsms (@ FortiGuard Messaging Service
Country/Region | click to add...

Phone Number

[[1Enable Two-factor Authentication

Trusted Host #1  g,0.0.0/0.0.0.0
Trusted Host #2 0,0.0.0/0.0.0.0

Trusted Host #3  §,0.0.0/0.0.0.0

Custom

Restrict this Administrator Login from Trusted Hosts Only

0/255
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EI . Dashboard

' = Status

l ilﬂ] FortiView

J;'EI Metwork

"|5 Config

Elg"n Admin

= Administrators
- Settings

IiE_.J Monitor

& Create New [@ Edit T Delete
Profile Name

prof_admin

super_admin
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Proﬂle Name:

New Admin Profile
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EE! Natwork Comments: Write a comment... 0/255
..|5 Config 2 Access Control ] None ] Read Only [ Read-Write
B 4 Admin System Configuration @
. Administrators Metwork Configuration @ \
B imin Profiles Administrator Users @
FortiGuard Update @
® &) Certificates Maintenance @
@ Monitor Router Configuration @
» Firewall Configuration @
3 » security Profile Configuration @
VPN Configuration @
User & Device @
WAN Opt & Cache @
Router Endpoint Security @
N . WiFi Controller @
Policy & Objects \\ b Log & Report ® /
Security Profiles
VPN OK Cancel
User & Device

WiFi & Switch Controller

Log & Report
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EI Dashboard
- Status
lﬂ FortiView
l 5 Network
l S Config

EI g] Admin

 Administrators

- = Admin Profiles
: - Settings
- Monitor

Neiw Taipei City Government

Administrator |userﬂl |

Type ® Regular  Remote () PKI

Password

Confirm Password  |(esssssss ﬁ’TmW

Comments | 0255

Administrator Profile | [Please Select] ¥
[Please Select]

Contact Info [Create New...] iy g _%fa
— Email Add prof_admin
— Emal ress super_admin |

« FortiGuard Mesﬂling Service  Custom
— eMs Country/Region | click to add... -

\

-r,ju

Phone Mumber |

[ | Enable Two-factor Authentication
| [ | Restrict this Administrator Login from Trusted Hosts Only

|| Restrict to Provision Guest Accounts
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New Admin Profile

EI Dashboard
- Status
ﬂ FortiView
EEI Metwork
@ Config
Elg'i Admin

-0 Administrators

: - Settings
Ii;i,J Monitor
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System Configuration
Network Configuration
Administrator Users
FortiGuard Update
Maintenance

Router Configuration
Firewall Configuration
Security Profile Configuration
VPN Configuration
User & Device
Endpoint Security

WiFi Controller

P Log & Report

ONCONONONCORCORORCRORCORORNORCO

Profile Name: read-only ;Ei Bl A Lﬁ_
Comments: | /255
Access Control [ | None @l Read Only \ [ | Read-Write

E A S

oK Cance
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- Status
ﬂ FortiView
J;'T_E_I Metwork
@ Config
Elﬁ“] Admin
= Admin Profiles
: o Settings
&[5 Monitor
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Edit Administrator

Administrator |user[]1 Change Password
Type ® Regular () Remote ) PKI
Comments | /255

A~

Administrator Profile | read-only

i ¢ \:figg*gl(fl%

Contact Info
| Email Address | |

« FortiGuard Messaging Service ~ Custom

(] SMs Country/Region | click to add... -

Phone Mumber |

[ | Enable Two-factor Authentication

|#| Restrict this Administrator Login from Trusted Hosts Only )
Trusted Host #1 10.231.56.31/0.0.0.0 e a1 1 ok ||P
Trusted Host #2 [0.0.0.0/0.0.0.0 AT IS p=os
Trusted Host #3 |0.0.0.0/0.0.0.0 = )

| | Restrict to Provision Guest Accounts
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Fi:ATINET
FortiGate 60D INTERNAL

123456 7 DMZWANIWAN2

9 T

@ Create New ~ [@ Edit fif Delete

— —— ambe ; [ :
Hardware Switch (1)

1] internal 192.168.110.254 255.255.255.0 Hardware Switch (7)
Physical (})

[+] dmz 0.0.0.0 0.0.0.0 [ Physical

o modem 0.0.0.0 0.0.0.0 [ Physical

[+] wanl 0.0.0.0 0.0.0.0 [ Physical

L] wan2 192.168.111.11 255.255.255.0 | (& Physical
WiFi (2)

[+ MLearning-4G (@) SSID: NTPC-MLearning4G) 192.168.120.254 255.255.255.0 | = WiFi

[+] NTPC-MLearning (§ SSID: NTPC-MLearning) NfA = WiFi

PING

PING
PING
PING
PING

PING

HTTPS

HTTPS
HTTPS
HTTPS
HTTPS

Group by Type @D

S5H TP [Fic-Acces]|

HITP) [FHG-Access| [capw
HTTP

SSH| HTTP
SSH| HITP) [FMG-Accesd
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Interface Name
Alias

Link Status
Type

Addressing mode
IP/MNetwork Mask

| Administrative Access

DHCP Server
Security Mode

Device Management
Detect and Identify Devices

Listen for RADIUS Accounting
Messages

Secondary IP Address

Comments
Administrative Status

Edit Interface

wanl(08:5B:0E:7C:75:5E)

Down ©
Physical Interface

# Manual © DHCP © PPPoE © Dedicated to Extension Device

0.0.0.0/0.0.0.0 |
7 HTTPS ¥ PING @ HTTP ¥ FMG-Access [ CAPWAP
¥ 55H SNMP FCT-Access

Auto IPsec Request

Enable
|MNone v
|
®= o Up o @ Down
0K Cancel
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Interface Name
Type

Interface

VLAN ID

Yirtual Domain

Addressing mode

IP/Metwork Mask
IPv6 Addressing mode

IPve Address/Prefix

adrninistrative Access

IPv6 Administrative Access

DHCP Server

Security Mode

Device Management

Detect and Identify Devices

Listen for RADIUS Accounting Messages

Secondary IP Address

New Interface

| VLAN

portl

0

raot

= Manual

DHCP FFFPoE

0.0.0.0/0.0.0.0

& Manual

A0

HTTPS
SSH
HTTPS

ZEH

Enable

Mone

DHCR
PING HTTP FMG-Access || CAPWAR
SHMP
PING HTTP FMG-Access [ CAPWAP
SHMP
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Global

Virtual Domains

& mogmt
=& root
aé:'-} System
Ié'"<-'> Raouter
9 Static

® Policy Routes
" Settings

B Dynamic

&-& monitor

B Policy & Objects

3 Create Mew » |4

T 1p/Netmask | Gateway | v Device | " Comment______|&]

163.20.0.0 255.255.0.0

10.128.0.0 255.125.0.0

172.18.0.0 255.255.0.0
203.72.153.0 255.255.255.0
210.71.648.0 255.255.254.0
163.268.3.0 255.255.255.192
210.59.53.0 255.255.255.0
210.60.,155.0 255.255.255.0

0.0.0.0 0.0.0.0

163.20.250.0 255.255.255.0
10.241.152.0 255.255.255.0
192.165.10.0 255.255.255.0

10.227.250.253
10.227.250.253
10.227.250.253
10.227.250.253
10.227.250.253
10.227.250.253
10.227.250.253
10.227.250.253
59.124.92.254
19z.165.0.1

to_3750_interne
to_3750_interne
to_3750_interne
to_3750_interne
to_3750_interne
to_3750_interne
to_3750_interne
to_3750_interne
port3
vdom linkl
ttojhsWPM
andy_test

VPN ttoihsWPN (Created by WPN

Ljﬂ Security Profiles
&0 VPN

; @ User 2 Device
®07 wiFi Controller
Log & Repart

31
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& E%

= 1. P eniz§ %8 > ANext Hopi¥ix
= 2.8 v i@ > Next Hop#t e ik #
« 3.8 v ®iF » Next HoperiIPix

New Static Route

Destination IP/Mask 0.0.0.0/0.0.0.0

portl

Gateway 0.0.0.0 3]

Administrative Distance 10 call ? )
Comments

P Advanced Options

I OK Cancel

HIPF

i &

0/255

Edumtmn Department, Aj
New Taipei City Government

3 Create New & Edit T Delets

T IPfNetmask
192.168.1.0 255.255.255.0

10.1.1.254

portl

T Comment

= R
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AR

‘ B KASERR ‘
— EHAE
HERRERGE | | AEFERERTENE
—| ESHRE
L| HeonEEs | | mEERTE—a

EERREBNAE

EEEET

FeFrEEEEFR

Eduwtmn Department, X:j
New Taipei ity Government
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RRRSE

= i ¥ & 2 Policy&Objects>Objects>Address

A4
wh
:ﬂmﬂﬁ :
Education Department,
Neiw Taipei City Government

System 3 Create New [ ® By Category Alphabetically [Q Search |
St .o
R ) Address (31)
o Policy ] * live.com FQDM * live.com Any (] 1
. II:I“M 2] Adobe Login FQDM * adobelogin.com Any ] 1
EI " Objects [2] Gotomeeting FQDN *.gotomeeting.com Any ﬁ i
Elpc-1 Subnet 10.231.56.30/32 internal (/] o
[ Windows update 2 FQDMN * windowsupdate.com Any 0 1
2] adobe FQDMN * adobe.com Any (] 1
= Monitor £l all Subnet 0.0.0.0/0 Any 9 3
B android FQDMN * android.com Any ] 1
| B apple FQDM * apple.com Any (] 1
2] appstore FQDM * appstore.com Any ] 1
[ auth.gfx.ms FQDM auth.gfx.ms Any ﬁ i
) [ autoupdate.opera.com FQDM autoupdate.opera.com Any & 1
B citrix FQDMN * citrixonline.com Any 0 1
[ dropbox.com FQDMN *.dropbox.com Any o 1
[ eease FQDM * eease.com Any 0 1
[ firefox update server FQDM aus*.mozilla.org Any ] 1
] fortinet FQDM * fortinet.com Any ] 1
[ google-drive FQDN *drive.google.com Any 0 1
[ google-play FQDM play.google.com Any ﬁ i
[ google-play2 FQDMN *.ggpht.com Any & 1
Security Profiles [ google-play3 FQDMN *.books.google.com Any 0 1
User & Device [4] googleapis.com FQDMN *_ googleapis.com Any (] 1
WiFi Controller ] icloud FQDMN *.icloud.com Any ] 1
Log & Report ] itunes FQDM *itunes.apple.com Any ] 1 .
Bl mirrneanft EOIDE * mirrnenft com L0y [} 1

it

1



TG &

= 1. IP~ % = 3. g

- 2 F L - 4. IPRE
T e |

ChizEvihes

A
i 'ﬁ
Education Department,
Neiw Taipei City Government

pr—

i Categary ' Address IPvE Address

2 Mame

—

3| Type IP/Netmask -

4 Subnet / IP Range 0.0.0.0/0.0.0.0

—
Interface any -
Show in Address List L4
Comments . 0f255

Type IP/Metrmask

35

OK

Subnet f IP Range
Interface
Show in Address List

cComments

Please Select

FQDN
Geography

IP Range
IPfMetmask

255

oK

Cancel

hERER



Neiw Taipei City Government

RIS s

= i ¥ &2 Policy&Objects>0Objects>Services

System 3 Create Mew ¥ %3 i} [ Category Settings ® By Category Alphabetically |Q Search |
Cpolicy 8 Objects || ServicoMame | Catowoy | Deimis ________[ip/ra0Nshow in Service Lsel. [0]
B policy ﬂGeneraI (4) -
: ALL General ANY 9 1
m. “?M (2 ALL_ICMP General ICMP/ANY (/] 0
" Objects D ALL_TCP General TCP/1-655... 0.0.0.0 (] 0
7 ALL_UDP General UDP/1-655... 0.0.0.0 9 0
Web Access (2)
2 HTTP Web Access TCP/80 0.0.0.0 (] 1
2 HTTPS Web Access TCP/443 0.0.0.0 Q 2
File Access (8)
2 AFS3 File &ccess TCP/7000-... UDP/7000-... 0.0.0.0 o 0
3 FTP File Access TCR/21 0.0.0.0 0 0
2 FTP_GET File Access TCP/21 0.0.0.0 (] 0
| 2 FTP_PUT File Access TCPR/21 0.0.0.0 (] 0
T NFS File Access TCP/111 TCP/2049 UDP/111 UDP/2049 0.0.0.0 o 0
7 SAMBA File Access TCP/139 0.0.0.0 (/] 1
7 sMB File Access TCP/445 0.0.0.0 9 1
2 TFTP File Access UDP/69 0.0.0.0 9 0
Email (6)
2 IMAP Email TCP/143 0.0.0.0 (] 1
@2 IMAPS Email TCP/993 0.0.0.0 (] 1
. ) 2 POP3 Email TCP/110 0.0.0.0 [~] 1
security profiles 2 POP3S Email TCR/955 0.0.0.0 Q 1
S 7 SMTP Email TCP/25 0.0.0.0 (V] 1
WiFi Controller 2 SMTPS Email TCP/465 0.0.0.0 9 1
Log & Report MNetwork Services (10) .
- . -
a

1

it



- LIRBFE LH
o 2. IRIEF AN

= 3. PRAES T T
= 4. PR3

Mew Service

Name

Camments

Shiow in Service List

Cateqgory
FProtocol Type
IP/FQDMN

F'n:utl:n:l:ul

Specify Source Ports

37

| 0f255

||

Uncategorized A

TCP/JDP/SCTR ™

Destination Port (4]
Lo High
TCR ¥ -
||
OK Cancel

% iE Edumuun Department, Kj
New Taipei City Government
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B XK iz #5 Il 1BE &R

Edumtmn Department, %
Neiw Taipei City Government

System

Policy & Objects m

= Policy

; Objects
. ! Monitor

Security Profiles

& Create New [@ Edit i Delete

(®) Section View (

7 Global View [Q Search |

:v Implicit (1 - 1)

_ 1 =l all =l all [T always B ALL @ DENY

- Source |+ Destination| + Scheduie | T Service |+ Action |+ AV]  Web Fier * Application Control  19S| * EmailFilter| DLP| * SSL Inspection ™ Lou &

@Disable

User & Device

WiFi Controller

Log & Report

39
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BB R AIE

1. XK A &
— AR ML B RN G

2. KB IPi+4t
FRZKRIPLF AR AR -

3. P ehfi @

B ER T

4. p en[Pyt
~ M 3I P[P

5. ift 3 PR F3%F A
— BRI BFTIRE

#% 0/ Io
- i F‘F {J——%éﬁ :" °

7. Syslogk 4%
- EERMRTASEHETE o

8. MPAIR M BF -

AV

LY

\/

Edumuun Department, Kj
Neiw Taipei City Government

Incoming Interface Click to add... -~ 1
Source Address £5] Click to add... ~| 2

Source User(s) Click to add... -

Source Device Type Click to add... -
Cutgeing Interface Click to add... ~| 3.
Destination Address £ Click to add... - 4,
Schedule [T always -
Service 3 Click to add... -
Action « ACCEPT ~ O
Firewall / Network Options
Security Profiles

_oFF | AntiVirus =)

_orr  Web Filter =)

_ofe | Application Control =)

_OFF_ IPS =

_ore _ Email Filter =)

_orr  DLP Sensor =)
Logging Options

@& Log Allowed Traffic

® Security Events 7.
All Sessions
Comments
@ Enable this policy 8.
ﬁl

hERER
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ie-R73 IP = 2 VhLL Wj

[@ Edit T Delete (® By Category (' Alphabetically |0. Search |

3 Create Mew =

Address (31) e —
£ * live.com ,“il\!:’lﬁ :‘L__'— z’- Creat N@W * live.com Any

{2 Adobe Login FQDM * adobelogin.com Any
£ Gotomeeting FQDM *.gotomeeting.com Any
=l PC-1 Subnet 10.231.56.30/32 internal

£5 Windows update 2 FQDM *.windowsupdate.com Any
- Schedules

(] 1

(] 1

(] 1

(] ]

(] 1

{5 adobe FQDM * adobe.com Any (] 1

& Monitor =] all Subnet 0.0.0.0/0 Any 9 3

£ android FQDM *.android.com Any ﬁ 1

£ apple FQDM * apple.com Any (] 1

£ appstore FQDN *.appstore.com Any e 1

[2] auth.gfx.ms FQDM auth.afk.ms Any 0 1

| £ autoupdate.opera.com FQDN autoupdate.opera.com Any e 1

£ citrix FQDM * citrixonline.com Any 0 1

£ dropbox.com FQDM *.dropbox.com Any e 1

] ecase FQDM * eease.com Any 0 1

£ firefox update server FQDM aus*.mozilla.org Any e 1

£ fortinet FQDM * fartinet.com Any (] 1

£2] google-drive FQDM *drive.google.com Any (] 1

£ google-play FQDM play.google.com Any ﬁ 1

{2 google-play2 FQDM *.gagpht.com Any (] 1

Security Profiles £l google-play3 FQDM *.books.google.com Any e 1

User & Device [2] googleapis.com FQDOM * googleapis.com Any (] 1

WiFi Controller £ icloud FQDM *.icloud.com Any (] 1
Log & Repost £ itunes FQDM *itunes.apple.com Any 0 1 .

ol mirrnenft EQCM * micrnenft rom Any [ 1

= R



R BH
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Edumuun Department, Aj
Neiw Taipei City Government

New Address

[Name

PC-1

|

oy » 4 ’”?%]

Type

IP/Metmask

[Subnet / IP Range

10.231.56.30/32

Py |

Interface
Show in Address List

Comments

43

internal

|+

-

.| 0/255

OK

Cancel

'1 PERL
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Edumuun Department, Aj
Neiw Taipei City Government

Policy & Objects

E‘ Palicy

-ﬁ Objects
" Maonitor

Security Profiles

L Create New Edit Cielete

T Destination

1 any any =] all =] all

T Schedule

T Service

[T always Y ALL

() Section View (@) Global View |Q Search

@ DENY

T AV| T Web Filtd &

User & Device

WiFi Controller

Log & Report

TR A VG R

L

(4] (4] 1 /

1(»][M] [ Total: 1]

= R



New Policy

Incoming Interface internal FEPCHES v | &
Source Address =] PC-1 3 ATH IPY 2 - |
Source User(s) Click to add... -
Source Device Type Click to add... -
Outgoing Interface wani EFEREN S -
Destination Address (=] all EH >N - @
Schedule [0 always -
Service @ ALL EHFE IR - |
i Action ~ ACCEPT L F P -

l Firewall / Network Options

Security Profiles
oFr | AntiVirus

orFF | Web Filter

gn 81 81

o Application Control

Logging Options
=T Log Allowed Traffic

@ Security Events

i All Sessions

= R

45
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Eduwtmn Department, %
Neiw Taipei City Government

) Create New Edit

1 internal wanl (=] PC-1 =] all [0 always 2 ALL v ACCEPT
2 any any E=] all =] all [T always 2 ALL ) DENY
=4 .. =X El =7 213
B /E'J "zé‘ PC ":th' v .__'— lk'

= R



E-E% B N:IP 2

New Policy

Incoming Interface internal
Source Address =] PC-1

Source User(s) Click to add...

Source Device Type Click to add...
Outgoing Interface wanl
Destination Address £=] all
Schedule [T always
Service 7 HTTPS

[ HTTP

Action @ DENY

Logging Options
@™ Log Violation Traffic

Comments

EHPCE A o
F AT PP 2

TR
2

\4

FHEHTTPEHTTPS

FE A% 75 P~

T Enable this policy

OK

47

0/1023

Cancel

Edumuun Department, Aj
Neiw Taipei City Government
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ENCY

sA A SR 1Y
¥ = R FTH
i Create New Edit Delete i) Section View @ Global View |Q Search
MW_MMME
internal wanl ] PC-1 (=] all [0 always 2 ALL v ACCEPT
QD HTTPS
l internal wanl =l PC-1 =] all T always @ DENY
R HTTP
3 any any = all &=l all 3 always D ALL @ DENY

Eﬂmaﬂ&



TSP IT-RPE R A ff V Wﬂ}ﬁ %\%

Bep o TR HF- L

) Create New |[Jf Edit T Delete (™) Section View @ Global View |‘:l Search |

T Destination| YV Schedule

B HTTPS -
Hj always B & DENY
Bg HTTP
1 internal wanl =] PC-1 =] all [0 always 3 ALL v ACCEPT
3 any any =l all = all [T always D ALL & DENY

HRIEPCEE v 0L L 4

a

49 hERER
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iE B

i

M

Eduwuun Department, ﬂj
Neiw Taipei City Government

[ Edit

L3 Create New

Tl Crelete (™) Section View (@) Global View |Q Search

IINIEMIIIIHHEME-MMMEMMEIEQENIHME

internal

[ Edit
T Celete

In=zert Policy Above

In=zert Policy Below

+= Show Matching Logs

%

B HTTPS

Hj always -
g HTTP

& DENY

Dizahble

3 Cut Policy
Copy Policy

&5 Insert Section

1 =] PC-1 =] all [0 always I ALL v ACCEPT
=] all =1 all [T always 2 ALL & DENY
a

hERER



New Taipei City C.wemmen[

R ke Sy g ()Rl

AR RN B
Edit

3 Create New

2 HTTPS
1@ internal wanl =] PC-1 =] all always

@ DENY

2 internal wanl 5] PC-1 =] all [0 always 3 ALL « BACCEP

3 any any = all =l all [0 always T ALL @ DENY

o 2R






53

ELL G

« g H B ELog&Report>EventLog>System

A4
uh
LT 1l 1
Education Department,
Neiw Taipei City Government

System

Router

Policy & Objects

Security Profiles

VPN

User & Device

WiFi Controller

Log & Report

*EI Traffic Log
=9 Event Log

" Router
" VPN

" User

~® Endpoint
n HA

- " WIF
®-% Log Config
@ Monitor

9 Refresh @& Download Raw Log Log location: Memory
#| v Date/Time| vievel| Yuser | = vMessage &
E 15:17:39 Configuration is changed in the admin session

2 06-12 14:56 traffic memory log is 95% full
3 06-10 23:56 traffic memaory log is 90% full
4 06-09 19:08 smmmmn . [T admin Configuration is changed in the admin session
5 06-09 18:56 memmmn 7] sanfran Administrator sanfran login failed from console because of invalid user name
6 06-09 18:56 mmmmmn T] admin  Administrator admin login failed from consocle because of invalid password
7 06-05 21:18 memmmn 1] adnub  Administrator adnub login failed from https({192.168.110.10) because of invalid user na
8 06-05 21:17 mmmmmn . T1 admin  Configuration is changed in the admin session
| 9 08-0521:06 memmmn 1] sanfran Administrator sanfran login failed from https{192.168.110.10) because of invalid user n
4 | i 3
(M][4] 1 / 1[¥][M] [ Total: 9]
# i Date/Time 15:17:39
Lewel _LLLED Log Description config changed
Log ID 32400 Message Configuration is changed in the admin session
Sub Type system Timestamp 2017/6/16 T+=3:17:39
User 1 admin User Interface https{192.168.110.22)
Virtual Domain root

o R



=6

System

Router

Policy & Objects

Security Profiles

VPN

User & Device

WiFi & Switch Controller

Log & Report

"' " Traffic Log
e
E‘l@ Log Config

Event Log

| 0g Settings

: “® Threat Weight
=& Monitor

A
— i %
E Education Department,
Neiw Taipei City Government

Log Settings

Logging and Archiving

[[] Send Logs to Fortidnalyzer/FortiManager
IP Address: Test Connectivity
Send Logs to FortiCloud

Account: Test Connectivity

Event Logging

Enable All
Endpoint event WiFi activity event System activity event
User activity event
Router activity event VPN activity event HA event

Explicit web proxy event

GUI Preferences
Display Logs From Memory -

Resolve Hostnames (Using reverse DNS lookup)

Resolve Unknown Applications (Using remote application database)

Apply

54
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= ¥ LR REpRREETF
~ RA T R (Wi-Fi)
~RRBARE (MR -FY)
- RAEE R (233 THR FBWIMAX)
— g AsHHEE . (RFID ~ NFC)
—Fh R R
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WiFi

« Wi-Fi ¢ i

EEE 802.11

EEE 802.11b
EEE 802.11a
EEE 802.11g
EEE 802.11n

Ed atior Dpt
n[ i Cly Gove

QTFip

CERTIFIED®

{)itie W

RS



AR T

221 (FATIAP) & 02272 (Thin AP)

A
L %
Education Department,
New Taipel City Government

ST
B R RS
SEME R TS
TR A
PYIN 7
=Mobility 7 &) iR 7%
Wi-FidE A7 35 A
EMRHE

e ERIRE
802.11 a/b/qg/n for connectivity
WPAZ for stronger security

SRR EEREE
IR ERIE

AP

—I/ML
I,):O!OHO:O’ AP
90,0000,

< AP DOOOD0. AP

58
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ermemnenE (vl

« CAPWAP

— Control And Provisioning of Wireless Access
Points Protocol Specification

Partner

Partner VLAN
Partner SSID

Management
VLAN

Porazs” CAPWAP £/ 7

Guest SSID Guest VLAN
aculty SSID I Faculty VLAN |

Faculty

e

hERER



4o 453 22n GG /f
7y WY nﬂﬂ |:| A ol j

WiFi Controller

— N ENBEREEEE
—| ERFICAPWAP |- —| ERAPEMEERE
— FHESSID
k Tunnel Mode |-—| IPEEEDHCPRE SRS TaEE EigControllenENEIFEER
Local Bridge |— s TuatE R ARSI R

— FortiAP Profile

L ERESSID | -— EEAPEE HesaE izl

o R
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RIENAPEIE

Eduwnun Department, X:j
New Taipei ity Government

N EMEEREEEE
1 ERFCAPWAP | EERAPIIREHETE
— FHESSID
k Tunnel Mode |-—| IPEEEDHCPRE SRS TaEE EigControllenENEIFEER
Local Bridge |— s TuatE R ARSI R
~—{ FortiAP Profile
L EMASSID |[-— BEAPEER HemsE AR

o R
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RENITEEIEAP

V

Edut;mr.ln Department, Aj
Neiw Taipei City Government

Edit Interface

Interface Name internal
Type Hardware Switch

Physical Interface Members internall

internal2
intarnal3
internal4
internals

internala

e 3 4

internal?
Addressing mode @ Manual ) DHCP () PPPoE
IP/Network Mask 192.168.110.254/255.255.255.0

Administrative Access HTTFS PING

| @ capwap

S55H [C] sNMP

[ Auto IPsec Request

[¥] HTTP

FCT-Access

FMG-Access

= R
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18SSID

WiFi Controller

— NEEEEREEEE

EYFICAPWAP | — ‘ESAPHRERIZRE

FESSID

Eduwtmn Department, X:j
New Taipei ity Government

IPEEERDHCP RS

SRETTEEE

FEiEControlleri&E » SBREEEEE

i: Tunnel Mode

Local Bridge

ST AEE

— FortiAP Profile

L ERSSID

EEAPEER

A

EREER

o R
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System

Router

Policy & Objects

Security Profiles

VPN

User & Device

i WiFi Controller

r%‘"':(?ﬂ WiFi Network

" WIDS Profiles
®-{s) Managed Access Points
@ Monitor

Log & Report

A
L 'ﬁ
Education Department,
Neiw Taipei City Government

T Interface Name

|Q Search

m Traffic Model T Security Mode

MLearning-40G o ) NTPC-MLearning4G Tunnel WPAZ Perzonal
NTPC-MLearning (4] f¥ NTPC-MLearning Local Bridge Open
(W] (4] 1 f1(»][¥] [ Total: 2 ]

'1 PERL
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#IESSID

1.SSID& &
2. EET
3.EARMEE T EIP

A
i 'ﬁ
Education Department,
Neiw Taipei City Government

Interface Name 1

Type WiFi 351D -

Traffic Mode @ Tunnel to Wireless Controller = 2.

IP/Network Mask 0.0.0.0/0.0.0.0 3

Administrative Access [[] HTTPS [[] PING [[] HTTP [[] FMG-Access
[7] s5H [T] snmP [] FCT-Access

[7] Auto IPsec Request

4.DHCPIk 25 E |

DHCP Server

Address Range

MNetmask
Default Gateway

DNS Server

Enable

'_T!_' Delete

'qa Create New uf Edit

MNo matching entries found

0.0.0.0
@ Same as Interface IP () Specify

@ Same as System DNS () Same as Interface IP () Specify

WiFi Settings

hERER



274185S|D ()i

WiFi Settings
S5I0 fortinet
Security Mode WPAZ2 Personal -
Pre-shared Key (8 - 63 characters)
Broadcast 551D 3.
Block Intra-S5ID Traffic O
Maximum Clients O
Optional YLAN ID 0 =

Device Management
Detect and Identify Devices

Listen for RADIUS Accounting Messages [ |

Secondary IP Address 0

Comments

=]
o]
L
wn

0K Cancel
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'SSID3E *+ 7 B *MMW?

m B -22;\SSID

config wireless-controller vap
edit [SSID]

set security open

end

YR

config wireless-controller setting
set country TW

end

FGT(setting) # end

This operation will also clear channel settings of all the existing wtp profiles.
Do you want to continue? (y/n) y

RS
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APEIEE R

WiFi Controller

Eduwnun Department, X:j
New Taipei ity Government

— N ENBEREEEE
—| ERFICAPWAP |- —| ERAPEMEERE
— FHESSID
k Tunnel Mode |-—| IPEEEDHCPRE SRS TaEE EigControllenENEIFEER
Local Bridge |— s TuatE R ARSI R

FortiAP Profile

L ERSSID

o R
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Y e Y e
iR APEIREE L

System

Router

Policy & Objects

Security Profiles

VPN

User & Device

WiFi Controller

=180 \wiri Network
" S3ID
JFortiAP Profiles
* WIDS Profiles
#-{s}) Managed Access Points
@ =8 Monitor

Log & Report

New Taipei City f..u\femmen[

New FortiAP Profile

MName 1.

Comments 07255

Flatform FAP220B/FAF2Z1E 2, T

Mode (7) Disable @ Access Point () Dedicated Monitor
Spectrum Analysis |
WIDS Profile Click to sat... -

Radio Resource Provision [

Client Load Balancing [ Frequency Handoff [] AP Handoff

Band 5GHz 802.11n/a

Select Channel Width S0MHz -

Channel V|56 [7]60 [7]64 [7]149 [7]153 [¥]157 [7]161 [F]165

Auto TX Power Control @ Disable ) Enable 3.

X Poer ——

[ 100 %

SSID Click to add... - 4.
¥ Radio 2

Mode (7 Disable @ Access Point (0 Dedicated Monitor

Spectrum Analysis &

WIDS Profile Click to set... -

Radio Resource Provision [

Client | nad Balancinn [ Frennency Handoff [T AD Handnff

L



Neiw Taipei City Government

S APE IR frasily

1 AL ? $‘ , New FortiAP Profile
) ! r’ i Mame 1,

Comments 0/I55
2 A P & %._.k Platform FAP220B/FAP221B 2. v
. =] v

¥ Radio 1

Mode () Disable @ Access Point (7 Dedicated Monitor
Ve J;', A )
. ' | >4 Spectrum Analysis [l
WIDS Profile Click to set... -
Radio Resource Provision [7]
Client Load Balancing [] Frequency Handoff [| AP Handoff
4 . SS I D Band 5GHz 802.11n/a -
Select Channel Width I0MHZ
Channel .EE .E[I .54 .149 .153 .15?-Ir .151 .155
Auto TX Power Control i@ Disable () Enable 3.
TX Power II
__----....IIIII
100 %

s5I0 Click to add... - 4,

¥ Radio 2
Mode (7) Disable @ Access Point (0 Dedicated Monitor
Spectrum Analysis [l
WIDS Profile Click to set... -
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SEEZAP

Edumtmn Department, %
Neiw Taipei City Government

System

Router

Policy & Objects

o

Security Profiles

o

3 Create New

FP221C3X14015306

FP221C3X14015309

;ﬂ: 192.163.110.12

_-'—;g 192.163.110.11

Radio 1:
Radio 2:

Radio 1:
Radio 2:

E’E&isplﬂ Ey-@ ap (Grfafresh Managed FortiaPs (0] | 2/5
Meshv| 7 Access Point | 7 State| ¥ ConnectedVial 7 SSIDs |&

NTPC-MLearning4dG,
NTPC-MLearning4s,
NTPC-MLearning4dG,
NTPC-MLearning4s,

NTF
MTP
NTF
MTP

VPN

User & Device

1 WiFi Controller

"((7]) WiFi Netwaork

.' Maonitor

Log & Report

{LLJ

o R
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\\I E'.E

e ARAP

= 1.0t ¥ R A
s 2. A FE Ay

Edut;mr.ln Department, %
Neiw Taipei City Government

FRadio 1: NTFC-MLearningdG, NTRC-MLearning

Radio 2: NTPC-MLearningdG, NTPC-MLearning
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ul ':'.E

RESRARAP il

Neiw Taipei City Government

» w44 8khiE Authorizeig (7324

i) Create New | Jf Edit T Deletgicp 89 sfutbiosas ) pillifRefredfianaged FortiAPs

mmmm

FRadio 1: NTPC-MLearning4G, NTFC-MLearning

FP221C3X14015306 192.168.110.12
° 'ﬁ Radio 2: NTPC-MLearningdG, NTPC-MLearning

Radio 1: NTPC-MLearning43, NTPC-MLearning
Radio 2: NTPC-MLearning4G, NTPC-MLearning

FP221C3x14015309 '%l 192.168.110.11

E Edit

&) Restart
¥ Upgrade Firmware
A=zign Profile 2

]

hERER



FortiAPE& &

s TR AP#L?] »P:192.168.1.2

Please login...

: >

Name:admin
Password Z=H

Login

Educati
Neiw Tal

ity
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FortiAPs& &

« LAPA & 3% %

= 2.Controller IP3X =_

A
ok
:ﬂmﬂﬁ ;
Education Department,
Neiw Taipei City Government

B Network
Configuration

Address Mode

Management VLAN ID

DNS Server IP

Default Local IP Address
Default Local Network Mask
Default Gateway IF

Administrative Access

) Static @ DHCP
0

208.91.112.53
192.168.110.5
255.255.255.0

192.168.110.254

HTTE [C| TELNET

#* Connectivity

2,

AC IP Address 1
AC IP Address 2
AC IP Address 3

AC Data Channel Security

Uplink @ Ethernet () Mesh () Ethernet with mesh backup support
) wTp Configuration AC Discovery Type ) Aute @ Static &) DHCP () DNS () FortiCloud (0 Broadcast
Multicast

203.72.154.254
203.72.154.254
192.168.110.254
) Clear Text

) DTLS Enabled @ Clear Text ar DTLS Enabled

Apply

1 bRy
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ATENRRAR IR IR EE

SSID(E#44 /)
1.NTPC_MLearing
2.NTPC-Mlearing4G

SSID(FFEEHAER)
1.NTPC-M
2.NTPC-MLearing
3.NTPC-Mobile

4 NTPC-WPAZ2-M

Internet!

Internet

(‘

LA 0y

/ Fortigate3950

Internet

/

TEIG @
Fortigate60D

Synology

FortiAP FortiAP

hERER
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'NTPC-MLearning \y Z{f\%

Iw \mrfll fuvrrr wm
(’- 192.168.231.254 63.20.231.6 (f‘
Internet 163.20.231.2 @
FGT3950 Router

C:*UWindows*System32 >tracert —d 168.95.1.1

1£ LPR 30 (EEEEL iBH 168.95.1.1 HYFSH

228.128.3.186
228.128.3.53
218.59.2084.217
168.95.1.1

1 ms 1 ms 1?72.168. 1iﬂ 254
2 * ..%v i :
3 * B8 ,ﬁﬁmﬁa'ﬂﬁ 0

4 ms 4 ms ms 153 280,221 195
5 ms 7 ms mz 1922.83.196.1%4
b ms ? ms ms 1922.83.196.111

NTPC- 'y ms B ms ms 283.7Y2.43.5%
MLearning 8 ms 8 ms ms 2083.75.135.2
9 8

2
BomoW
=
L I

ke
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NTPC-MLearning4G V?ﬂ@?ﬁ%m%

NTPC-
MLearning4G

192.168.231.254

rnet

Neiw Taipei City Government

C:*UWindows~8System3d2 *tracert —d 168.725.1.1

fEEEE F3BHF 168.95.1.1 HIPEH

6
52

63.20.231.6

163.20.231.2

FGT3950 Router

1
59

192.168.128.254
18.54.12.59%

49 49 18.54.12.29

58 A 18.254.51 .67

= = B SR R o
59 59 219.88.116 .73
58 52 660.19%.4.97

49 49 6H0.197 .23 .65

49 49 60.197.3.178

59 53 218.242_.214.154
64 59 218.57.284.133
54 62 168.95.1.1

2
2
2

2
2
2

3
3
3

¥ I I
[ I T
[ I T

3
3
3

2
2
2

== I = B Y T
= =

]

]

2
2

3
3
3

3
3
3

=

[ I B I I = 7 B
]

[ I N T I - B 7 B 7
]

[ I N T I - B 7 B 7

2
2
2
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NTPC il

Iw Taipei City Government
( 192.168.231.254 63.20.231.6 (
Internet 163.20.231.2 @
FGT3950 Router

C:sMWindows“Systemd2>tracert —d 168.75.1.1

72 FFE 30 {EfEEE F:BHE 168.95.1.1 BUPEH

4
5
b
14
22
16
19
14
8
11

192.168.231.254
163.28.231.2
192.83.1°/5.78
192 .83.196.111
283.72.43.5
283.75.135.2
228.128.1.15%4
228.128.3.53
218.57_.2084_.217
168.95.1.1

3
3
3

2
3
4
12

2
3
2

9
15
15
12
12
11

2
3
2

3
3
3

3
3
3

=

L T N = I I B ¥ I I T I ¥
=

L N - I - I B B - I - S

(o[ = I = R [ = I % g Y - Sy TR R L
=
[T < I B B ¥ I A T I

[
3
3
3
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'Event log

il

Education Department,
Neiw Taipei City Government

v/

i

System

Router

Policy & Objects

Security Profiles

VPN

User & Device

WiFi Controller

Log & Report

*El Traffic Log
EI,:_':I Event Log

" Router
" VPN

= User

- * Endpoint
% HA

R =
®-% Log Config
@ Manitor

-

2D Refresh

¥ Download Raw Log

Log location: Memory

T Date/Time| 7 Level T Message
#| v Date/Time| v levell Yuser | = YMessage |%]

u 15:17:39 @ admin | Configuration iz changed in the admin session
2 06-12 14:56 traffic memory log is 959% full
3 06-10 23:56 traffic memory log is 90% full
4 06-09 19:08 mmmmen [T admin  Configuration is changed in the admin session
5 06-09 18:56 mummen [T =anfran Administrator sanfran login failed from console because of invalid user name
6 06-09 18:56 smmmen . ] admin  Administrator admin login failed from console because of invalid password
7 06-05 21:13 wummen 7 adnub  Administrator adnub login failed from https(192.168.110.10) because of invalid user na
g8 06-05 21:17 mmmmen [T admin  Configuration is changed in the admin session
| 9 06-05 21:06 wmmmem ] =zanfran Administrator sanfran login failed from https({192.168.110.10) because of invalid user n
1 | 1 3
(M) [4] 1 /1] [M] [ Total: 9]
# 1 Date/Time 15:17:39
Level CLLLLL Log Description config changed
Log ID 32400 Message Configuration is changed in the admin session
Sub Type system Timestamp 2017/6/16 T=3:17:39
User 1 admin User Interface https(192.168.110.22)
Virtual Domain root

81
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‘ Debu g Command V/ cconmrn

* Fortinet devices include a built-in sniffer
that you can use for debugging purposes.

* All Packet sniffing commands start like:

# diag sniffer packet <interface> <'filter'> <verbose>
<count>

PR
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'Debug Command Example Vi

# diag sniffer packet internal 'src host 192.168.0.130 and dst

host 192.168.0.1' 1

192.168.0.130.3426 -> 192.168.0.1.80:
192.168.0.1.80 -=> 192.168.0.130.3426:

1325244088

192.168.0.130.3426 -> 192.168.0.1.80:
192.168.0.130.3426 -> 192.168.0.1.80:

3483111190

192.168.0.1.80 -> 192.168.0.130.3426:
192.168.0.130.1035 -> 192.168.0.1.53:
192.168.0.130.1035 -> 192.168.0.1.53:
192.168.0.130.1035 -> 192.168.0.1.53:

syn 1325244087
syn 3483111189 ack

ack 3483111190
psh 1325244088 ack

ack 1325244686
udp 26
udp 42
udp 42

192.168.0.130 -> 192.168.0.1: icmp: echo request

192.168.0.130.3426 -> 192.168.0.1.80:
3483111190

192.168.0.1.80 -> 192.168.0.130.3426:

psh 1325244686 ack

ack 1325244735

192.168.0.130 -= 192.168.0.1: icmp: echo request

Edm |t|un Department, ﬁj
Neiw Taipei City Government

A thgig
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2 Z {1k

FortiGate Knowledge Base Libary
http://kb.fortinet.com/kb/microsites/microsite.do

FortiGate Technical Document
http://docs.fortinet.com/fgt.html

FortiGate Treat Center
http://www.fortiguard.com/

FortiGate Support(Tools Firmware)
https://support.fortinet.com/login/UserLogin.aspx
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ETRHNE ()i

« Active-Passive—

Ty 5 - ~FG (Master) miZ egeing » ¥ - o
(Slave) Hithk#H 28k (r&XE2E) | FF &
Master (it & ki3 R & > 2 H3pmpr » Slave
gramELo

« Active-Active—

3 EMAPEAT £ - SFGERE o HA
Cluster™ &d SR & > FEFT Y € RZpiing -

PERR
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T

= o7 LBl
=
= o BT 48 ﬁmmww%ﬂ/%

Active Unit uplink? 3% Bi#&% > i5:iEFGCPt: 2 & 2 & #Mac Address (00-

09-0f-xx-cluster group number-port number) % i*= & % & % & > A standby uniti®
AEMRFAIALEITRR -

FGCP#| = i%5 ¢ : (default ha override is disable)

1. Port Monitor (Bii*tActive Monitor interface i Cluster Master)
2. HA Age Time (B8 3SR » 2 £ 33 5nin > B L& L 38)

3.

4. S/N (= 'ﬁ % Cluster Master)

Priority (& +* JF,’Cluster Master)

L2 Switch I L2 Sw1tch
2 A I s L CRARARS o bda:x)r ﬂov',
. . forwarding
Active-Passive o -
Backup flow
; forwarding
eartheat Link Forugate 1240B
o W-Lf 1 tFT Henrienat Link ‘ Standby Unit
> o o ' o
L2 Switch I I Sw1tch
m
= R
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‘ %_E.I.Ir- ti l|\|:|

%M o % ®FGCPEL 3t - #/ M = F Active-Passive*r # # iF >

— PFActive role§ ¢ standby unit# < (Lost Heartbeat Packet in interval time,default is 200ms) > F#

= FF 4 Active Unit#

LAIRTE § 7 B

= AELLATEMeNFEAS > ZEnable Session Pick-up’ B ¥

— REA-ABA-PEY P org UM £ 3853

= 4 pFd Standby Unit#53& SR> 3 €33 4 ¢ ¥H35 -

Active-Passive

L2 Switch I

Eduw
va Ta

L2 SW1tch

|—= )

Fortigate 1240&

Fault !!

TRETT Nk &

L2 Switch I

Heartbeat Link Fortigate 12408
New Active Unit

L2 Switch

tmn Department, ﬂj
ipei City Government

KA R RTR

Major flow
forwarding

Backup flow
forwarding

PR
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1.HAHN

=v§1ﬁi
o

28

— Active/Active# Active/Passive

% Active

3.HA% & %%ﬁ

4.Session Pick-UP

5.HeartBeat i & fﬂ T_
ERE

6.% 4

A% A€ P K igHATI Be vk

Edumuun Department, Kj
Neiw Taipei City Government

High Availability

1 Mode Active-Active

2 Device Priority 255

["]Reserve Management Port for Cluster Member | amc-swi/1 ~

— Cluster Settings

3

Group Name  FortiHA

Password esccee

4 enable session Pick-up

Heartbeat Interface
Port Monitor]|
Pnorlty(O 512)

amc-sw1/1 )

amc-sw1/2 [ 0B 0
amc-sw1/3 ] ] 0
amc-sw1/4 F M) 0
portl O O 0
port2 B ) 100
port3 ) O] 0
port4 (@ O 0
port5 () [ 0

hERER



a2 1€ Fh KisHAIIBE

A
Education Department,
New Taipel City Government

B @) | revcanesooc FG600C3913804067 FG600C3913804067 MASTER 100 4§ & (&
momTy WANI WANZ 3 5 3 9 11131547 19 21
A = ©° SaaEccol oo
o B o samEco o8 o e
momT2 1 2 4 6 81012141618 20 22
8YP5 BYPS
FIIATINET. =
@B | rencarecooc FG500C3913803603 FGS00C3913803603 SWAVE 150 o & (&
momry WANI WANZ 3 5 7 9 11131537 1921
W % ° eeeaeccc@ 00
a9 0 seeess s mo
MoMT2 3 2 4 6 8 1012141610 2022
BYPS BYPS

v HA >
Monitor
Active Sessions Total Packets Virus Detected
29 days
FGS00CI913803603 22 hours L 1113001 °
29 minutes
FEAINCI91300360 Network Utilizaton Total Bytes [ntruzsion Detected
24 seconds
10 ¥bps 417203682 0
Active Sessions Total Packets Virus Detected
2 days
FGE00C3013804067 3 Nonke 2 pous 9
26 minutes
FGR00S2913004067 Network Utilzation Total Bytes Intrusion Detected
45 saconds
S Kbps 31994203 2

o hE R
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'EZ-WP3000

« X ETERACH > #* EZcontrolfEN &

= BRE 4 ¥ Setting i s e Bk

=)

Miracast

¥

DLNA

ssid: KZ-WP3000-BAF8 psk:87654321

\

Windows/Mac OS Users,
please connect device's WiFi
SSID first, then open browser
and download Apps from
Http://192.168.111.1

ip:192.168.111.1

Eduulmn Department, %j
Neiw Taipei City Government

PR



'EZ-WP3000 ()i

T
g

s LA w B ERT
EIESRE B - THER ABHEL » Bl 2 Setting->Lan->EZ Remote [#Ef

ISR R B ¢ EEERI-ASE R SRR B R

LR DongleB I [El7~ © USBHEEIELR Donglelf & I NEI~

% IR ER R E - THEREER  FSetting->WiFi BIRZHRE
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Enable ‘nanually ‘
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TEERDIPEEER (il

L3S

‘m‘

Laniishi
192.168.110.2

ACHiwRs 8807

PR
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‘Windows 7. "nid 2 3% i VWW

= FaircastF FaRAMNF G » RicE- 2 FTHR
o

o F SR B I WY ieersT shlan P
E(F vl — k).

- RAPE : #* WiFi &3 EZBOX# (F&

%48 5 87654321) » #y > KIP=E
(192.168.111.1) -

PR



Device WiFi ID

KZ-WP3000-1089
IP

192.168.111.1
PSK

87654321

Connected AP

WiFi IP

Lan AP
10.0.2.122

PC Tool Passwt 1935

sk )11

Education Department,
Neiw Taipei City Government |

[=]

.
aircast

dlrcas

Windows/Mac OS Users,
please connect device's WiFi
SSID first, then open browser
and download Apps from
Http://192.168.111.1

n




TESS fj i
« i »EZBoxp B RsfRNT R F & (Land &b) »
T §*Windows*kaircastfg st » A ¥ I Jeib
(http://www.konzesys.com/aircast_downlo
ad.html)™ 3% -
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AEHE

KONZESYS

Information Aircast

Lownioaad m. : " o f . i.i |
Configure | 'I : Windows qg Mac OS !Cw ios l" Android

Conference
Control

EZ control

I W o

|f\ € ios "l Android
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=75 4 s il

1 www.konzesys.com/aircast_download.htm

KONZESYS T
Cavasug gysian gadassizo

vASE

Yol Tk BEFH b o A
Alrcast_Winkk kz-wp300_guide_cht.pdf
oJ | Download file )b Download File

. kz-wp300_guide_chs.pdf
PR ): Download File

EMI | }. . kz-wp300_Lite_cht.pdf

Download File

LAY 17 BREF e 2 AN
Alrcast_MadRk . kz-wp300_guide_cht.pdf
Download File }. Download File

. kz-wp300_guide_chs.pdf
)- Download File

kz-wp300_Lite_cht.pdf
): Download File
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» X EREH TaircastiZ N (p B F) > IR
O~ RABARTE %j'rﬁ]%aircastﬁ e &g
® ¥ “PassCode” = =#F o

&) aircast 1.0.0.5

. N
aircast
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FRREBRIRE (sl

Faum
= Android 4 &uj—_,. Play Storel | > Apple J 3t3-1 App
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ore u faircas

= B fzaircast » md&téfﬂmEz Box$s > :lumzj/\% »
E%ZR-‘I*I ’ \:%‘%J

. awcasti f—"rééﬂmim ¢ “PassCode” = =#F o

0 7wl 99%

L.

[=] aircast (EXBOX)

@ aircast (EXBOX)
P{V31:192.168.111.1 B2

Android =< #8445 B
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7 Q 8 1wy

z
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mEsHRyERysE  (E

Android =R Ecih % @ % T8# > E Apple SRERMETEEP P g ¢

[CIR IS 2 il 67%8 £+ 10:30 & J @ DT 2 .l 67%08 £+10:31

{E /storage/emulated/0/My Documents <E

B3 B xe EJona o =) xn < S
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& | \.
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