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e Shell :
<555 ﬁmmwr 18 A B A g Y

Uﬂ?

%%ﬁ

SR A DUE 2 T (Shel ) FHURIZ 20 F S

HJt%(»(Core)

o W F5L1A] BASH :

Bourne-Again SHell /& Red Hat
Enterprlse Linux k7 CentOS 78 \\\,
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s FENFTIR
— RS

[UserAccount@HostName WorkingDirectory]S
B3 (Super User)
[UserAccount@HostName WorkingDirectory]#

|—~J %%T%E%? Spwd 15 I KHIEIRAEHIERE HEr L E

. @ :
T (command) fEIE(optlons) 28 (arguments)
SR T REUR
» TEOTNED

Sls -al / (DAEAEAS|H / IRHEREE - SEiE)
Sdate --help (%] date 5517 EH)
Sexit (5, Ctrl+D 7E - BASH Session)



S ([ HEH IR
S passwd [ A& R55]

o h
.f'/-. \
[ ® |

Lmux ANLABRIE A& THE - iEll ' IR 5%

N ZE e & AT
Sflle /etc/passwd
Sfile /usr/bin/passwd

BERENE

Scat /etc/passwd
Shead /etc/passwd

=R NAE
Sgrep ntpcuser /etc/passwd

Sstat /etc/passwd
Sstat /usr/bin/passwd

Sless /etc/passwd
Stail /etc/passwd



s NFH(THETR
Swc /etc/passwd
Swc -l /etc/passwd
- 5 HEMH5S (Tab
Completion)
Spas<Tab><Tab>
Spass<Tab>
Spasswd -<Tab><Tab>
. FESHES
Shistory (51| FE SR $5)

‘@

Slnum (E T2 num ETE<)
$!pass (N TE 2T —{E A
By pass 1YI54

<Up Arrow> (_F—{E¥5%
<Down Arrow> (N —{[E+5
=2

Z

Ctrl +r (=R 55

Alt + . ({8 5 53)

* JEBRE R

Sclear
Ctrl+L
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* [FEXVMware Workstation Player > 3% CentOS.7. Stud
!E} ' Play virtual vachine | Fﬁ)ﬁf{ﬁf%ﬁ& (WEZETE T~
Sepan r| Copyed It |
: 7‘/\VI\/IpIayerF§'T;cﬁAzl7§lE’\] CentOS GNOME H.[H]

fp%’i)ﬁ . ntpcuser
R L Centos12#

: fﬁy BASH :
JHeR L T FERRE o rg&ﬁﬁﬁ@u 5%
FERETE | Super Key ) > JEEREL | &Xmik , BX
;Jil R B AT > | AU

© FESRE RIS TR KR E

o YHE ~ FEREZIRH VMplayer 4§ © Ctrl + Alt
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/usr : Unix Software Resource > 5355 ~ F2= ~ HEESE
Jusr/bin : EHEHES Jusr/sbin : Z 455 TRIES
Jusr/local : LSRR

[etc : "LHW‘”*

[var : SEERER - AR ~ SEAESR ~ TREL - SoekiE

frun : TR YRR FRAE B R -
[root : gy e B VS H 8k
/home : —R(EFHZE X H il Lz

/tmp : Eﬁ%ﬁﬁﬁﬁﬁ%ﬁiﬁtaﬁﬁ_IﬁﬁﬁHHﬁiﬁT‘Ei’ B 10K IS
Fx(/var/tmp H]{730°K

/boot : %T&*ﬁ%ﬁﬁi‘mﬁ

/dev : FHEFEZK

/bin = /usr/bin  /sbin > /usr/sbin
[lib = Jusr/lib [lib64 = [usr/lib64

[mly

5T R R

T [
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© PR
AEETERAR - [etc
FHETERAK & etc (fetc B, /usr/etc B /usr/local/etc ?)
« Hix -
ERIFTIEHER - .
E—lEH .
HefEHENZ ek -~
& usernamefZZ H$E - ~username
YV E % - -
* THEETES -
Scd
Spwd
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mv

rm

mkdir

rmdir

touch

& EUfE ZE (Copy file)

#251H $%(Copy Directory)
WAL FEZE (Move file)
#5425 #%(Move Directory)
fiHIk#4E 2 (Remove file)
ks B % (Remove Directory)
217 H #%(Make Directory)

% l#725 H #%(Remove Empty
Directory)

RN ZERE ZE B A R 2R
[&](Change file timestamps)

cp fileA fileB

cp -r dirA dirB

mv filel file2 (PZFE44)
mv dirA dirB

rm fileA

rm -r dirA

mkdir dirA

rmdir dirA

touch fileA

cp fileA fileB fileC DIRx
cp -r dirA dirB dirC DIRx
mv filel file2 file3 DIRx
mv dirA dirB dirC DIRx
rm dirA dirB dirC

rm -r dirA dirB dirC
mkdir dirA dirB dirC

rmdir dirA dirB dirC

touch fileA fileB fileC
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[abc123]
[labc123]
[[:alpha:]]
[[:digit:]]
[[:alnum:]]
[[:punct:]]
[[:space:]]
{1,3,5,7,9}
{0..9}
{a,b}1,2}
{a{1,2,3},b}

EREOEZEFITHY F &

EEUEFIT

BEPREFENELEF A RE T ZAH T\ BTt
A FEFENEVE T A RYETIT » 2R "\ BiiRTT)
BEEMESCFIT » KANEAH S [[:upper:]] K5 ~ [[lower:]/]NE
A EEUEET

B EEMEEFESEE ST IT - KANEAH

BB EE R T 5E T

BEEUEZEAFIT  BTABR TR

HEFYIRFESR A F & - DUESE 765

EHE I RFEFANIER (B Fp) 3 F 2T oila. .z}

HEFIAH & 28 R FE57 N 75
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\ 7 &
s IS B EES—ETE S
S(command) : HERTIEE

Secho "Today is S(date +%x)"

‘command’ : FI5[FH(ESH ' B [9UER)

Secho "It's ‘date +%X now."

+ BREON LSRN B ST

+ BESIHR o SIRNRIIRMT IR HOE SR 0 A0S
\ 1 TS5 5

°?%ﬁ X' 5 B BT T B B T

Secho 'Today is S(date +%x)'
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BAS

o EIIFEZE (H touch EITZEFEZE » Hir X FHIEFEEFHUR)
FETT 6 {[E songX.mp3 FEZE » 71T 6 {[f pictureX.jpg f&ZE > 17 6 [
videoX.mp4 &<

7877 3 {[HZ5 H $% - Music, Photo, Movie

EZII=E
songX.mp3 #ZENZ] Music H$E ~ pictureX.jpg #&)%l] Photo HEf »
videoX.mp4 #8[%E Movie H &

o T 3{EZEH$FE - firends, family, work

/—‘[,_L,;—\—».
¢ &z@m;{g'

w1 R0 2 B —fEfE
4wk 3 Fl 4 1Y —FEfE
4wk 5 Fl 6 1Y —FEfE
«  fHIER -

ks H $% Music, Photo, Movie

» #gHlfriends H $%
 t i family H 5k
» fEwork H ok

HrOk Hok Hok
Sl S
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Manual Page (man > 5 1 ~ 9 {E=Z=g])

1:—pedE< 5

8 : IS

A

Sman -k KEYWORD : {4 Rl B FE = KEYWORD
GNU Info Document (pinfo)

[mn o N N

/usr/share/doc : J&17.

Google XtH /5o
Nams

LR YRR B S

b b
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OUTPUT

Process
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ERROR
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1l

2

ERROR

R INPUT OUTPUT

T (@ process =

>> FILE =
ERROR

20




2> FILE

Buuuun e nessumm 25 INPUT OUTPUT
SiSHEHEes it l_""{ tD Process
P P | TT |. || | |

il 5

O JJ|IJlI ]I

L ] L1 oo
|.J. T J.J. J.J_ J
LT TTITTTTT
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I.:il:l:l:.lI |; : INPUT
o —»{(0) Process

&> FILE

\J

| B

ERROR

SIS

INPUT OUTPUT
—P@D Process
=g7!

> FILE 2>&1 \2)

ERROR

2>&1 B A TE R PIPE {5 7%
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R INPUT OUTPUT
o _’@ Process
P P | LT i1

(2)

{

> FILE1 2> FILE2 ERROR

INPUT OUTPUT
Process

>/dev/pts/2 2>/dev/pts/3 /dev/pts/2

ERROR

g /dev/pts/3

1




{

< FILE ERROR

CINPUT # # DUTPUT‘
Process
?

CINPUT DUTPUT
Process

<IN >QOUT

1

ERRDR

{l
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tD Process
(2)

\‘/

—>@ Process

OUTPYT—— INPUT
(0) Process o Process (%)"
o (2)
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UTPUT,
Process

(2)
\;/ tee

5

[D Process
(2)

—><0 Process

-
i
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Edit Mode
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EHUET
Visual Edit
Mode

KA p IR
Extended
Command Mode
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i l b B | /B E—EF (BEk AL LR
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<Ctrl> Db no<spaces | (&SN n HFTT
<Ctrl> f N <Enter> [ NEE n 1T
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S S
d | <del> | fHERENEBHIIAE 14 g — T
y EEEI N ce e — 8T Lo AR
P T ndd =T HER » 1T (&)
* op /V\T%ﬁ anG | MRESE » 7(2)

=R i 4G M E Bt —1T (&)
x| <er | MIBRFFRFTHERTTT (5) dncspaces | [T » (BT ()

X AT —(E T (R &) vy | Y | s

nx MERFAR R » ([EFIT (&) nyy EE oo ()

X MR » ([HFIT (R&) ynG EEIATESE n 17(2)
dh | dl |dh=xX dl=x vo | ve | yw | EBIESETF (LFE ~ ewfs)
ab | de | aw | HIREE(EE (b7F ~ ewfd) yn<space> | [{AHEEL n (HFIT (2)
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=g aitEH
u B E—(EEE GERX)
U 2 M A —{THyEE
<cerl> r | B (HISART u AHKR)
B E—{EfE<S (W~ 85
~ RNFE
Z7 EAEA a5
J ® N ITREEERTZZ
r AR 5T
R NAFTEE Esc IE

* S - YREEET

2

< =EH

i (IR E TR E A

I WEARITE—EFTThaH A

a (R e —(E =TT BrAa R n

A ERA TR T TT BRI

o /NS FEAHT—AT (F)

O RE - A —T (H)
<del> | BRIEREFTERTIT
<Home> | BETH
<End> | BE1TE
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* JRERIT T
% %

* JER&RAT ORI
He =R
/ > | AN EECe)EE
n N | N(n) k) —{EfE=4ER

o\°

SR EAVRESR () [1{}

: [range]s/pattern/string/[g,c, i, e]

AU

5 : $s/2017/2018/gc

:q rq! | AR FREER
W cwq | FEFICHER (22)
:x /NES o BB I

v file E L file N R
w file (R filefE 2E
te file S filelE 2%

cnl, n2 w file | n1ZEnfTIERRfileRE ZE

:set nu SLETTHR

:mkvimre | EAVIMAYE: ERE

2L command | ERITH NI commandii

[range] FHE - ((F2 Hbla, b ER

FafTIEEbIT
pattern EHMAE
string BAKHINE

[9,¢c,i,e] 28 g BIIFARENEEER
BHRTE#ME - 1 AKRINE - e ABUREERR
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» JEFRES S HBIE

» Sgedit FILE

 1E T &mt , RSO

#FHY 1 Ctrl + Shift + ¢
BE [ @ Ctrl + Shift + v

> gedit

B - | M|

REFIH 1

#XF v Tab

BEEF:8«~

) |[=] - o

BIAE1LFE ~

GV
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* SR ARE FIAL S IATE O SARAE

* HIs-al & /tmp HEx FRrETEE K HERYIH
P EEZEE /tmp/tmp.ls

* FH vim B\ gedit 45#E /tmp/tmp.ls

Hﬁ)ﬁﬁﬁ PEPRAZE (A drwxrwxrwx.) 2= ZRfIER
{BIRRE 2 AT H A &R

« BIRTA 3 B Bf4H By root FYE AKX, ntpcuser
o FREIEH
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fEH
7

R

#useradd
. #usermod
R EEH /etc/passwd e ] o
Sid
#groupadd
FrAHETH /etc/group #groupmod
#groupdel
Spasswd
R A T /etc/shadow #passwd
#chage

s mEMEREHTE  root

. @-Z ,%t)]?ﬁ(Swnch User) : Ssu - (exit IR HY)
o HHFEHE AR TS © Ssudo command

e CentOS 7= HEE wheel B£20IE T~ sudo FE[E
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\;
drwxr—-xr—-x.

—Yw-r——r——.
drwxr-=xr=x.

bash completion.d
bashrc
binfmt.d
brltty
brltty.conf
centos-release
centos-release-upstream
chkconfig.d
chrony.conf
chrony.keys
cifs—utils
cron.d
cron.daily
cron.deny
cron.hourly
cron.monthly
crontab
cron.weekly
crypttab
csh.cshrc
csh.login

cups
cupshelpers
dbus-1

dconf

B EMES L
R EESNIN

l-rw-r——r——.
G S
—IW-L——L——,

=i
Mk

Evi

ot

<
Y
7

drwxr-xr—x.
drwxr—-xr—-x.
drwxr—-xr—x.

drwxr—-xr—-x.
drwXr=xr<x.
—Yw-r——r——.
drwxr-xr-=x.

—-rw-r——r——.
S ) ] St Co
drwxr—-xr—-x.
drwxr-xr-x.
drwxr-xr—x.
druxr=xr=x.

BB NOHRFFEFREFNMNHEFNMNNONREFODONNORRPRNNRERERERNDNDREN
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\ 74

Linux FEFEFE¥TE ¢ User ~ Group ~ Other
FEFRTEE IER> User > Group > Other
TERIZEEFIE © r (read), w (write), x (exec)

Permission | B (Files) A4 ¥} H # (Directories) Ky {24

AEHUEZEHT N

SN

"% BH$tNRE N T B #%

(5] Is)

A1 H BRI E N F B &%
(fEzm B SRNTE RS2+ H s sEnY -
a#ba] DAIER - (HESLHE x REFRAFEL EH %)

RTINS RS o LTI

(7] cd % H #%)

#ichown #i & Ef4H 182 (B H A 7 fEf4H)

#chgrp BRAH 152 (2

A EF4H)
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* Schmod 1530 TEZEEH %

u g o a(User, Group, Other, All » B];E4$Z)
= (add +, remove -, exactly =)
r w x (read, write, executable » T];F %)

o FEMRE{E (Numeric Permissions, 87ENTFE L)

r, w, X A]

—IW—-YwW-r——. drwxr—-xr—-=.
-110110100. = __#Efr d111101101. —=>__3#EAr
—-421421421. dd21421421.

6 6 4  >EREUE 75 5 >EREUE
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#

o HHVERERR : setuid, setgid, sticky bit

\ 74

RIPRERR STEMER FAESIEES

u+s (suid)

g + s (sgid)

o + t (sticky)

* RERTEMR -

LIRS = B (I TaatEZE
LIS A B B (s 75418

Sk

T

S

H kPR 2 e SR E H Bk > 4
iz H sk A B S A

£ wEREYH RN - Haefs
fREH C A RIEZRET H ik
(A x fER > /N t)
(A x fEfR > KB T)

Set UID  /usr/bin/passwd = /etc/shadow
Set GID  /usr/bin/locate = /var/lib/mlocate/mlocate.db

Sticky bit /t

mp
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© FIAMEIREUE
setgid : 100 : 4
setuid : 010 : 2
sticky bit : 001 : 1
Schmod 4770 file
* THEHER
System :
Directory 777
File 666
UMASK :
root 022
regular user 002
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-

* UMASK &5

H &%
THatE[R (666)
TEPRIES (022)

* root .

H Bk fR 755

AR 644

FWXTYTWXEWX

FWXY—Xr—=x

7

* regular user :

H 8RR 775

A S LA
EATEIR 664

5

5

Craz BUE AT CERIVIER

%
THEIEIR (666)
TERAEER (022)

FW—YW—IW—

FW—f——I—-

o

-

-
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L
[, m

217EF4E myteam >
myteam E£2H

<

W[ 18F ntpcuser 7 peter fIA

LV [EFHF peter > EXEJA SRR B Centos12#

o root E{51E /tmp i;_Lﬁ{[ & teamwork H§% > &

ntpcuser K7 peter &[S EE
alice N[ DL

£ HERPFTEEZE 0 H

» FH ntpcuser E’Tﬁi‘%i ntpcusertxt FeZe , 5

myteam ¥ £ &5

A..:l:)J—r

o peter Efﬁj\iai petertxt B 3 FTA A

o ntpcuser peter 5177 > HlE\ ntpcuser.txt &z

peter.txt FE[FE A IF

i
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EFE

. Linux 248
Iy
‘ %\@E%\E

12
HY

Process

fork

[

T R
& % > (Process) °

ID > ## 5 PID (Process ID) o

FraeEE & (fork) T2 » 1%
PID > (HATYEUATAE AR

Child
Process

exec Child exit

FEPEAE

1

L

% (Parent's PID) |~ -

—» PTOCess

-

-
Process

Process Life Cycle
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* CentOS 7 2 4tREN{2 » B —{EFER(PID 1) 5
systemd
- FEINGE

Running R IEfE#A{THH Stopped T  H{FiRRE
. S AL . Z NMEEEZLER
Sleeping e e .. Zombie -
A BE FETHYFS 1EARRS X EUERR

* Sps aux (Sps -ef)
a: A A HEREF(ETTYRY)
%‘ETL_ﬁEF?E/j{é Sk
X : SHEE G HTTYEVFE R (eXtended)
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(E5 4

* HI=IEF

2LATUR

< (Foreground Process)
e A (TTY) B TEVIE S » iRzl diim A » [FIG S

e H —E R A2 AL I—J—TTYL%{W °

* HIEF

7 (Background Process) :

A TTYIZERI L B BRY1E <

 Job Control

Command & H%TE%EQ?J%‘%-%M? fg %num  7Kf num 35f5 ﬁﬁl?JHu T

Ctrl + z
Ctrl + c
jobs

=R bg %num B num FRIESTINEE T
I AR kill %6num &% 1k num SR5 5

SlHE =2 ps j St job HHEETE
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ERE

* Skill -9 PID (1

\ 74

A2 f7)

£33

AER | EX oy -
A Rl w
L DAL Tl
2 INT  hff o Z[E Ctrl + c 5 Tery  AEEAGEFEATER

Stop (EUH%?E*

2 I1E#TT - THECEEH

%)

_

? BETEREA CPU (i PR &R [E
P {RCPUERIZEHR? m  ECiEAE AR REIRE
M {RECIEAEEEHETF q  iRifitop
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* systemd @ Z&R M RFFEC
d : daemons > {FEF =T

EEHER

{ERYRE

B

systemd /& CentOS 7 =& 1 {EZ{THYTER *» PID 1
systemd =LA unit 285545

e systemctl

2 1E systemd FVFESEE » <Tab><Tab> [ HHFf5<

FEES By list-units
Ssystemctl

Ssystemctl status name.type (FHaEx By service type)
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e systemctl
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct
H#systemct

\ 74

status name.type -| (B RHRISARRE) (-1 H 1)
status --type=service (L ZH7Ts service JRFE)

start name.type (EXEIARFS)

stop name.type (1
restart name.type (

1E AR )

EHTRLEN Ak S > PIDLACEE

reload name.type (EEHT8E AKX E * PIDAER

enable name.type (
disable name.type

s E BT BN S )
(518 B it A RLE)

list-unit-files (5] -

H units IYGETERUENARR)
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)

* SHEE AL TETE S VE

. fﬂuﬁéﬂg sleep 1001 5% » W #7= » Y
Fl B ST

' ﬁ%cf B S E11T sleep 1002 ~ sleep 1003 5%

w& sleep 1002 FZ 21 HI 50T T

% sleep 1002 1 [F3h{T

. D’j sleep 1001 HY PID

» 11~ sleep 1001 HY PID $4{T

» FIFEESRFITHY sleep 1003

* A 5H sshd IR HY NS

* BXIE cups BATEET A B

i

4.[

I

|

\II—' \ll—'
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>5H

 SSH : Secure SHell
T BR3P

o Sssh remote hostname (755 A58 T 1)
Sexit 7R 12 ssh

* B E

Sw-f (-f ZETHEE R E

Swho

Slastlog (3T — KB A
e Windows SSH T
PuTTyY ~ PieTTY ~ Xshell

RIS AHI(E

-~

% .

AN

T RS A)

==z e:ﬂ )

Hn
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https://www.putty.org/
https://sites.google.com/view/pietty-project
https://www.netsarang.com/products/xsh_overview.html

<

¢ B ASSHER (ST

Sssh remote user@remote host
(LA remote user BN E{75 A_remote host)

Sssh remote user@remote_host " Command"

(DL remote_user Y E {55 A remote_host {7
Command {5kt » M AT T4 TG A B AHD)

* SSH host keys
~/.ssh/known_hosts (Client » 2= T FHY1Ds)
Jetc/ssh/*key* (Host » AHEHY keys)
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i N, 1

. R
INE R B — <t
» JEERETUINE

AR N T (Public Kev)&%A%“(Prlvate Key) » FlJFHEH
_‘EFE AjJD/M ’ /\ﬁb ~/J_‘TEi,£LAﬁZ§

o
V i 0’ Vans

A Hﬁj{ EH‘X B
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>>H

* SSH Key-Based Authentication

Iy SSH Key-Based Authentication v
~/.55h/id_rsa.pub ~/ssh/authorized_keys
% —omsmans )
SSH Server
~/. sshfld rsa
E@—h . — TR
3.0 AME —-

S.EREMENRS

— L3

-4
i BORTREE

oA 6.LLEAEAE

7 BREA
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* SSH Key-Based Authentication

Sssh-keygen

4 ~/.ssh/id_rsa $.5@ Kz ~/.ssh/id_rsa.pub 7\
Sssh-copy-id remote user@remote _host

BrrEEZHY id_rsa.pub 2 88 FEE] remote host HY
remote_user INZZ HEf ~/.ssh/authorized_keys

4 SRR A o T - BEIEIS A IR A
* PieTTY (PUTTY) {EFH PuttyGen 3 E LRI

A= AT 278
* Xshell 3% E i@
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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

e Server Config
/etc/ssh/sshd config

PermitRootLogin yes
LoginGraceTime 2m
MaxAuthTries 6

MaxSessions 10
PubkeyAuthentication yes

GSSAPIAuthentication no
UseDNS no

\\
” N
N
[ ® |

e mETroots A

H

SEVAGIE S TR

e e L N
HiR 25 [E] B 4R Y
#e 4 .2 Public key

HEE FHGSSadaa 720 > AR

HIL5 (o F dns [ 2
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* F CentOS 7 Az » DLRM#4R5E A10-010 S175
ssh #4541 163.20.66.107 (ZZ4E A10-010 FITESE

MHEN (SRR 25 = a LA

» SELLAL10-010 By > DlEi =S A
163.20.66.107

o 7t CentOS 7 HI|Zf2% » 34 ssh 1T 163.20.66.107
BN 75 < "cat /etc/passwd"
* F]F puttygen &FEEEMEF S ombnag /7= ssh
Zl] CentOS7 JHIE 1A
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=< /.
o _/EEAé_‘

LOG HYARFS -

systemd-journald : UYEEAR H kernel ~ . HARHM&FE
PRl - M ARSHEE > SR LR iR s

lTH

rsyslog (i&E R > WFE(FAE /run/log F1(ELIEAS) -
TR IR IR

rsyslog : (AR 275 H SEETRL T R (B HEEEFF >

= AE [var/log WA TEHYAC Bk AE T IR ©

e /var/
/var/
/var/

og : ECERIEFIN H 8%
og/messages : NEMTHN 240 HEEF IE
og/secure : Z*EmastHREA4C T » WISSHE AlLog
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* rsyslog

2L ==

=g TEfE [etc/rsyslog.conf Kz [etc/rsyslog.d/*.conf

* logrotate
2t ==

=g TEfE [etc/logrotate.conf K7 /etc/logrotate.d/*.conf
HEFE /etc/cron.daily/logrotate

* #journalctl
753 systemd-journald Z 4% HEE

o FZHE : chrony (chronyd, chronyc)
#timedatectl

#chronyc sources -v (& & [ I [E ik a5IRER)
#chronyc -a makestep (17.E[1[5E]>1)
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‘@

P e
Sip addr show eno16777736 (BB 2 22 1IPEER)
Sip -s link show eno16777736 (BB 155 11485 ET)
° FEHIPRES
Sip route list (BURESHER)
Sping -c4 Gateway_ 1P (HIETHEZES FH 2 A& (O] fE)
Spingb -c4 Gateway IPv6
Straceroute -n 168.95.1.1 CHER F P FEEZAYESH)
Straceroute6 -n 2001:b000:168::1
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\ 74

o ZHIZHELIH o5 (Socket Statistics) k7 netstat
Sss -at (BNFTA ELEE1THY TCP Socket)
Snetstat -nt (FURFT8 TCP 4R - AL IP)

o PR ETHTESEE nmcli (NetworkManager)

Hnmcli con S
Hnmcli con S
Hnmcli con S

#nmcli device show eno16777736 (#E~F

#nmcli device dis

/—‘—r/;J:[i»

now (FNEEREY TE
how --active (BE TN EX

==

)

JHVEETE)

how enol6777736 (35 & H 45 4HER)
#tnmcli device status (BB AL E)

AEAE)

enol6777736 (FEEATE E4EE)
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connection

device

enol6 /77736

enole//7736
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u N7

LR FH B R

#nrécli con add con-name "dhcp" type ethernet ifname eno16777763 (con-name 24i#
A EEY)

#nmcli con add con-name "static" type ethernet ifname eno16777763 autoconnect no
ip4 192.168.92.228/24 gw4 192.168.92.2

#nmcli con add help (&F add HYFTHEEIH)
#nmcli con up "dhcp" (BLEh#4 By dhep HYZELRE ETEE.)

finmcli con up "static” (BB #4 fy static BYELREOERE - FAE AR ENSOEE S
HHF H) (EFRF H AR5 E DNS)

gg)rznﬁcll con down "static" (BEEAHE 4% - & H#Fk_F—1[f autoconnection yes HYiH4RE
2

#nmcli con modify "eno16777763" connection.autoconnect yes
#nmcli con modity "static" ipv4.dns 203.72.153.153

#nmcli con modify "static" +ipv4.dns 168.95.1.1

#nmcli con modify "static" +ipv4.addresses 192.168.92.128/24

#nmcli con up "static" (I52 2 2 EEHT up L/LE)% SE)
#nmcli con delete "dhep" (5 dhep HARES EFE)
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o« BRI TG

il
N
\'\.
/ 1
J 1 |
L A—
L
~
-

/etc/sysconfig/network-scripts/ifcfg-<name> (A FEHENX)
reload (Z>KNetworkManagerzk A 5

#nmcli con
1B HVE EHE)
#nmcli con

#hostname (&8 3

up <name> (BJ

#thostnamect| set-hostname A10 (
#hostnamectl status (& :q]

- )

#cat /etc/hostname (F HE4 F 25 E Fa

D/< nXIEiQ

o FHEXTHE hostname, hostnamectl

R E EA% 1)
T AT )

)J—»
EEI
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. AR
hosts > DNS (4-& hosts EEf ° B4 DNS Server)
P TEFRE - Jetc/hosts > Jetc/resolv.conf
#cat /etc/resolv.conf (fEZZH NetworkManagerjzE=4: -
ER AN EEHRFHEN)
#ping www.ntpc.edu.tw (£% hosts > DNS JIEfF)
#host www.ntpc.edu.tw (B B4 28 DNS)

#nslookup www.ntpc.edu.tw (B 24 28 DNS)
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<

o A R T T
en016777736 T oy H B4R
L {EFHEE A EC E Y connection

%ﬁﬂgﬁy "static" > BEFF

Bt T

ip:192.168.92.228/24,192.168.92.128/24 ({{c VMplayer #z

i

I E)

gw : 192.168.92.2 (f{i VMplayer FEHLAYAE X [T E)
dns :203.72.153.153, 168.95.1.1

o BNEf static AR » MESIAYERELR FE

e [

{E%1] eno16777736 i

BT

EDJD\ZI_JEQ?L

1ER 1

NS

P AEE enol6777736 ;QE
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EAKE k}ﬁﬁiéﬁ%

#tar cvjf filename.tar.bz? sourcel srouce?2

J

+ AEGE CHIE) ST el R
5%)

Z

gZ

XZ

@1 (-C /folder fEZ5 E

gZ

#tar xvijf filename.tar.bz?2

t J

X2
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* scp }FE4H SSH Y CP - 78 F BEAE {Hilig

Sscp host:/folder/files
Sscp /local/files host:/

/local_folder
remote_folder

Sscp -r /local_folder host:/remote_folder

» sftp &% SSH (T FTP R {H s > G EIZUR(F > Ha

GUI T H. » 41 WinSCP

Ssftp host

» rsync 78 FIFY B 8k NS BV [E 2D B 14 HY PR
#rsync -av /var/log /tmp/test ({f5{5y /var/log Z&{/& H £F)

#trsync -av /var/log/ /tmp/t
R

HZ>IN >N
#rsync -av /var/log

Jvar/log (8 B $5 51305

est (fFi {77 /var/log/ THIATA

host:/remote_folder ({15

29
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EfE )
* RPM (Redhat Package Manager) : Redhat HY&EX
He B S 247 > Redhat ~ CentOS ~ fzFedora
& f] DU RPMER R ~ 2745 ~ BT ~ BIRE
(-

. NAME
- VVERSION
S ———— RELEASE

| presseeeeness ARCH

. ] | 1

httpd-2.4.6-6/.el’/7.centos.x86 64 rpm
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=

* YUM L B .

=

<

B~ BERRPMAY T B

HE %ﬂfﬁﬁﬁﬁﬁ%ﬁﬁﬂ A — PR -

/etc/yum.conf /etc/yum.repos.d/*.repo

YUM Server

FTP
HTTP
NES
Client
[Repo_|D]
name =
baseurl =
enabled =
gpgcheck =
gpgkey =
68




yum list

yum search
yum info

yum provides
yum groups list
yum groups info
yum history
yum history info

yum history undo

yum - install

yum -v group install

yum

update

yum

yum

remove

groups remove
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e ____9

o SR _Lllk el BR YA BUERE A

o SEIHEZAIE Apache HTTP Server RS E( -
E@ZTE HTTPS SSL /N5 EEARAY SSL/TLS #514H >
l_‘lﬁfﬁﬁ GEEAHUNEELTF -

o SEMISEARA certbot {4

o SHPH=ENGZAEE Extra Packages for Enterprise
Lmux repository configuration B{EEE(4"

o SEAII=H ARSI certbot {4
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/boot

mkfs 1&T01E
EEEE 5 (L)

Logical Volume (LV) Logical Volume (LV) .
Logical Volume

mkfs lvcreate FE 1/ ZEEE =

EIE &2 (ve)

Volume Groups (VG) Volume Group

vgcreate B EE

=aE T =
S
Physical Volume

pvcreate £ 17 B 8 fé =

,/dev,’sdb2 - /dev/sdc2

oo: W s

7 E &
fdisk fz 5 72 Z|
-
jdev/sdc E{%% ﬁ% T_]%
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Linux

e #df -h (Disk Free » Linux Z%
* #du -h /etc (Disk Usage > =1
725

GiES
A

e

S

o FEZE7H%E (HardLink and SoftLink)

IN)

2
=1

H#In sourcefile hardlinkname

Hard Link

SourceFile

(HardLink » Z%—{& A [1§5[A] inode)
#In -s sourcefile softlinkname

(SoftLink » ZE{LIFERR » HAN[E] inode)
inode : NEBELETEZE R/ ~ HFEE

\

/

inode

AN

{

il
; N
4 b
r .
o
¢ 1
r r Y |
— L A e y
i
"~ P
-

Soft Link

|

FEPREE ~ HFHEEGED ~ BB ALLE

Data Block

Data Block

Data Block
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#locate passwd ({EEKEFHVERNES » FREFES
TZEQF«@/E\E%L%EI’JTEHW
#updatedb (5 ¥THEZE ERHE)
#find / -name *paswd* (E[IHFHZFIEE A AT SR
FEAVIE

#find / -size +10M (FE= K HN10MPYFEZR)

#find / -mmin -60 (560778 NA (EUEAVAEZE
#find / -type f -links +1 (=75 3B 1{EHardLinkByFZ

)
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TAE

o {E ATAEHERR crontab
Scrontab -e (4FEE T {EHEIE)

¥ ¢ Minutes Hours Day-of-Month Month Day-of-Week
0213112*

(FFF12 H31H 2105077 %fT Command » &R &EHFE{E A (S48)
% %k %k %k X

(BF57 #3017 Command)

(BFR9HF0057 £ 16055957 » &F557# (T Command)

5523 **1-5

(52— %8 T F230%55%7 4T Command)

Scrontab - (¥ TAEFEE)
Scrontab -r (ffflExr_TA/EHERE)
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TAE

o 24 TEHEE
PR ERE -
/etc/crontab
/etc/cron.d/*
PERERT1E -
/etc/cron.hourly/*

/etc/cron.daily/*
/etc/cron.weekly/*

/etc/cron.monthly/*

Ty W AR
© ECEFEFET
Minutes Hours Day-of-Month Month Day-of-Week
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SELin

e SELinux &=— o
EERRf
&1y AL / l \
;FE:.:;;@‘F; A f’% S var/www/html /tmp /var/tmp
HBHE 2
Z -
W s

Apache Enforcing

'

/var/www/htm| /tmp /var/tmp

76



e SELinux ZF k%% (Security Context)

f5g

135 A FEE

—t
TR

5] = system_u:object_r:httpd_sys content_t:sO
* A SELinux ZE 2 HkES
#ls -Z /etc
H#ps axZz
o E¥X SELinux
#getenforce (PHAF SELinux B HIREE)
#tsetenforce [ Enforcing | Permissive | 1 | 0] (5% €SELinux)

#getsebool -a (& ZH% Policy JAFE)
#setsebool httpd enable homedirs on (¢ E SREET]

oy ] O g

INEN
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e CentOS 7 £¥H firewalld g ES
netfilter ?%%E@J

system-config-firewall

EERESETELHY

firewall-config

i

firewall-cmd

l

iptables (service)

l

firewalld (daemon and service)

- iptables (command)

l

kernal (netfilter)
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\ 74

e ZONE : TES-EFE9M[EIZone > THEXAT public zone

trusted
home

internal
work
public

external

dmz

block

drop

{EEE
HIERTE
I ERERS
TAERIR
N
Eapl iz
JREEE

R4 &

ZEE

=it A
PERZ PR AR
(SEAEBNER - A AV ES A REE A
JE FHAENATER B Y 6 PO 4%
(SEAENERS - HA AV EG A REEA
MEEFTEER - A nETaVES A REEA
JE FHAENATER BRI Y 36 MRS
AER s MR RS A FEFRY A A Ay
EREEVNGOEa S EiEtE
A AN a2 EEE
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ZN VD

o firewall-cmd ZZETEER
HIH
--list-all [--zone=<ZONE>]
--list-all-zones
--get-defulat-zone
--set-defulat-zone=<ZONE>
--get-active-zones
--add-service=<SERVICE>
--add-port=<PORT/PROTOCOL>
--remove-service=<SERVICE>
--remove-port=<PORT/PROTOCOL>
--permanent

--reload

HH
26

F1| T 7E (B FHE) zone HYELE
S|P zone HYESE

AR THES zone

R E THEY zone

H LB EY zone FIAEBE /111 K &5 R
RHETE service fII A PR E EE
RHEE port JIA ST FE
IRHEE service fE LEFIR HISER
RHFEE port {i& fLE/F AR
RS E B AR A B ERE
ETE A K AL ERE

5
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DNS{&]fk z5{% FBerkeley Internet Name Domain -
R fHEBIND - e DNsﬁMﬁHwﬁ

M bind F5(F
#yum install -y bind

s EFE © Jetc/named.conf

EiRE © /var/named/*
By &) DNS Server (FEEXLJRE

#systemctl start named (Fﬁ@j} named A7)
#systemctl status named (& EGREE)

#host www.google.com 127.0.0.1 (HIETHEE
#nslookup tw.yahoo.com 127.0.0.1 (HIEZHEE
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DNS Ser

\ 74

o Slzfim ‘
DXFE@F?FH‘ s zone "xyz.ntpc.edu.tw" IN {
#tvim /etc/named.conf type master;
(@ﬁ%f@?lﬂiﬁ) file "test.xyz";

o FEIIAEATEELERE Y
#tcp /var/named/named.empty /var/named/test.xyz
(#F named.empty #EHIFEE E—{5 2K %)
#chgrp named /var/named/test.xyz ((X— [ FEFRZEbindzE5-21])
#vim /var/named/test.xyz
(FiECsFElestedy) O Lan 2001:288:2200: 1
o EEEEELHIES
#systemctl reload named
#host www.xyz.ntpc.edu.tw 127.0.0.1

#systemctl enable named (5% & FEtAHF ELE))
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DNS 3

o FAIAYMNEEEHELLR ] Recursion

#vim /etc/named.conf

A7 1V BiA- B > listen-on port 53 { any; };
(ﬂyaimgm IP&ED@BE%U) listen-on-v6 port 53 { any;, };

#systemctl reload named Sl EreieEy | S
#netstat -ntul recursion noj;

(¥ AR 55 5 port)
* AR KOS

#firewall-cmd --add-service=dns --permanent

(70ET DNS 53/tcp 2 53/udp #E4R)
#firewall-cmmd --reload

PRIV EPA N i o

;o)

C:\>nslookup www.xyz.ntpc.edu.tw 192.168.92.128 (‘H[C]JfE)

C:\>nslookup tw.yahoo.com 192.168. 92.128 (R 4&

|

fE)
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DNS 9

Root Ievel Domain

Authoritative Server
ZrE (Al Ak es

net

Top Level Domain
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http://www.iana.org/domains/root/db

ovs s M, ¥

* 45 bind EF

o BUENLEZ E FHTEELH DNS Server

* FRAENTKE

o AL xyz.ntpc.edu.tw {EEGTHITE A BCERTEH -
T 1P

* SLETYMEREEEE xyz.ntpc.edu.tw {HAFEAL RN A
&)

| bl
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* FH MySQL 73 <7 HH AR &R E HE 240

. EAEE(

Zyum group install maridb maridb-client (ZZEEFEE
4H)

#systemctl start mariadb (EZE/] MariaDB)

#systemctl status mariadb (& & MariaDB jRFg)
#mysql -u root (ERHE LA » BICEE Z )
MariaDB [(none)] > show databases; (& &5 & fEH)
MariaDB [(none)] > exit (ZE H &)
#systemctl enable mariadb (E% EFAT4%EIE] MariaDB)
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« $5H MariaDB root Z57i
#mysql_secure_installation (MariaDB 24 2% E 5 52 )
#mysql -u root (RS LA S A)
#mysql -u root -p (FernZHE = A)
MariaDB [(none)] > show databases; (test &} EE L HIER)
MariaDB [(none)] > exit

Gl =y Bl

#mysqldump -u root -p --all-databases >
/backup/mariadb.S(date +%F).dump

#mysqgl -u root -p < /backup/mariadb.2018-03-27.dump
#systemctl restart mariadb
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2

o Z+2E MariaDB

o BUENT B E B TEHF LA MariaDB
+ BHEIRE root HHE

s TP A &ERE
R ERHEH
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HTTP

e CentOS 7 {ff F Apache httpd #2444 EH AR 75
» Z74E httpd
#yum install httpd mod_ssl openss| (Z“ZEhttp k2 httpsE={4)
#systemctl start httpd (B E/jhttpd g %)
#systemctl status httpd (& & httpd iz 5 AREE)
#systemctl enable httpd (32 7E B F%HF B Ehttpd)
. BEDIKIE
#firewall-cmnd --add-service=http --add-service=https --
permanent (70.EF http 80 K7 https 443 H4F)
#firewall-cmd --reload

i .l\'\
o -
r 1
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HTT 0

* SETE
/etc/httpd/conf/httpd.conf
/etc/httpd/conf.d/*

* THEY H %

/var/www/html/

#echo "<H1>HELLO</H1>" > /var/www/html/index.html
o BIE I

http://192.168.92.128

https://192.168.92.128
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1.2 5K HTTPS & £ =i

W et

JZB‘
Public Ké}r |

¢ HTTPS Server

—— 4 FANBINZESession Key—p 4

A ol
ession Ke
ol 4
5.FAFhiEE L Session Key r -f' Session Key
Private Key

6.F Session Key £ 17/122 587 A% B
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)

» 2725 Apache HTTPD 4 E (=] flz =3 1 B EN

* BE FATERF H B httpd RS

» BENTIGRERRRN - ET 80 B 443 IR LY
° E—_L/E[Jufﬁgﬂf
* JHIE http B https 752 & IEF
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#yum install httpd mod_ssl openssl epel-release
#echo "<h1>HELLO</h1>" > /var/www/html/index.html

#firewall-cmd --zone=public --add-port=80/tcp --add-
port=443/tcp --permanent

#firewall-cmd --list-all (“iptables

DNS 5% € ¥/} FQDN

CertBOT :
#yum install python-certbot-apache
#certbot --staging certonly --webroot -d FQDN1 -d FQDN?2 ...
#certbot certonly --webroot -d FQDN1 -d FQDN?2 ...
#vim /etc/httpd/conf.d/ssl.conf (& EEEEEIKE AR EFE)
#systemctl| restart httpd
#vim /etc/crontab

#systemctl reload crond
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BIOS

i

Boot Loader

- 513 Bytms
%
MBR sEsEs | 5
- =eifim o T ]
Y
GRUB2
bootimg — core.img — /boot/grub/*

l

Kernel

Systemd

N\,
4
-
i

SysV&§ 1] 203
A) =3 B
runlevel Systemd target =5EH

0 poweroff.target  [E&1#

1 rescue.target  EBE A 4EZERAT
2,4 multi-user.target gg%@%i’fy 3

3 multi-user.target 2P EER

5 graphical.target 2 PEAET

6 reboot.target BB

emergency emergency.target SZRTRE L
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zél\EEEEjtj
1T Bl 158
E \%Ag $Df++ r search —-no-floppy ——-fs-uuid --set=root --hint-bios=hdB,msdosl —--hin\?t
nm Ee }~—- \“HH Ei EE%:E' -efi=hdB,msdosl —--hint-baremetal=ahciB,msdosl —-hint="hdB,msdosl’ 31lae56e9-8\
— e79-4al16-beb2-3faf65ae35cl
TR EIFARTE 1T L S
Eﬂ f;7 search ——no-floppy —-fs—-uuid —--set=root 31lae56e9-8e79-4al6-beb2-3faf
A A 65Sae35cl
H&F ro B4 rw rd.break ‘i

linuxi6 s/vmlinuz-3.18.8-327.el17.x86_64 root=/dev/mMapper/centos-root _ro\
/5\/}\\ (:t'-l +_ )( crashkernel=256M rd. lum. lv=centos/root rd. lum. lv=centos/suwap rhgb gquiet LANG=\
I - h_TW. UTF-8

ST RO IS ST o crashkornsi auto. rd. Ton. 1orcontos oot Fd. Tow. 1oocantas, s Fhgh duiot LAY
#tchroot /sysroot

(F / ELE] /sysroot H §%) e e e g e B
#passwd root Pty i kg

(525 root Z0fE)
#touch /.autorelabel (B » S E AL SELinux > 2R A AT TH)
#exit (2B chroot 5=)
#./shutdown -r (B8 5a1%)

initrdl6 7initramfs-3.168.8-327.e17.x86_64. img
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B

2 At W
Al

#systemctl poweroff
#poweroff

#init O

T

#systemctl reboot

il

Hreboot
Hinit 6
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- Press the key to begin the installation process.

1 Started Show Plymouth Boot Screen.
1 Reached target Paths.
1 Reached target Basic Systenm.
8.5105981 sd 2:0:0:0: [sdal Assuming drive cache: write through
11.1612991 dracut-initqueuel8041: mount: sdeus/sr0 is write-protected, mounting read-only
1 Started Show Plymouth Boot Screen.
1 Reached target Paths.
1 Reached target Basic System.
Cent0S 7 .1612991 dracut-initqueuel8041: mount: sdeu/sr0 is write-protected, mounting read-only
1 Created slice system-checkisomdS.slice.
Starting Media check on sdeu/sr0...
ydeu/sr0:  4?2d6f1bdfe9abbla3b?a9a?22?639841
Fragment sums: cc495d9e136c81ead92f382ef2£9d459118269d277a5cd55b91£6368991cl
Install CentOS 7 Fragrent count: 20

Test this media & install Cent0S 7 Press [Escl|to abort check.
CheckKing €5 .97

Troubleshoot ing

Automatic boot in 53 seconds...




Reached target Paths.

Reached target Timers. CENTOS 7 INSTALLATION
Reached target Swap.

Created slice User and Session Slice. B2 us Help!
Reached target Slices.

Mounting Debug File System

Set up automount Arbitrary Executable File Formats File tem Automount Point. WELCOME TO CENTOS 7.

Mounting POSIX Message Queue File System...

Mounting Temporary Directory...

Created slice system-anaconda‘xZdtmux.slice. What lanquage would vou like to use during the installation process?
Listening on udev Kernel Socket.

Listening on udev Control Socket.

Stopped target Switch Root.
Eoglish (Ulnitad Kinadom)

Stopped target Initrd File Systems. = ——

Stopped target Initrd Root File System. .

Started Remount Root and Kernel File Systens. PR T Ambha English (India)
Starting Loads/Save Random Seed... . .
Starting Configure read-only root support... AH)JJ| Arai Eng“Sh(AUStra“w
StAPting Rebu?ld Dynamic Linker Cache... E 3 EngUsh(Canadd
Starting Rebuild Hardware Database... Eﬂ?ﬁﬁ?ﬂ Assame

Mounted Huge Pages File Systenm. English (Denmark)
Mounted POSIX Message Queue File System. Asturianu Astur

Mounted Debug File System. l English (Ireland)
Started Create list of required static device nodes for the current kermel. Benapyckas Belarus i

Started Load/Save Random Seed. Py : English (New Zealand)
Starting Create Static Device Nodes in sdev... BBbArapcku . . .
Mounted Temporary Directo P English (nge”a)
Started Journal Service. JI8ET English (Hong Kong SAR China)

Starting Flush Journal to Persistent Storage...
Started Apply Kernel Variables. a

Started Configure read-only root support.
Started Flush Journal to Persistent Storage.
Started Create Static Device Nodes in sdev.
Reached target Local File Systems (Pre).
Starting udev Kernel Device Manager...

Quit
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L BREERSLUTISRMBEMATIEE : /ust/share/centos-release/EULA

CentOS BREEMMRZEETNRA L,

A,

TRE 00 8 2 A B B0 U PR B AR

EEI(R)

2.3127261 sd 2:0:8:8: [sdal Assuming drive cache: write through
4.5886861 piix4_smbus 0800:88:87.3: Host SMBus controller not enabled?
4.66082881 intel_rapl: no valid rapl domains found in package 8
4.6652421 intel_rapl: no valid rapl domains found in package 8

— 00 - -

1 setup of CentOS Linux 7 (Core)

1) [?1 License information Z2) [ 1 User creation
(License not accepted) (No user will be created)
Please make your choice from above ['g’ to quit i ’c¢’ to continue i
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r’ to refreshl:

License information
1) Read the License Agreement

[ 12) I accept the license agreement.

Please make your choice from above ['g’ to quit i ’c’ to continue i
A 7

r’ to refresh!

License information
1) Read the License Agreement

[x] 2) I accept the license agreement.

Please make your choice from above ['g’ to quit i ’c¢’ to continue
A

r’ to refresh

ial setup of CentOS Linux 7 (Core)

1) Ix] License information 2) [ 1 User creation
(License g ted) (No user will be created)
Please make your choice from above [’'q’ to quit | ’c’ to continue i
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