Cisco WLC 3504

tREA

Cisco AP 2802
LevelOne 5 Port Switch

Cisco Switch 2960 24/48 Port

tREA

Gateway

Cisco WLC 8540
Cisco ISE 3515
NTP Server

DNS Server

DHCP Server

XENWREAZE - AR+ 1BERIE+ B ZERT (HE2A) -

RAEE —15+WLC

RSB =5 +AP+ B 215
RIS B —5+5P+ A =HE
RAG 1B =5+ L2+ 1R 55 +18 B AR 5I%

NTPC_WLC
NTPC_ISE

10.xxXX.XXX. 1
10.xxx.xxx.2~10
10.xxx.xxx.11~125
10.xxXx.xxx.126~240

10.XXX.XXX.241~252

10.XxX.XXX.253
10.XxX.XxX.254
203.72.154.115
203.72.154.116
163.20.254.254

203.72.153.153, 203.72.153.154

203.72.153.8, 203.72.153.9 -
203.72.153.38

115
115
12




Cisco 3504 WLC/AC

- Service Port for Out-of-Band Management port
Redundancy Port

console ports There is a serial RJ45 console port and a mini USB port
USB 3.0 Port used to perform Software Updates

mGig Port Data Connectivity configured

GiGE Ports t Port 3 and Port 4 have Poe out)

Reset

Status LED(System LED, Alarm LED and High Availability LED.)
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Cisco 3504 WLC/ACEZE

» ZETTWLC 3504 i
> ¥Z5cResett - TR EEHEIRESC RRERE  HETBD

BX =k =
B i 2

» %8 {E1E A Console Port #E A

» Y1{F FAService PortiE A - 858 2192.168.0. x4 E
http://192.168.0.1



http://192.168.0.1/

Cisco 3504 WLC/ACERE

CLI Wizards=4&i« 3k = :
AUTO-INSTALL: process terminated -- no configuration loaded

Enter Administrative User Name (24 characters max):Cisco

Enter Administrative Password (3 to 24 characters):

Re-enter Administrative Password:

— 2 F KRR B o

Service Interface IP Address Configuration [static][DHCP]:

—> Out Band Management 73k %_ 237k T & FF+ 2 #Enters 2% ZDHCP -
Enable Link Aggregation (LAG) [yes][NO]: NO

—> P TR A Ech LAG 0 Eo* LAG ¢ #-175 ¢ Port — Azfx* o
mGig Port Max Speed [1000][2500][5000]:1000

— P ERBE AR G-

Management Interface IP Address:

Management Interface Netmask:

Management Interface Default Router

Cleaning up Provisioning SSID

Management Interface VLAN Identifier (O = untagged):
Management Interface Port Num [1 to 5]: 5

Management Interface DHCP Server IP Address:

—> kB T &S T Port£ Kplg ZH G oo




SSID RINZ 8 E R I

TANetRoaming 31 Web Portal

NTPC-Mobile5G 32 MAC
eduroam 33 302 .1x
Class BRAE+ A=
34 (ex. SCPS-101)

NTPC-Mobile2.4G MAC



Cisco

Controller

General
Icons
Inventory

I Interfaces I

Interface Groups

Multicast

b Network Routes

MONITOR

Interface Name

management

WL/ Ns

3504 WLC/AC

CONTROLL R

Managment

redundancy-management

redundancy-port

service-port
wvirtual

» Fabric Configuration

Controller

General

Icons

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Fabric Configuration
Redundancy

Internal DHCP Server

v vy v v wr

Mobility Management
Ports

NTP

CDP

PMIPvGE

Tunneling

IPv6

mDNS

v v vy v rvr v w€

Advanced

B ennaseal YWesd o oo ookl o mm

Interfaces > Edit

General Information

Interface

SECURITY

VLAN Identifier IP Address

10.228.67.1
0.0.0.0
0.0.0.0
0.0.0.0
1.1.1.1

MANAGEMENT

AX A

COMMANDS

=J1—2

HELP

EEEDBACK

Interface Type Dynamic AP Management IPv6 Address

Static
Static
Static
DHCP
Static

MONITOR

WLANs

CONTROLLER

Enabled
Mot Supported
Mot Supported
Disabled
Mot Supported

WIRELESS  SECURITY

11f128

::/128

MANAGEMENT

COMMANDS HELP FEEDBACK

sontroller

General

Icons

Interface Name

MAC Address

Configuration

management

cc:70:ed:15:c2:e0

Quarantine

Quarantine Wan Id

MNAT Address

Enable NAT Address

Interface Address

Inventory
Interfaces
Interface Groups
Multicast

Network Routes

Fabric Configuration

Redundancy
Internal DHCP Server

Maobility Management
Ports
b NTP

VLAN Identifier
IP Address
MNetmask
Gateway

IPvE Address
Prefix Length

=

3 |

J

|10.228.67.1
|255.255.255.0
|10.228.67.254
|::

|128

+ CDP
PMIPv6E

Tunneling
+ IPvG
+ mDNS

Advanced
Lawful Interception

IPvE Gateway
Link Local IPv6 Address

Physical Information

feB0: ce70:edff:fe15:c2e5/64

IPv& ACL Name

Port Number 5

Backup Part o

Active Port H

nable Lynamic anagement l

DHCP Information

Primary DHCP Server 10.228.67.254

Secondary DHCP Server 0.0.0.0

DHCP Proxy Mode Glabal

Enable DHCP Qption 82

Enable DHCP Option & OpenDNS
Access Control List

ACL Name nane »

URL ACL none
mDNS

mDNS Profile nene |

none




Cisco 3504 WLC/AC

WLAN 5SID

A —

A AE

Save Configuration  Ping  Logout Refl

CISCO MONITOR  WLANs CONTROLLER ~ WIRELESS  SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK

WLANs WLANs

¥ WLANs Current Filter;  None
WLANs

» Advanced

D WLANID Type

1 WLAN
By WLAN
13 WLAN
[]4 WLAN
[]5 WLAN

[Change Filter] [Clear Filter]

Profile Name
management
TANetRoaming
NTPC-Mobile
eduroam

class

Ma123

Create New

vl Go

WLAN SSID
management
TANetRoaming
NTPC-Mobile
eduroam

class

Admin
Status Security Policies

Enabled [WPA2][Auth(PSK)]
Enabled \Web-Auth

Enabled MAC Filtering

Enabled  [WPA2][Auth(802.1X)]
Enabled [WPA2][Auth(PSK)]




Web Browser

URL |hitps./10.227 .55 1/frameVVianEdit. html

Save Conhguration Ping Logout Refr

CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK M Ho
WLANS WLANSs > Edit 'class1’ < BACK | Apply
= “':LL":T:S General | Security | Qos | Policy-Mapping | Advanced | I
W b =3 | |
Mone r -

w Advanced

AP Groups Load Balancing and Band Select

o
Passive Client
Off Channel Scanning Defer
0123 45€6 7 Vaice
100
FlexConnect
Radius Client Profiling
FlexConnect Local
#| Enabled

Switching 2

FlexConnect Local auth 12 #| Enabled

5 o Local Client Profiling

Universal AP Admin Support



WLANs

Current Filter: None

WLAN ID Type Profile Name

Managment

[Change Filter] [Clear Filter]

WLAN SSID

Create New

v [ee]

Admin Status Security Policies

1 WLAN Managment Managment Enabled [WPAZ][Auth(802.1X)]
WLANs > Edit 'Managment’ OSEN Policy
. Authentication Key Management 42
| General | Security | QoS | Policy-Mapping | Advanced | 802.1X Enable
| Layer 2 Security © | WPA+WPAZ ~ 1 CCKM Enable
—
TTAL Fiera PSK Enable |
Fast Transition Enable
Fast Transition Adaptive FT PSK Enable
Over the DS
Reassociation Timeout| 20 Seconds FSK Format ASCIL
Protected Management Frame e
SUITEB-1X Enable
PMF Disabled
SUITEB192-1X Enable
P PAZ P
ot A e L T IS WPA gtk-randomize State 5o
WPA Policy =
WPAZ Policy Lobby Admin Configuration
WPAZ Encryption Edaes TKIP CCMP256 GCMP128 GCMP256 Lobby Admin Access
] lirwr

VLANs > Edit 'Managment’

General | Security | QoS | Policy-Mapping | Advanced

Layer 2 || Layer 3 AAA Servers

Layer 3 Security MNone

W

Captive Network Assistant Bypass Mone

WWL . OSAaRN= == Edit "TWMiaamnaagrmert”

Sesruasrasl ]

Ly =2

=
L= N
Serwer
Serwer
=L Ll 1y

B e

e A T L s L W ST P

onbuwNH

e cuarityw =

i

mmyrasg 5 I A SO SO, T W

FEA D TLIS 5w e

Aaathsmnticatiaon Seerwesr s

Ernalled
IP:203.72.15S4.101
IF203.72.1544._ 102
o e

[ E=TatT 3l

o E=Jal ]

| rao e
Aasthsarrimmmtiaory MO
L | Enakled

e Pore: 81 2
. Port:18312

e e

T
—
p—
e
—

PADIUS Server Owearvwrite imnterfsce [I— =P
Apply Cisco ISE Default Settings [ I Emnakled

s eswramericleos wsmes o F clamFoaoult Saserwemrs eses s WAL oS

Ao CoLETTTEr L S e

Ernakleaed

IF:203.72.153.101, Pore: 1813
IP:203.72.154. 102, Port: 1813
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ONITOR WLANS | *ONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANI MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

NLANs = —rOam" WLANSs > Edit ‘eduroam’ WLANs > Edit 'eduroam’
- General ||| Security | QoS | Policy-Mapping | Advanced General | Security QoS | Policy-Mapping | Advanced
General | Security @ QoS | Policy-Mapping | Advanced
Layer 2 |_I.Inr3 me Layer 2 |_I.l|rlr3 Lmslruw
Profile Name eduroam WPA+WPA2 Parameters
Tt WLAN I Layer 2 Security & | WPA+WPA2 ~ I WPA Policy
SSID edurcam e LEELLE
Status Enabled e ] WPAZ Encryption Bees  map CcoMPrss [ ocMias | IGeMPass
na [~
Fast Transition Adaptive v OSEN Policy
Eduroam Over the b - .
e Authentication Key Management
Security Policies [WPA2][Auth({802.1X)] R T T e U o G
. natis
{Modifications done under security tab will appear after applying the changes.) Protected Management Frame
CCKM Enable
PMF Disabled
PSK Enable
i i WPA+WPA2 Parameters
Radio Policy All ~ FT 821 Enable
Interface/Interface Group(Gj |v33 e WP2 Folicy FT PSK Enable
Multicast Vlan Feature Enabled WPA2 Policy SUITES-1X Enable
Broadcast SSID Ensbled WPA2 Encryption M ses TKIP CCMP256 GCMP128 GCMP2 SUITER192-1 Enable
OSEN Policy ; .
NAS-ID none }M‘PA gtk-randemize State Disshle v

Authentication Key Management 12

802.1X Enable Lobby Admin Configuration
MONITOR WLANs CONTROLLER WIRELESS SECURTTY  MANAGENei i el
L=_ "o T 1 o1 | | Hasocwurity |' L=1 -2 - 1 Policy - Moapsimnog 1 Aol ea=cd |
WLANSs > Edit ‘eduroam’ | Laver 2 | Layer = | AAA Server= |

Haelaeact A0 sesrwver=s belaoawvww tes oweaearricdese s of cdefault Ssesrweaers=s aors thei= wrL oaord

FRADITLIS Senwen =

General | Security I QoS I Policy-Mapping | Advanced RADIUS Server Overwrite interface [ | Enabied

Apply Cisco ISE Default Setting= [ Emabled
I.l]'ur! Layer! AAA Servers Authenticatiorn Serwvesr s Accounting Serwvers EAF Paranaeters
Ermablec Ernabled

Ernalble I 1

Server 1 [ ITFZ20S. 72.15<€.101, Port: 181> ~— || IFP:Z03.72.1S5S<4.101, FPort: 1813 = |
Server = [ TFr:Zo=. 72,154,102, Forc: 18512 ~— || IF: 203 . 72.1S5S3.102Z2, Fort: 181 = = |
Lﬂ}'Er359lem!|f Nane W S=rver 3 | MNorne —~ || rMNene -~ |
- Serwver <4 | MNorne ~ || MNone - |
Captive Network Assistant Bypass | Name v Server 5 | None — | None —
Server & | None ~ || Noene -~ |

Aauathorization MCO Serwen ACCOoUuNMting MCom Serwen




MONITOR ~ WLANs CONTROLLER ~ WIRELESS  SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

F
Security RADIUS Authentication Servers Apply
v AAA ,
Auth Called Station ID Type ‘ IP Address v ‘

General
RADIUS

Authentication Use AES Key Wrap 8 (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Accounting | N |

Auth Cached Users MAC Delimiter \ Hyphen V\

Fallback

Framed MTU 1300
e Ul
Downloaded AVP
» TACACS+ Network Tunnel Server
LDAP User Management Proxy Index Server Address(Ipv4/Ipv6) Port IPSec Admin §
Local Net Users (] ] 1 *203.72.154.101 1812 Disabled Enabled
MAC Filtering
+ Disabled Clients ] ] 2 ¥ 203.72.154.102 1812 Disabled Enabled

User Login Policies B ] 3 ¥ 203.72.154.115 1812 Disabled Enabled
AP Policies

Password Policies



RADIUS Authentication Servers > Edit

RADIUS Authentication Servers > Edit RADIUS Authentication Servers > Edit
Server Index 3
Server Address(Ipv4/Ipve) 203.72.154.115
Server Address(Iov4/Ipv6) 203.72.154.101 Server Address(Ipv4/Ipvé) 203.72.154.102
Shared Secret Format ASCIT v
Shared Secret Format ASCIT v Shared Secret Format ASCIT v
Shared Secret "
Shared Secret " Shared Secret "
Confirm Shared Secret
Confirm Shared Secret " Confirm Shared Secret " "
Key Wra N Key Wrap 0 ey e i (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
VR g (Designed for FIPS customers an _ (Designed for FIPS customers and requires a key wrap compliant RADIUS servel  {Uesg q ¥ Wrap comp
Aoply Cisco IS Default settings | Apply Cisco ISE Default settings B Aoply Cisco ISE Defetsettings
Aoply Cisco ACA Default settings Apply Cisco ACA Default settings - Apply Cisco ACA Default settings
Port Number 1812 Port Number 1812 Port Number 1812
Server Status Enabled v Server Status Enabled v Server Status Enabled v
Support for CoA Disabled v Support for CoA Disabled v Support for CoA Disabled v
Server Timeout E seconds Server Timeout Z seconds Server Timeout E seconds
Network User Enable I Network User Enable Network User : Enable
Management ] B
g _ Enable Management __Enable Management Enable
Management Retransmit Timeout ESGCOﬂdS Management Retransmit Timeout 5 seconds -
- — Management Retransmit Timeout a seconds
Tunnel Proxy _ Enable Tunnel Proxy _ Enable M

Tunnel Proxy _ Enable



\

Cisco 3504 WLC/AC RADUIS Accounting serverg

MONITOR

WLANS

CONTROLLER

WIRELESS

SECURITY

MAMNAGEMEMNT

COMMANDS HELP

EEEDBACK

RADIUS Accounting Servers

HAcct Called Station ID Type

MAC Delimiter

| IP Address

| Colon ~ |

RADUIS

Metwvwork Tunnel Server Admin

User Proxy Index Server Address(Ipva/Ipwvg) Port IPSaec Status
[ ] 1 203.72.154.101 1213 Disabled Enabled =
[ ] 2 203.72.154.102 1813 Disabled Enabled ~ |
(| [ 3 203.72.154.115 1813 Disabled Enabled [~ |

MONITOR  WLANs CONTROLLER  WIRELESS

SECURITY MMONITOR  WILANs CONTROLLER  WIRELESS

MANAGEMENT COMMANDS  HELP  FMONITOR WLANs CONTROLLER

SECURITY ~ MANAGEMENT COMMANDS HELP FEEDBACK

RADIUS Accounting RADIUS Accounting Servers > Edit RADIUS Accounting Servers > New
Server Index Server Index Server Index (Priorty)
Server Address(Ipv4/Ipve -154.101 Server Address(Ipv4/Ipv6) 4.102 Server [P Aodress(lpnd/Ip6) | 0372154115
Shared Secret Format Aocl v Shared Secret Format ASCIT v Shared Secret Format ASCll v
Shared Secret wee s T
Confirm Shared Secret - Shared Secret e Shared Sacret LTy
Apply Cisco ACA Default settings Confirm Shared Secret e Canfiren Shared Secrat PTTTTTTN
Port Number 1813 Apply Cisco ACA Default settings - Aoply Cisco ACA Default setiings
Server Status 'Enabled v Port Number 1813 Port Number 1813
Server Timeout 5 seconds Server Status 'Enabled v | Server Status Enabled W
etwork User Enable Server Timeout 5 | seconds Server Timeout 5 | seconds
unnel Proxy | Enable MNetwork User Enable bwork User e
R Tunnel Proxy | Enable el Brovy [ Enable
PAC Proviening Enene Realm List PAC Provisionin C
IPSec Enable - ¢ _ Enable
Cisco ACA ) Enable PAC Provisioning _ | Enable [PSer 7 Erable
IPSec Enable Cisco ACA _ Enable
Cisco ACA Enable



MONITOR  WILANs CONTROLLER  WIRELESS

SECURITY MANAGEMENT COMMANDS

HELP FEEDBACK

WLANS

¥ WLANs
WIANS

Ap Groups > Edit 'default-group’

General "|' WLANs | APs | 802.11u

Location | Ports/Module | Intelligent Capture |

v Advanced
AP Groups

APs currently in the Group

[ ] AP Name Ethernet MAC

(] 772APAd00O1 6c:8b:d3:21:24:4e
(] 772AP418 74:88:bb:ce:91:70
(] 772AP114 74:88:bb:c0:3b:18
(] 772AP212 74:88:bb:c0:3b:1c
(] 772AP315 74:88:bb:ce:98:ac
() 772AP318 74:88:bb:c0:3d:7e
(] 772AP314 74:88:bb:53:66:64
(] 772AP521 74:88:bb:53:63:68
(] 772AP416 74:88:bb:c2:e6:08
(] 772AP313 74:88:bb:68:d5:f8
(] 772AP218 74:88:bb:68:d5:26

() 772AP321 74:88:bb:53:62:5a

Add APs to the Group
[ ] AP Name

Group Name

Add APs




Cisco 3504 WLC/ACEETE

General
v RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVP
) TACACS+
LDAP
Local Net Users
MAC Filtering
v Disabled Clients
User Login Policies
AP Policies
Password Policies

) Local EAP

Advanced EAP
) Priority Order
) Certificate

= Access Control
Lists
Access Control Lists

CPU Access Control
Lists

» FlexConnect ACLs
Laver2 ACLs

A

0 OR A ONTRO D » ) ANA

Access Control Lists

Enable Counters |

Name Type

Prefuth [Pv4

Foot Notes

1. Counter configuration is global for ac/, urlacl and layer2acl,
Access Control Lists > Rules > New
Sequence Z
Source ﬂmyiv
Destination Anyiv
Protocol Ay v
DSCP Ay Vv
Direction Ay v
Action

[)e_mr

{ WLANs

¥ WLANs
WLANs

» Advanced

ACL
police

ave Conmiguration ~ Ping

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > fEdit 'TANetRoaming'

| <Back |

. Generalp Security [ QoS I I!)Iicy—l‘lapping ] Advanced ]

Layer 2 | Layer3 | AAASerfers |

Web Policy v
Captive Network Assistant Bypass

® Authentication

Layer 3 Security

O Passthrough
() conditional Web Redirect
O Splash Page Web Redirect

() on MAC Filter failure®

| web policy done locally on Apwarning

IPv4 | PreAuth v | IPv6 | None v | WebAuth Flex IPV4 Acl | None v | WebAuth Flex IPV6 Acl | None v I
— E—

Preauthentication ACL

Sleeping Client [} Enable

Sleeping Client Auto Authenticate Enable

Override Global Config22 [ | Enable




CAPWAP 7748

» CAPWAP (Control and Provisioning of Wireless Access Points)
BARIWLANE 26518 S REmE KRR ERIIRRK - B - [ETFARIL 7 CAPWAP
( EBREBEAMNERIMECERZ ) LIFHE - IEWLANRER SR - DEBIRZEMR TGS
EAAPE R B 58

> IRAEMmER WIFi Controller & N WiFi B RIZEE, Thin APRE T 2B TBCAWAPAR &3,
BEREAPEEHNAZ %%%E'“EJ:EACXFEEE CAWAPZ#ET] |} 22 RFC-5415 & RFC-5416
?(14:

> CAPWAP# 1t 3RS ERFEMG - A PsE8 A —EERFBIOER - RN RIEEF KW L C
= O] fE—(E 2R R ER - EWRIEBREREM - APEE—EWL CREU—@ ER
DTLSHZ = Z5E -



CAPWAP i = EI0EE

> CAPWAP ( ERIEARIERIMECE # ) - ARERZIREAR (AP ) MELR
Musirsles (AC) ZERNBERE - BIRACEITATRAAPE P EIEMIZH -

e Z2NEERNER

1. APHIACH) B 81 5513 RAPRIACHO MR A BT - 438 -
2 ACHAPEITSIE  BERE T -
3. STAZIHE 51 55 CAPWAPHK B 1 T S 55 -



CAPWAP?ZE1E (AP Discover AC)

> BFETRECEMAC IPAIERE - RIAPEZRIEFAAc BEFF RSN E I B8 EACER

MNRARECEAC IPAIZR - RIRNENAPEN AR EEIRACHET] - B 1{TDHCP / DNS /Ei& IR MIEE

EAACEEHE -

1.APRYEN DI R E @ BDHCPIEENIPIHIIL - DNSARF5=% - 5% -

2. AP L 2EHE B KAl E B E—EAC -

3.APE it DHCPAR 523 B 0ption43EFACHIIP - B & B BOption15EFACHIIE & - AP[EIEZIP
il (587 ) 8AIRBK - RURSERBKRIACE B ZAPZE BB EW AN KA ER -
WNRABRIE]ESSIREE - ACHIAPEEIICAPWAPZE -

'\
WLC-3504

LAP-PT Server-PT Server-PT Wireless LAN Controller
AP DHCP-Server DNS-Server

EENPItE - DNS
Ax#5es - 1373

<
< |

, B2 EBAPE /EDHCP AR 75
ZR = GACHIIP - 1575

AC3EIREESK
AC[o]fEEESK
ACKIAPEICAPWAPIZ B2 1T

[
>

v




CAPWAP Bridge Mode B%#E =11,
Bridge Mode 454

> BEZ A ANTEEGRIYARANBEZEZNEE
> IREESWLCOIAAEAPEI=
> O] E FEAPRYProfile

Hak

(000000,
WLC-3504
Wireless LAN Controller

Remote Mode

2960-24TT
Switch0 AP SMARTPHONE-PT
Smartphone0

819HGW
RouterQ




CAPWAP Tunnel Mode EiEmE1E
Tunnel ModefF 24

> HAPEWLCZ BB & ol BB NI RE
> PhA? ﬂf‘tﬁzun o023 Z—EREELIEEIRE
> O]l E FAPRIProfile - T?E%E’HE_WEE P B AR A

Hﬂllﬂl

819HGW 2960-24TT

Router0 Switch0 AP SMARTPHONE-PT
Smartphone0




¢) Tunnel Mode Traffic Flow

sR =151 (IN-Line #H=x)
- —p— : _— BEZEIBUTMBASIRIZTE =TSR
£ Internet - ) ‘HfitFirewallZ&2 2 Traffic LogBIERIE
o ,~_ ) / \

EIEA A

#im aZArealdGateway S Al3218 - APEWFRFRANISE -
FEiBtunnel IIEFZEA A EEFIWLC
EEREBL— RIS {EEZFINext-Hop

¢ Y 40y

“A/LC Area A GW |
' Area B VLAN

j -
\ “"A
Y &fault
te
t\_ u

WM Tunnel I \\ Area B GW ' Core Switch
WA IS | Server GW == /I\

5| :https: / /www.youtube.com/watch?v=fXAVcls8yh0

AP



https://www.youtube.com/watch?v=fXAVcls8yh0
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R Tunnel NS

Internet

¢ ) Local Bridge Mode Traffic Flow

Remote Mode

Routeror HG

RETEIR(=Z=E £2)

T HBEBEBUTMBAERIZTF TR

T FEitFirewallZF Traffic LogBIIRis
FGAER EFE Mg IEFRIZSZSIER

3FJ;IEFAHS U
= EBEArecaBIAPIEUWENFER - 5 i=ETF Core EE2ERIGW
T= - BMkEHRIETEESE

¢ ¢V 400y

ERAPIEFIFAFIFINCAPWAP) - —EsAFSmEE 1~ =E3
EFIZE |

7z N\
FG
U4
WLC
RAAPZEIFRREEEWLC

—

&

i Server GW g = T

| Area BGW r:-.
! 3 =
e

Core Switch

(<@ WLAN Area B

5| FB:https: / /www.youtube.com/watch?v=fXAVcls8yh0



https://www.youtube.com/watch?v=fXAVcls8yh0

Cisco AP 28021

BIRERAE-
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B REERTIRE
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e
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ConsoleE& 1
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Cisco AP 2802izx EfE <

> EITAPEIR LR

W}
It

520" A

> EFRIZIEMODE - M ZETEZR20%) - §
AAMEBIR

» capwap ap ip <ip_addr> <subnet_mask>
<default _gateway>

» capwap ap primary-base <Z#><ip_addr>




Gigl
| FA0M8 000000
EEE 0 — Fa0/1 Fa0/4 WLC-3504
Gateway:10.229.12.254 FEF/|
LAN:163.20.53.192124

intra-1: 10.232.12.0/24 Fa0
intra-2:10.242.12.0/24 [ ]
VoIP:10.244.12.0/24

Laptop-PT

#47 F31-TANetRoaming:10.212.12.0/24 wi-fi Managment-NB

#E22 H32-NTPC-Mobile :10.214.12.0/24
48 33-Eduroam :10.216.12.0/24
25 H34-class:10.218.12.0/24

WLC:10.229.12.1/24
admin/Admin123
DNS:203.72.153.153/24
DHCP:203.72.153.8
Acom:203.72.154.101

VLAN3-WLC
VLANS5-LAN
VLAN10-intra-1
VLAN20-intra-2
VLAN25-VOIP
VLAN31-TANetRoaming
VLAN32-NTPC-Mobile
VLAN33-eduroam
VLAN34-class
VLAN121-DHCP-DNS
VLAN122-Acom

Fa0/3 )2 =,
PC-PT
BHHERC

ich0
Server-PT

DHCP
Gig0

LAP-PT
Light Weight Access Point0

Gig0

W
\\\\\\ Light \@ght Acégss Point1
0y | N % 2960-24TT
\\ W \\ Switch? :l
4\\\\\\\\\“\\ E:TJ S
TEFPC O

SMARTPHONE-PT : , /
Smartphone0 'E I
TabletPC-PT
Tablet PCO SMARTPHONE-PT

[ o TR Y R |

N\
W\
\\\\\\\\
AN
A\
Uy
i}
i
o
o



