PRTG (™}

NETWORK
PRTG NETWORK MONITOR
MONITOR
R — AR

ALFRED




R

LU

Alfred
221, 8. 15 FF 10:56 >

fE&3%: (115) Port-channelll Traffic (2 XK) (101) TenGigabitEthernet2/1/1
LR EERR 5% 0E / C9300_F1-3. ntpe. edu. tw (9300school)... B8 Traffic
: 19, 000, 000 By Kfi: 18,323, 460 kbit/#
BE] DNS: dnsi58 18, 000, 000 Bz
17, 000, 000 1 Last Value: 575,332 kbit/#)
16, 000, 000 1
: 15. 000, 000 1 —
(=] DNS: dns154 ’ 7 (102) TenGigabitEthernet2/1/2
aae 14, 000, 000 1 Traffic
13, 000, 000 -
; 12, 000, 000 - RBE
] forti3950b-a | A=
2 11,000,000 | Last Value: 304,412 Kbit/f
< 10.000, 000 1 |
2 9,000,000 o
: g = 38 000.000 - 2 (103) TenGigabitEthernet2/1/3
fort|3950b » 7,000, 000 - Traffic
6. 000, 000 -
SR B E
5, 000, 000 1 .
JuL C9300_F1-3.ntpc.edu.tw (9300... 4, 000, 000 - . Last Values28s, 256 kbir/e
' 3. 000. 000 -
'f- 838. 888 y Abysth, %&4??‘* lv}wf:*\: ’;L ' (115) Port-channel11 Traffic
2t C9300-NCCU 000, 000 [ il SRTAARE [ s
/15 S S S S Last Value: 1,738,718 kbit/f)
2l NX_B (n7k-b) [Cisco Device] Ly Vy [y Ly

] Y = ' e~ Last Update: 2021/3/15, 10:59 PM



g WWW.PAESSLER.COM

wwhw.paessier.com
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Work smarter, start monitoring

PRTG monitors your whole IT infrastructure 24/7 and alerts you to problems before
users even notice. Find out more about the monitoring software that helps system
administratlors work smarter, faster, better.

PRTG Network Monitoring Software
Version 18.4.47.1962 (December 11th, 2018)

Languages English, German, Spanish, French, Portuguese, Dutch, Russian,
Japanese, and Simplified Chinese

Unified Network devices, bandwidth, servers, applications, virtual

Monitoring environments, remole systems, IoT, and more
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E-MAIL AND LICENSE KEY
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PRTG download - Thanks for downloading! PRTG download - Thanks for downloading!

Your PRTG License Name Your PRTG License Name

21 Setup - PRTG Network Monitor

=== BT o8 -
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¢ ) Setup - PRTG Network Mondtor - X
Your PRTG License Key . |ONITOR Your PRTG License Key
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DOWNLOAD PRTG l W e , | DOWNLOAD PRTG CLIQKHERE et vou ke sk eons o),

i ]
DOWNLOAD PRTG AND GET STARTED IN A FEW MINUTES ' DOWNLOAD PRTG AND GET STARTED IN A FEW MINUTES

+ Install PRTG Network Monitor in your network and enter your license key, Watch this video how to do it

+ Install PRTG Network Monitor in your netwark and enter your license key, Watch this video how to do it

* |f required, all your settings and data from the trial phase can be kept in your commercial edition o 1 requitd,ll your setings and datafrom the rial phase can b keptin your commetcial eiion

* For technical support check our manual and Knowledge Base or open a support ticket « Fortechnical support check our manual and Knowledge Base or open a support ticket,

» For questions regarding purchasing and available licenses, please contact sales@paessier.com + For questionsregarding putchasing and availble censes, please contact sales @gaesslercom
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21 PAESSLER PRTG Network Monitor PAESSLER PRTG Network Monitor
HAEERETEE BT EEgiFitisE BEENfslk BEINER e o > — e A e St T P
PRTG Web RS2 PRTG 15 538 e EHA SN FOor L Lomnes oros e o i o

Web Server Core Server Cluster Adminestrator
PRTG i &9 G R Pk M B REE Select TCP Port for PRTG's Web Server
B R |a|fred@nmc.edu.tu\- (O Seare HTTPS Server (standard port 443, recommended, mandatory for Internet access)
HRE: D) Insecure MTTP server (standard port 80, not recommended)
() Expert configuration

PRTG Network Monitor - PRTG Adrmenistration Tool

Select IP Address for PRTG's Web Server

(O Localhost: Use 127.0.0.1 (PRTG will not be accessidie fom other computers)

(@) Al [Ps: Use all IPs avalable on this computer (Note: Selected TCP port must be avalabie on ol IPs)
O specfy IPs:

e
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Credentials for VMware/XenServer

VMware Protocol ' (@) HTTPS (recommended)
Quwure

Session Pool |/ (@) Reuse session for multiple scans (recommended)
(O Create a new session for each scan

Credentials for SNMP Devices SNMP Version 0 (v

@ v2c (recommended)
O3

& Community String ©  public
SNMP Port 167

SNMP Timeout (Sec.)
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ADD SENSOR
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ADD SENSOR

Add Sensor to Device school [10.226.127.254] (Step 1 of 2)

Monitor What?
() Availability/Uptime
D Bandwidth/Traffic

Target System Type?
() Windows

Technology Used?

{O) Storage and File Server () Cloud Services ) Ping ) HTTP

() Email Server ) SNMP ) ssH

O Database O vl () Packet Sniffing
) Performance Courters (@) xFlow

(O) CPU Usage
() Disk Usage

(0) Hardware Parameters

() Metwark Infrastructure

() PowerShell

() Linux/macOS () Push Message Receiver

() Speed/Performance (O Memary Usage

() Custom Sensors O virtualization 05 ) PRTG Cloud

. * Looking for more sensor types? See our PRTG Sensor Hub.
< Cancel sensor creation

Search Q 10 Matching Sensor Types

Matching Sensor Types

IPFIX

Menitors a device using IPFIX

nn
MetFlow v

Monitoras a device using NetFlow v@

IPFIX (Custom)

Monitors a device using IPFIX
(customizable)

NetFlow w9 (Custom)

Monitors a device using MetFlow va
{customizable)

jFlowe v

Manitors a device using jFlow v5

sFlow \/
S

Maonitors & device using sFlow v3

jFlow w5 (Custom)

Menitors a device using jFlow v5
(customizable)

sFlow (Custom)

Monitors a device using sFlow v3
(customizable)

MetFlow va

Meniters a deviee using MetFlow v5

MetFlow v3 (Customn)

Menitors a device using NetFlow v5
{customizable)



DLINK 3620 SFLOW 5%

* enable sflow

* create sflow analyzer_server | owner NTPC timeout infinite collectoraddress
163.20.66.142 collectorport 6343 maxdatagramsize 1400

* create sflow flow_sampler ports |:1-24 analyzer_server_id | rate | tx_rate |

maxheadersize 256

o ZHH t 163.20.66.142 F k2245 pregiserver i
preg P




Sensor Overview || Print This Teplist ‘

v Sensor sFlow — Toplist Top Talkers

Top Talkers @

Tep Cnmemiuna@

Top Protocels °

session

3

Start L=
End E
202111724

T4 08:15:00 - T4 08:30:00
T4 08:00:00 - T4 08:15:.00
T 07:45:00 - T 08:00:00
T 07:30:00 - T 07:45:00
TE07:15:00 - T 07:30:00
T 07:00:00 - T4 07:15:00
T 06:45:00 - T4 07:00:00
T 06:30:00 - T 06:45:00
T 06:15:00 - T4 06:30:00
T 06:00:00 - T4 06:15:00
T 05:45:00 - T 06:00:00
T 05:30:00 - T 0343500
T 05:15:00 - T 05:30:00
T 05:00:00 - T 031300
T 04:45:00 - T 05:00:00
T 04:30:00 - T 04:45:00
T 04:15:00 - T4 04:30:00
T 04:00:00 - T4 04:15:00
T 03:45:00 - T 04:00:00
T 03:30:00 - T4 03:45:00

Top Talkers 2021/11/24 F<F 08:00:00 - T 08:15:00

lo5L oLz ES L

[163.70.10.150]

10.

1.

12

13.

14.

15

16.

Other

Source IF

[162.20.10.152]
[162.20.10.153]
[162.20.10.150]
[163.20.10.154]
[16%.20.10.157]
[16%.20.10.156]
[162.20.10.147]
[163.20.10.149]
[162.20.10.158]
[162.20.10.159]
[16%.20.10.155]
[163.20.10.162]
[162.20.10.160]
[10.241.127.25]
[162.20.10.151]

[162.28.38.13]

Destination IP
[163.20.10.140]
[163.20.10.140]
[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[162.20.10.140]
[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[162.20.10.201]
[163.20.10.140]

[0.197.2.164]

-

Bytes
2782 MBE
23TME
2,242 ME
2,086 ME
2,001 ME
1,643 ME
1.602 MB
1.457 MB
1155 ME
1.09% ME
1,063 ME
BEGME

B49 ME

697 MBE

67ZMBE

315 ME

4B3ME

Iterna: ™ 30

9%

O %

8%

8%

G %

5%

6 %

4%

4%

4%

3%

3%

3%

3%

1%

2%



TOP CONNECTIONS

+ Sensor sFlow — Toplist Top Connections

Sensor Overview || Print This Toplist

Top Talkers 9‘9 Top Connectiaraég Top Protocels | 1 | session 9

Start = Top Connections 2021/11/24 T 08:15:00 - < 08:30:00 (Live Toplist, 8% % Complete)
End x[H
2021/11/24

T4 08:15:00 - T 08:30:00

= 03:00:00 - T 08:15:00
T 07:45:00 - T 08:00:00
TS 07:30:00 - T 07:45:00
TS 07:15:00 - T 07:30:00
TS 07:00:00 - T 071500
T 06:45:00 - T 07:00:00
T 06:30:00 - T 06:45:00
T 06:15:00 - T 06:30:00
T 06:00:00 - T 06:15:00
T 05:45:00 - T 06:00:00
T 05:30:00 - T 054500
T 05:15:00 - T 05:30:00

I &3

107652

[163.20.10.156] fez.20010.157

T4 05:00:00 - T 051500

T4 04:45:00 - T4 05:00:00 =)
— _ o
4= 04:30:00 — T 4F 04:45:00 -,‘{_-,'3?'%'1'
T 04:15:00 - T 04:30:00 -
T4 04:00:00 - T4 04:15:00 S
T 03:45:00 - T 04:00:00 ﬂtp":‘" & = }q%@
T4 03:30:00 - T4 03:45.00 W R - - ..)
- = T
a = B
& = =
- o
E =

[




Pos

10.

11.

12

12.

14,

Other

14.

16.

17.

18.

14.

20.

21.

22

Source IP

[163.20.10.130]
[163.20.10.152]
[183.20.10.157]
[183.20.10.133]
[163.20.10.134]
[163.20.10.136]
[163.20.10.147]
[163.20.10.149]
[163.20.10.139]
[163.20.10.138]
[163.20.10.155]
[163.20.10.162]
[183.20.10.160]

[10.241.127.35]

[163.20.10.151]
[163.28.38.13]

[163.20.10.147]

[120.102.234.81]

[163.20.10.151]
[163.20.10.153]
[163.20.10.155]

[10.241.127.92]

Source Port

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

334

10000

10000

6921

334

443

10000

443

354

10000

234

6921

Destination [P

[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.201]

[163.20.10.140]
[10.197.2.164]

[163.20.10.140]
[163.20.145.95]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.201]

Destination Port

53391

G3874

65394

65393

53390

G3BE3

65388

65313

63376

63392

63445

63314

63396

6910

634350

643572

65386

35921

63454

63387

60473

6910

Protocal

17

17

17

-

Bytes
2194 MB
2179 MB
2011 MB
1,846 MB
1,709 MB
1,306 MB
1.053 MB
1,039 MB
977 MB
937 MB
599 MB
694 MB
674 MB
637 MB
316 MB
303 MB
436 MB
281 MB
230 MB
216 MB
193 MB
138 MB

117 ME

Itema: ~ 30

10 %

10%

o8]
F

« 1%

« 1%

= 1%

« 1%



TOP PROTOCOLS

Sensor sFlow — Toplist Top Protocols

Sensor Overview | LR T
Top Talkers @ Top Cen nectiona@ Top Protocols . session r?

Start ! Top Protocols 2021/11/24 75 08:153:00 - 5 08:30:00
End =] Fos Channel Bytes *
1. Vari 23 GB 96 %

2021/11/24 Eriaus
T4 08:15:00 - T4 08:30:00 e 2. wWww 762 MB 3%

1]
TS 02:00:00 - T 08:15:00 &
_ _ 2 3. Infrastructure 270 MB %
R 07:45:00 - T4 08:00:00 £ g
T 07:30:00 - T 07:45:00 £ 4. NetBIOS ZA10KE 1%
TS 071500 - T 07:30:00
_ _ 5. Remaote Control 1,364 KB <1%
T4 07:00:00 - T4 07:15:00
T4 06:45:00 - T4 07:00:00 Other 0 Byte <1%
T 06:30:00 - T4 06:45:00
T 06:15:00 - T4 06:30:00 Ttobofd

T 06:00:00 - T 06:15:00
T 05:45:00 - T4 06:00:00
T 05:30:00 - TF 05:45:00
T 05:15:00 - T4 05:30:00
T 05:00:00 - T4 05:15:00
T 04:45:00 - T4 05:00:00
T 04:30:00 - T 04:45:00
T 04:15:00 - T 04:30:00
T 04:00:00 - TF 041500
T 03:45:00 - T4 04:00:00
T 03:30:00 - T4 03:45:00

ol Ve




r . S—

L ==
1TEH=

ITema = U

Fos Source IP Source Destination P Destination FProtocol IPwv4 Channel P Port Interface Sender IP Inbkound Dutbound Bytes
Port Fort TosS Interface Interface
1. [163.20.10.150] 10000 [163.20.10.140] 63391 6 o Waricus [163.20.10.150] 10000 23 [163.20.204.241] 23 27 120 W
2. [163.20.10.150] 10000 [163.20.10.140] 63391 6 0 Waricus [163.20.10.140] 55391 27 [163.20.204.241] 23 27 104 W
3. [162.20.10.149] 10000 [163.20.10.140] 63515 6 0 Waricus [163.20.10.149] 10000 26 [163.20.204.241] 26 27 95 ME
A [162.20.10.1 58] 10000 [163.20.10.140] 65392 6 0 Warious [183.20.10.1548] 10000 23 [183.20.204.241] 23 27 29 ME
H [163.20.10.1 58] 10000 [163.20.10.140] 65392 6 o Warious [163.20.10.140] 65392 27 [163.20.204 241] 23 27 28 ME
6. [163.20.10.149] 10000 [163.20.10.140] 633135 6 0 Waricus [153.20.10.140] 63313 27 [163.20.204.241] 26 27 836 ME
7. [163.20.10.147] 10000 [163.20.10.140] 63338 6 0 Waricus [1563.20.10.147] 10000 23 [163.20.204.241] 23 27 20 ME
B. [163.20.10.147] 10000 [163.20.10.140] 65338 6 o Waricus [163.20.10.140] 655388 27 [163.20.204.241] 23 27 T3 ME
Q. [162.20.10.157] 10000 [163.20.10.140] 653094 6 0 Waricus [163.20.10.157] 10000 23 [163.20.204.241] 23 27 75 ME
10. [162.20.10.157] 10000 [163.20.10.140] 63394 6 0 Waricus [163.20.10.140] 55304 27 [163.20.204.241] 23 27 74 ME
11. [163.20.10.153] 10000 [163.20.10.140] 65393 6 0 Warious [163.20.10.153] 10000 23 [183.20.204 241] 23 27 T2 ME
12 [163.20.10.153] 10000 [163.20.10.140] 65393 6 o Warious [163.20.10.140] 65393 27 [163.20.204 241] 23 27 59 ME
13. [163.20.10.1356] 10000 [163.20.10.140] 63833 6 0 Waricus [153.20.10.156] 10000 23 [163.20.204.241] 23 27 55 ME
14. [163.20.10.156] 10000 [163.20.10.140] 63823 6 o Waricus [163.20.10.140] 63383 27 [163.20.204.241] 25 27 &4 ME
15. edge-star-shv-01-tpe facebo. . 443 [10.197.0.24E] 61112 17 0 Varicus edge-star-shw-01-tpel facebao.. 443 24 [163.20.206.249] 24 23 &1 ME
16. [162.20.10.152] 10000 [163.20.10.140] 63874 6 0 Waricus [163.20.10.152] 10000 25 [163.20.204.241] 25 27 &0 ME
17. [162.20.10.155] 334 [163.20.10.140] 65445 6 184 Warious [183.20.10.155] 5534 23 [183.20.204.241] 23 27 39 ME
18. [163.20.10.152] 10000 [163.20.10.140] 63BT4 6 0 Warious [163.20.10.140] 63874 27 [183.20.204 241] 253 27 39 ME
19. [163.20.10.155] 334 [1563.20.10.140] 63445 6 184 Waricus [163.20.10.140] 63443 27 [163.20.204.241] 23 27 34 ME
20. [163.20.10.1359] 10000 [163.20.10.140] 63376 6 0 Waricus [153.20.10.159] 10000 23 [163.20.204.241] 23 27 32 ME
21. [163.20.10.159] 10000 [163.20.10.140] 63376 6 o Waricus [163.20.10.140] 65376 27 [163.20.204.241] 23 27 31 ME
22. [1623.20.10.162] 10000 [163.20.10.140] 63514 6 0 Waricus [153.20.10.162] 10000 26 [163.20.204.241] 26 27 46 ME

23. [163.20.10.162] 10000 [163.20.10.140] 63514 ] 0 Various [153.20.10.140] 65514 27 [163.20.204.241] prd ] 27 37 ME







1
S
i
A

| - PRTGAPP T

2~ PRTG ip

* 3 ~ user name/password

* 4 ~ password random




