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IEEE 802.1p/802.1g Frame Tagging

The 32-bit field (VLAN Tag) in
the frame header that identifies
the frame as belonging to a
specific VLAN/priority.

DA SA Data| CRC

Regular frame (or untagged frame)

DA SA | Tagging Data | CRC

The Max. size of a Tagged
Ethernet Frame is 1522 Bytes

(1518+ 4 bytes tagging).

802. p tagged frame

8100 Priority |CFl VID

The frame without VLAN tag,
we call it as Untagged Frame
or Frame.

0 15 18 19 31

Priority (1p) has 3 bits, 0-7.
VLAN (1qg) has 12 bits, 0-4095



802.1p/1lg Untagged Incoming Frame

@ Port 1] [Port2] [Portd . Tagged member
i AT ofVLAN 2

= N
CRC | Data | 54 | DA = 802 10 Switeh ¥
il i
Before Port ] |Fort 7] | ol &
.
" Untagged member
of VLAN 2

Assumed the PVID of port4 is 2 and default priority=0
The incoming untagged packet will be assigned to VLAN 2/priority=0
Port5 is tagged and port 7 is untagged egress member of VLAN 2

This packet will be forwarded to port5 and port7 with tagged and
untagged respectively.

Priority tagging (802.1p) follows the similar rule as 802.1q tagging.




.............................................. 802.1plj@ntagged-Inco.mjng-Eram.e_-------_--

The untagged
0 Tagged member acket is tagged
e T [Forty | postal [PtH oFVLAN 2 ZS it Ieavesgtlﬁe
= : o 7 switch through
; 80210 Switch 5 CRC*| D Tag | SA\ DA tagged port
|Port&| |Port 7| |Port 8] {*Recalculated) _—
of VLAN 2
| 16 bits | 3bits |1 bityl 12 bits |
Data .
After The VID is
SA related to PVID
Qubgoing fthe i .
untagged packet | [ -, Hey of the Incoming
(unchanged) Pricrity - User_priority port
; CFI - Canonical format indicator
The untagged packet i VID - VLAN identifier
unchanged as it leaves th w0

untagged port




PYID = 2 Port1| |Port2| |Portd L_Eﬂﬁj”rgamhar
Tagged packdt \\\ - —
CRC | Dath | Tag ||5A | DA » E BO2.1C Switch E
Hafam PortB] |Port?] | Part @
Untagged member
of VLAN 2

Assumed tagged incoming packet having vid=2/priority=0
Port5 is a tagged and port 7 is an untagged egress member of VLAN 2
This packet will be forwarded to port5 and port7




PYID=2

[Port1| [Port2| |Port3]

E 802.1G Switch

id
|F'-:-r15|

[Port 6| |Port 7| [ Por &

Untagged mamhar/ CRC* | (*Recalculated)
of WLAKN 2
Outgoing
The tagged packet SA | untagged packst
. ) ) changad
is stripped as it DA | (tag removed)

leaves the switch
through untagged @
port

The tagged packet

Tagged member | F€MAins unchanged

of WLAMN 2

CRC | Data | Tag

3] [

i

/

”"'-n._\

8100

Pricrity VID =2

| 16 bite | 3bite | 1bit| 12 bits |
Date

After
Hay
Friority - Usar_prioeity
iZF1 - Canonical format indicator
VID -WLAN identifier




802.1p/1g Tagging summary

Ingress (incoming frame):
@ If receiving untagged frame, add the tag into this frame with
VID=PVID and priority= 802.1p default priority

@ If receiving tagged frame, the VID/priority values are unchanged.

Inside the Switch (all frames are tagged)

@ For VLAN, based on the VID to lookup the VLAN table, and forward
frame to member ports of this VLAN.

@ For priority, based on the “Class of Service mapping” to process the
frame with associated priority Queue.

Egress (outgoing frame):
@ Untagged egress port: Remove the tagging.

@ Tagged Egress port: Un-change the tagging, so that the 1p/1q info
can be carried to next 802.1p/q aware switch.
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Lab 4 FA& 4R Vlan Interface

=({EVlanft] ={E4gEz PCHE A - i ~HE4EEzGateway -

Wan

Inter vlan 5
Ip add 163.20.xx.254 255.255.255.0
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Physical Config Services Desktop Programming Attriputes
|  SERVICES | L
1 | HTTP |
| DHCP | Service ® on () Off Radius Port 1812 |I
o | DHCPVE |
| | Netweork Configuration
| | Client Name | | client 1P | |
Secret | | ServerType | Radiusz o |
-
Client Mame Client IP Server Type ey |
I I 1 | enctc 10.227.56.1 Radius ntpcacom
Save
1 | |
| WM Management | =
| Radius EAP | :
SEr Setlp
Username | Password | |
3
Username Password I
1 alfred 12345678
Save
2 daniel 875654321
Remowve
] Top




DHCP

=
o

¥ DHcP — O
Physical Config Services Desktop Progr g Attributes
| SERVICES | DHCP

HTTP

I. DHCP I Interface FastEthernetd + | servicd @ on O off
| i Pool Name |eduroam |
l DNS | Default Gateway | 10.215.56.254 I
| systoc | DNS Server [203.72.153.153 |
| : | Start IP Address : [10 | [215 | [s6 | [100 |
[ NTP |
| EMAIL | bnet Mask: [2s5 | [255 | [255 | [o |
[ FTP I Maximum Number of Users : I156 |
| IoT
[UM Management | TFTP Server: [0.0.0.0 |

Radius EAP WLC Address:

| |

[J Top

Pool Default DNS o Subnet Max TETP wLc
Name Gateway Server Mask User Server Address
Address

class 10.217.56.254 203.72.153.153  10.217.56.100 255.255.255.0 100 0.0.0.0 0.0.0.0

eduroam

Mobile 10.213.56.254 203.72.153.153  10.213.56.100 255.255.255.0 156 0.0.0.0 0.0.0.0

l capwap 10.227.56.254 203.72.153.153  10.227.56.100 255.255.255.0 156 0.0.0.0 10.227.56.1 I
serverPool 0.0.0.0 0.0.0.0 203.72.153.0 255.255.255.0 255 0.0.0.0 0.0.0.0
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OQRBRERE
5 PEEFEEKARNBRETE LR  dRMAOEERELR -
C)Vlan Wan
6~ ERMABRFTHRRAERSE - RSB FKMIBESSID -
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7 HHRHERR - REREBRDHE -
C)N7k PBR route and Fortinet Tunnel Mode
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@ DGS-3620
@ create vlan lan tag 5

@ DGS-1510
@ configure terminal

®vlan 5
@ name lan

@ Cisco-3750X
@ C3750X_CHT_F1-3(config)#vlan 5




s Evlan__port Accesc port

DGS-3620
@ Config vlan lan add untagged 1

DGS-1510
@ configure terminal
@ interface ethernet 1/0/1
@ switchport hybrid native vlan 5
@ switchport hybrid allowed vlan untagged 5

Cisco-3750X
@ C3750X_CHT_Fi1-3(config) interface TenGigabitEthernet1/1/1
@ C3750X_CHT_Fi1-3(config) switchport mode access
@ C3750X_CHT_Fi1-3(config) switchport access vlan 5




trunk port

DGS-3620
@ Config vlan default add untagged 1
@ Config vlan intra-1 add tagged 1
@ Config vlan intra-2 add tagged 1

DGS-1510
@ configure terminal
@ interface ethernet 1/0/1
@ switchport hybrid native vlan 1
@ switchport hybrid allowed vlan untagged 1
@ switchport hybrid allowed vlan tagged 10,20

Cisdo-3750X
@ interface TenGigabitEthernet1/1/1
@ switchport trunk encapsulation dot1q
@ switchport trunk allowed vlan 10,20
@ switchport mode trunk




DGS-3620

admin#sho
mmand: show arpe

® DGS-3620
@ Sh arpentry

Dynamic

Dynamic

DGS-1510
Sh arp

Cisco-3750X
Sh arp
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@ Vlan database

@ Config t

@ Interface vlan interface fao/X

@ Switchport mode

@ Switchport access vlan xx

@ Switchport trunk allow vlan xx

@ Ip add xx.XxX.XX.XX XX.XX.XX.XX XX.XXX.XX.XX

@ Ip route Xx.XX.XX.XX XX.XX.XX.XX aa.2a.aa.aa
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@ NslookupEDNSHENT =& F5172.18.X.X not 61.60.X.X
@ Ping cloud.ntpc.gov.tw doc2.ntpc.gov.tw

@ Tracert G S HH A
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551:80723456----542
@ Ping gateway

@ Ping wan

@ Ping firewall

@ Ping serverfarm

@ Ping gov

@ Ping nccu

@ Ping www.google.com
@ TracertEi%H
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