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Work smarter, start monitoring

PRTG monitors your whole IT infrastructure 24/7 and alerts you to problems before
users even notice. Find out more about the monitoring software that helps system
administrators work smarter, faster, better.

PRTG Network Monitoring Software
Version 18.4. 47.1962 (December 11th, 2018)

Languages English, German, Spanish, French, Portuguese, Dutch, Russian,
Japanese, and Simplified Chinese

Unified Network devices, bandwidth, servers, applications, virtual
Monitoring environments, remote systems, IoT, and more
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Whenever the sensors in your installation discover outages or suspioous values, PRTG
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support.
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If your PRTG download didn't start autor | a—

DOWNLOAD PRTG

We protect your perscnal datal
"

<o [hot> ]| com

Blog Companyv  Partnet

DOWNLOAD PRTG AND GET STARTED IN AFEW UTES

« Install PRTG Network Monitor in your network and enter your license key. Watch this video how to do it
« |f required, all your settings and data from the trial phase can be kept in your commercial edition.

« For technical support check our manual and Knowledge Base or open & support ticket,

* For questions regarding purchasing and available licenses, please contact sales@paessier.com.
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+ Install PRTG Network Monitor in your network and enter your license key, Watch this video how to do it
+ If required, all your settings and data from the trial phase can be kept in your commercial edition.

« For technical support check our manual and Knowledge Base or open a support ticket.

+ For questions regarding purchasing and available licenses, please contact sales@pagssler.com.
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Credentials for VMware/XenServer
User

VMware Protocol ' (@) HTTPS (recommended)
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(® v2c (recommended)
Ow

b Community String **  public

SNMP Port 161

bt Vo

Yoa ¢ g .‘f‘.ar‘...l"l.

!

;-mfi A, R Y n..mu. A




#

&

#2172 Root

M va3

76 (100 s M oL ox & 5

+ FmfEEs

B = C9300_F1-3.ntpcedu.tw (9300school) [Cisco Device Cisco 105] [
(036) TenGigabitEthernet1/1/1 Traffic !

(037] TenGigabitEthernet1,/1,2 Traffic IF?

(038) TenGigabitEthernet1/1/3 Traffic F

[096] GigabitEthernet2,/0/48 Traffic 2

(101) TenGigabitEthernet2/1/1 Traffic
(102) TenGigabitEthernet2/1/2 Traffic F

[‘IDS] TenGigabitEthernet2,/1/3 Traffic 7

(115) Part-channel11 Traffic F

M 502) To_39508_A_F1-1 Traffic 9
(503) To_3950B_B_F1-2 Traffic =2
(504) To_C3750-CHT-4 Traffic 12

(DS‘I) GigabitEthernet1,/0/24 Traffic !

(0361 TenGigabitEthernet1,/1/1 Traffic IF?
(037] TenGigabitEthernet1/1/2 Traffic F
[038] TenGigabitEthernet1,/1/3 Traffic F?
(EMDJ TenGigabitFthernet1/1/5 Traffic <
(Dd‘l) TenGigabitEthernet1/1/6 Traffic IF

[042] TenGigabitEthernet1,/1/7 Traffic F?

f‘I 19 To C2750-0CHT-4 Traffir B2

365 %

=R

tt
i

i

[

i

A Eq

303,033 kbit/#5
283,515 kbit/#5
132,974 kbit/#2
138,665 kbit/#2
352,281 kbit/#5
251,524 kbit/#5
545,065 kbit/#5
1,305,734 kbit/#2
483,810 kbit/#5
692,083 kbit/#5
167,042 kbit/72
20,076 kbit/#5
304,034 kbit/#5
282,949 kbit/#5
135,126 kbit/#2
298,986 kbit/#5
1,052,833 kbit/#2
664,865 kbit/5

170,375 kbit/7



Add device

€5 C 0 O 17008 gouphinids08abids| €9 C O

Devices

N Devices pr Al
0 Graup Roa ,
Finvorite Devices RCiHe Bt
L . do dap A Aams B Log : OO gviceList 30 days 365 daye A pams W Log = Management @ Settings A Hatific
DagHORS 12 WD Dipéndencies s owoLng M teh q
Add Group S Rool | AddGroup
ﬂ B T Loai .
Add Auto-Descovery Group - Add Aute-Discovery Group
i [Brsenein  Gost e *.snlsummmm.omdk
o AddDevice = mmlm s ml.«mn I:m et le il -~ -
B 3 Ntwork Distovery
[ 2 Natwork Infrastructure
(I N (I
8 2 Virtual Systems
{3 Limax/ Mac03 / Unix
FEEN (% (N (9 [

8
ﬂm:ﬂgh

NP Sy [ Py Tobisisa diak . & Add Semaer
lila (L] e

B = Syralogy P

Add femar  Run Ayt Dincoery




FRETIEEENAAT ¥ FReTIENE mEaT X

. WL T e L o
DENEVEEEN -t RS HEMED  REEE (Windows * Linux * VMware/XEN F] SNMP ) #9351 -
PRTG £ : FIRE SNMP 1Z&E1E
Q) sz AEET (NP £ v2, SNVP E00: 161, 85t (19): 5
i -
& &AM I SNMP (55
REEN O
Pevice ®vac ()
OVS
IPRE
HEFSE (Community String)
O EEIPvaER
OL:-E:1.T3:= public
IPv4 #5H/DNS £77 SNMP 50
161
EEHFE -
& (1)
mE
5
4]
BEER HEEEEA5HE
@= Okl 0B o#% OO ol 08 okl O# 0A @ szsz0s0 254 ()60

O« 08 o% 0B oD OF 0= O 0&£ OB

O& 02 0@ o= owl 08 08 0L 0% OH

OK OE 0~ 0= OA O~ O& 0Q 04 QU  AWSHEE
0® 03 0=~ O o~ 0B 0= 0C o0& OO @ szezn=zy
O~ 0= Q0% O* O~ 0@ 0= 0% O= Q¢

O~ 0¢ 0X 0% O— OB 0% O~ O= 0O

ol o0& 0€ 0= 0= OB O0- oo OF ON Credentials for Dell FMC




& C O O 12700 arouphtmiid=08tabids 1

N Home Devices Litvaries Sensors Narms

Maps

Repoets Logs

# Devices

Al
Group Rog
Favorite Devices
0% pgvico List 30 days 365 days A Alarms
"2 W10 Dependencies s ML e B R
2 Root  Add Group
& O Loet
¢ Add Auto-Discovery Group

Add Davice

fth is,w Health i ak Fine H;cw-f..z i:n 0q fiee
1 a Y bl AY bLRY L)Y ow

& Notwork Discavery
3 & Network Infrastructure
Wibw. | U725 |
4 & Virtual Systems
[ & Linux / MacOS / Unix

W Sone

3 3 Custom Sensors
3 = Buffalo 12

SNMF Syntem
[ PR L

3 = §mology *

aasen Jvzase Russme |

M Devioes Local Probe * Custom Sensors ¥

Add sensor

Aome Devices Libearies Sensors Nams Reports

Maps

Add Sensor to Device Synology

Monitor What?
(O AndabityUptime () CP e

(0 Dk Usage

O Speed/Petlonmme O Mermoty Usage

O Hocdware Parametery
O Borchwidth/ Traffic O Network bnfrastructure

O Cutorn Sermors

Cancel sensor creation

Most Used Sensor Types

g 7 SNMPCPU Load

Monttors conectivty Lsing Ping Monvors the load of &

SNMP Memory

SNMP System Uptime SNMP Traffic

1

Logs Tiokets Sefup

Target System Type?

O Wedows

Technology Used?

O Storage and File Servey O").n:\ Serveen O Py
() e (0]
O () Packet ol

O Pertommunce Countern O NetFlow of

O

O Linue/mac0$ O Emell Servesr

O [etabase

O Viunlzstion 05

) SNMP Custom SNMP Digk Free SNMP

CPU via SNMP 0 fotutmy 0 sk snace onalooical Moot

Monitors  numerical va

specific OID sing SNMF

wlem
¥4



TJEksensor

#  Devices Local Probe = @ Custom Sensors = | Synology =
i

Device Synology "™

™ Ovarview 2 days 30 days 365 days & alarms @ system Information @ Log £ Settings & Notification

l To see sensor gauges here, please change the priority of one or more sensors to Wikl Alririniok

Pos = Sensor Status Mussage Graph Praray r g
e Bl diskc 0- disk id Uninown Fa data yet Pegosss T hoden  wmwon O
g 2 Table{disk: 1) [tablename] / [rowidentifier] Linkonyosen Mo data yet Sk oempenst hio data wkws O
e 3 H Tableidisk: 2): [isblename] / [rowidentifier] Linkncwn Mo data yet Swh tempenst Ko data wkwse O
4 Bl Table(disk: 3): [tiablename] / [rowidentifier] Unkriovan N it et Sk emgerst N dets whwn
&5 Bl Tableidisksmart: 2): ftablenamel / [rowidentifier] Lnriown o chata et Sk pmartar  Nodeis wwwi
S Bl ableidisksmart: 21): ftablename] / [rowidentifier] Unoriown Mo chata et Sk pmartar  Nodets wwwe
1 6odé
Recommended Sensors s
Priarity Sensors

ERRRR 1xPing

i 2 s iy AxSNMP Traffic, 1xSMMP Disk Free, 1xCPU Load, 2SHMP Memaody, 1T=RDP (Remaote _




AIMEREZEE (9300 F1-3.ntpc.edu.tw (9300school) [Cisco Device Cisco I0S] [163.20.250.252] E15 8724

AT HR AR FEFRRRA?

Omewrzem Qouesgr  Omusy () Windows Qzpinegsz Onke (QPing QHTP () PowerShel

Oszizg Ousemgrn  Omasitgs Onudmecd O szeiegsz 0754 Qs OssH Onsuepnes

Oszes Ongeren Oszusss Qeiiaras Qi OskaBE  ()PAIGCud
Owgitag  Orow

) BEEERTRRE) 57 NG 23

(MERERLE
B2Q REzgmEkd 84 FATRETELR
RERNRRALE
AWS Cost 7 NS 7 HITP 7 Microsoft Azure Subscription 9 MQTT#8 7 NetApp & BETA ?
Cost BETA
Monitors the costs of an AWS account by~ B2 DNS B8 8 B AFEES I BRHTIPEEWeh BEE Monitors the cost in aMicrosoft Azure B MQIT 38 (BEE ) HTBE & ER S0P KI5 NetApp cOOT 5 ONTAP
reading ts data rom the AWS Cost iR subscription BRE) LRREGNEENE RGE  ERHENE
Bxplorer AP STk E AT - ERRmiAErRERIRE #E
HEEEEFI ONS BHEMIRE L Requres valid Azwe AD credentidsinthe || FRFLEN ERRENEA -
| + I 0 | I 0 | I t

Ping 7 POR3 7 NWiEE ?

R A N T T N R L rapmm L g e A 4 14| e



o
#/H Root

™ Rk 2 X

W1 Vo7 U2 (100 s M L oxu B 58

7

ot
;AR HER?
Probe Device F
v 2 e
g5

> FESEERE
== DNS: dns153 F

PING =
DNS =

+ EmEEs

-8
A

B

]

-8

-8

B @ DNS: dns154 F
Erine =

DNS P
* EmEEs

B & forti3o50b-a =
(003) HA-120 Traffic 2
(004) HA-64 Traffic =2
[379) TO_NTK_A Traffic =
(380) To_New_Switch Traffic
+ EmsEs

B @ forti3as0b-b =
B (379) To_N7K_A Traffic 2
B (380 To_mew_switch Traffic F?

+ =meEs

B = £9300_F1-3.ntpcedutw (9300school) [Cisco Device Cisco 10S] ™

30

M 02 TanainshitEtharnat 1 A Traffie 3

o

365 &

A=

I=N=F

it

==

& gs 8BRS

p=. @
a

1=

6=

23,090 kbit/F2
2.16 kbit/F2
2,266,900 kbit/>

2,283,062 kbit/F

2,567,220 kbit/#2

2,510,121 kbit/#

1,813,333 kbit/72 l

[=F--5:3 ki

MNEED SOME TECHNICAL ADVICE
Mot sure how to make this PRTG,

YOUR PRTG?
s A=
A EHEIERE: 60 secon
ID: #0

0.0 -
& 400

0.0 4

9.

NN/
MUAA




|4 (004) HA-64 Traffic

2.0 B 215 RhinE

Fhit Bh

314
F 1200
314
¥ 0620
3415
[T
115
[T
3415
[RGREH ]
145
[
1116
[REREH ]

3416
[

B (=ietE w Wgmmai
LRS- LES S

v ‘3‘(380) To_New Switch Traffic

000, 900
, 000, 000
000, 000
000, 000
. 000, 900
, 000, 000
, 000, 000
000, 000
000, 900

Fhit Bh

J114
[RGREH
SIAE
1 12:00
3415
[GRE ]

S316
(R

B =iesiE %
LS

L |
FE - Eif
Byl
Sif
I

v ‘5'(096) GigabitEthernet2/0/48 Traffic

250,000
00,008
250,000
200,008
150,000
100, 000
50,000

Fhit Bh

f3r14

F 12000
#3115

I 12000
/3415

1 12:00

f3/16
I 12000

B =iesiE %) W Traffic Total

10, 000, 030
3,000,000
5,000,000 -
& 4,100 000
2,000,900
g8 g8 g8 g2
2y 2u 2u =13
44 2 28 29
e fe e g
B i et L
LPNC toivys) W ikiERE

V| -4 (036) TenGigabitEthernet1/1/1 Traffic

5,000, 000
5.000, 000 h
4,809, 000 ALl i

2,000, 000 @
2,000, 000
1,000, 000

Thit /P

[ 2 F F

2a a0 2u Su

24 28 g 29

g2 &0 &2 EC
LRk B Teaffic Total (kbit/E)
B Taffic In B Traffic Qut (kbit/F1)

V| -4 (101) TenGigabitEthernet2/1/1 Traffic

B e.0eg 123 k
6,900,000
5,000, 000

/3714
F 12000
f3716
177 12:00
/345
1z

/3116
I 12000

LN

B Taffic Total (kbit/it)

Fhit Bh

f3/14

14| 4 (380) To_New_Switch Traffic
9,000, 000 ] = .
3,000,000
7,000, 000 A
6,000, 00D
aod &
. L,
2 g g8 g8
] a0 2u =131
& 84 z8 a4
& fe e (.
WiziE L Fii-vd
PSS i) W ggms {

14 (037) TenGigabitEthernet1/1/2 Traffic
5,000,000 BEA- 5,00 012 kbir/B
4,000, 000 i
2 2,000.000
5 2,000, 000
1,000,000 .l
g
: ] R
24
b £ & T
Wil B Toafic Total
B Tisffic In (ibit/32) M Traffic Out
V|
1,000, 000
509, 000
: o it ot
B Dopntime

3414
[T

1115
[REREH.

S3/15
[GRE ]

Faf14
[ 13
17 12:00
Fi1am

g
@

/375

B Teafic Total

v “i+(379) TO_NTK_A Traffic

92,200,
3,000,

LR
BN

fa/14
[GREH ]

g8 =2 g8
a0 2 2a
24 24 24
[ £e £
BEsait
wbiviy) Winpme

B =
B Teaffic In

fa/14
[GREH ]

S3LE
L 12:m

3415
[RERER

B Tratfic Total
(ebit/i) M Traffic Out

V| -4 (103) TenGigabitEthernet2/1/3 Traffic

B Tratfic Total




Sensor sFlow P

OK

Y Overview

Top Talkers

Total

240,902 kbiy's

Channel =
Downtime
FTR/PZP
Infrastructure
Mail

MetBIOS

Top Connections

0 kbit/s

4= | jve Data

FTR/P2P Infrastructure:
) ‘ " ‘ ;
0 khit/s 5.92 kbit/s
Various WWW
237,631 kbit/s
1.192.622 kbi_.
[[¥] Last Value (volume)
4
3002 OKB
3007 43 KB
3003 0KB
2008 OKB

2 days

Top Protocols

g
4
&
:
5
bl
PEE

30 days

session

365 days

3,264 kbit/s :

Last Value (speed)

0 kbit/=s
5.92 kbit/s
0 kbit/s

0 kbit/s

I Historic Data

MetBIOS

0 kbit/s

Minimum

0 kbit/s
0 kbit/s
0 kbit/s

0 kbit/s

= Log

& Settings

‘ ' ‘/'
1.27 kbit/s

Remote Control

Maximum
o
291 kbit/s Ed
30,055 kbit/s ©
662 khit/s Ed
274,900 kbit/s £

& Notification Triggers

2 Comments

Find out why and how to
buy PRTG!

GET MORE INFORMATION

Last Scan:

Last Up:

Last Down:

Uptime:

Downtime:
Coverage:

Sensor Type:
Performance Impact:
Dependency:
Interval:

Autonocmous:

Live Graph, 2 hours

kokjs

=] History
[ A a
L ) f’/’
e ]
=\
|‘| r“(—\/_\
|
N
,
N
147 s
147 =
100.0000%
0.0000%
100%
sFlow

Parent
60 s
Nao
#6003

Pax: 24

7,240 Hbalfs

g & 5 E
EoE E i
1oozos {2 days

T=ona




Add Sensor to Device school [10.226.127.254]

Monitor What?
(O Availability/Uptime
(O Bandwidth/Traffic

(0 CPU Usage () Hardware Parameters

() Disk Usage (O Network Infrastructure

O Custom Sensora

(O Spead/Performance () Memary Usage

< Cancel sensor creation

Search Q Type to search for 2

Add sensor

Target System Type?
() Windows (0 Storage and File Server (7 Cloud Services
Q Linug/mac0s () Email Server

) virtualization 05 () Datshasa

(Step 1 0f 2)

Technology Used?
() Ping
O SNMP

O wmi

() Performance Counters

QTP

(ssH

(O Packet Sniffing
® xFlow

(O PowerShell
(O Push Message Receiver

O PRTG Cloud

» Looking for mare sensor types? See our PRTG Sensor Hub.

10 Matching Sensor Types

Matching Sensor Types

IPFIX 2 IPFIX{Custom) ?  jFlowvs
Monitors a device using IPFIX
{customizable)

Menitors a device using IPFIX

I © O
NetFlow vd 2 NetFlowv3 (Custom) ?  sFlow
——

Monitors a device using NetFlow vi
{customizable)

Monitors a device using NetFlow v3

(10 +

Maniters a device using jFlow v5

Manitors a device using sFlow v5

2 jFlow v5 (Custom) ?

Menitors a device using jFlow v3
(customizable)

© um 0

N4 ?

sFlow (Custom) ?

Monitors a device using sFlow v3
(customizable)

NetFlow v5 2 NetFlow v5 (Custom) ?

Menitors a device using NetFlow v3
(customizable)

Manitors a device using NetFlow v3




Dlink 3620 sflow 5%

@ cnable sflow

@ create sflow analyzer server 1 owner NTPC timeout infinite collectoraddress

163.20.66.1472 collectorport 6343 maxdatagramsize 1400

@ create sflow flow sampler ports 1:1-24 analyzer server id 1 rate 1 tx_rate 1

maxheadersize 256

@ =:HH © 163.20.66.142 FE R A S prtgiserver ip




Top Talkers

v Sensor sFlow — Toplist Top Talkers

Sensor Overview || Print This Toplist

Top Talkers @ ‘ Tep CDnnentiuna@ ‘ Top Protocols ° ‘ session @ ‘

Start "8 Top Talkers 2021/11/24 75 08:00:00 - T 08:15:00 tteme: * 30
End =
= Pos Source IP Destination IP Bytes *
201124 1. [163.20.10.152] [163.20.10.140) 2782MB 1%
TS 081500 - TF 08:30:00 g\r
TFE0800:00 - 'F::F 081500 ré" 2. [1 63.20.10.1 53] [1 63.20.101 40] 2317 MB 9%
- ACAT AR o
4 07:45:00 - F4F 08:00.00 . ¥ 3, [163.20.10.150] [162.20.10.140) 224EME 0%
TS 073000 - T4 074500 K £
T2 074500 - TE 072000 " 4. [163.20.10.154] [163.20.10.140) 2086ME 8%
== gran- . 2
& 07:00:00 - T4 07:15:00 7 \ﬁ«‘ﬁ\ 5. [163.20.10.157] [163.20.10.140] 2001MB 8%
T 06:45:00 - TF 07.00:00 s
- 06:30:00 - 'F:F 06:45:00 "?0.;0.; 6. [1 63.20.10.1 56] [1 63.20.101 dﬂ] 1,5113 MB 6%
TE 061500 - T F 083000 li63 7. [163.20.10.147] [163.20.10.140) 1602ME 6%
T 06:00:00 - TF 06:1500 2010 16
T 05:45:00 - T 06:00:00 4. [163.20.10.149] [163.20.10.140] 14357 MB 6%
=E NS00 - A
05:30:00 - T4 054300 [163.20.10.155] [163.20.10.150] 9, [163.20.10.154] [163.20.10.140) 1155ME 4%
051500 - TF 0530:00
S 0500:00 - T4 051500 10. [163.20.10.159] [163.20.10.140) 1009ME 4%
TE NA-AST - - A0 .1
04:45:00 - TF 050000 pe 11, [163.20.10.153] [163.20.10.140) 1063ME 4%
T 04:30:00 - TF 044500
049500 - TF 0430:00 o ) iF) [163.20.10.142] [163.20.10.140) BBSME 3%
— - g
& 04:00:00 - 15: ‘ )
0400:00 - T 041500 o R 1, [163.20.10.150] [163.20.10.140) BOME 3%
TE 03:4500 - T4 0400:00 #
= 033000 - FE 034500 n§'9 5 ’ (3 18, [10.241.127.35] [163.20.10.201) WTME 3%
o k = G
& = o E 15, [163.20.10.151] [163.20.10.140) f7ZME 3%
§ 5 N
o 5 18, [163.28.38.13] [0.197.2.164) SI5SME 2%
s o
o

Other 4B3MB 2%



v Sensor sFlow — Toplist Top Connections

Sensor Overview || Print This Toplist

TOP Connections

Top Talkera @ Top Cnnnentiuna@ Top Protocels °

session

3

Start

End

2021/11/24

T4 08:15:00 - T4F 08:30:00
T 02:00:00 - T 08:15:00
T507:45:00 - T4 08:00:00
TS 07:30:00 - TF 074500
TE 071500 - TF 07:30:00
T 07:00:00 - T 071500
T5 06:45:00 - T4 07:00:00
T 06:30:00 - TF 06:45:00
T 06:15:00 - TF 06:30:00
T 06:00:00 - T 06:15:00
T505:45:00 - T4 06:00:00
T 05:30:00 - TF 054500
T 051500 - TF 05:30:00
T4 05:00:00 - T4 05:15:00
T5 04:45:00 - T 05:00:00
T 04:30:00 - TF 04:45:00
T 04:15:00 - TF 04:30:00
T 04:00:00 - T 041500
T503:45:00 - T4 04:00:00
TS 03:30:00 - TF 03:45:00

Top Connections 2021/11/24 75 08:15:00 - T 08:30:00 (Live Toplist, 83 % Complete)

i163.2|11n.15?1




Pos

20.

21.

22.

Source IP

[163.20.10.130]
[163.20.10.152]
[163.20.10.157]
[163.20.10.153]
[163.20.10.154]
[163.20.10.136]
[163.20.10.147]
[163.20.10.149]
[163.20.10.139]
[163.20.10.138]
[163.20.10.133]
[163.20.10.162]
[163.20.10.160]

[10.241.127.35]

[163.20.10.151]
[163.23.38.13]
[163.20.10.147]
[120.102.234.81)
[163.20.10.151]
[163.20.10.153]
[163.20.10.155]

[10.241.127.92]

Source Port

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

334

10000

10000

6921

334

443

10000

443

354

10000

354

6a21

Destination IP

[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.201]

[163.20.10.140]
[10.197.2.164]

[163.20.10.140]
[163.20.145.95]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.201]

Destination Port

63391

63874

63394

63393

63390

63883

63388

63513

63376

63392

63443

63314

63296

6910

63430

64372

63386

35021

634354

63387

63473

6310

Protocol

17

17

17

&

Bytes
2194 MB
2179 MB
2011 MB
1,846 MB
1,709 MB
1,306 MB
1,033 MB
1,039 MB
977 MB
937 MB
699 MB
694 MB
674 MB
637 MB
316 MB
303 MB
436 MB
291 MB
230 MB
216 MB
195 MB
138 MB

117 MB

[tems: ¥ 30

10%

10%

«1%

«1%

«1%

«1%



TOP Protocols

Sensor sFlow — Toplist Top Protocols

LENCIE T Print This Toplist
Top Talkers @ Tannnnentiuns@ Top Protocols ° session @

Start ! Top Protocols 2021/11/24 5 08:15:00 - T 08:30:00
End =] Pos Channel Bytes *
2021111724 1. Various 213 GB 96 %
T4 08:15:00 - T 08:30:00 % 2 WWW 762 MB 3%
T4 08:00:00 - T 08:15:00 4
g 3 Infrastructure 270MB 1%

TS 074500 - TE 02:00:00 % E
TE07:30:00 - T 07:45.00 0 4. NetBIOS 2410KE 1%
T&F 07:15:00 - T 07:30:00

¥ 5. Remate Contral 1,364 KB 1%
& 07:00:00 - T 07:15:00
T 06:45:00 - T4 07:00:00 Other 0 Byte 1%
T 06:30:00 - T 06:45:00

1to6ofb

TE06:15:00 - TF 06:30:00
T 06:00:00 - FF 06:15:00
TE 054500 - TF 06:00:00
TE0530:00 - TF 054500
TE 051500 - TF 05:30:00
TE05:00:00 - FF 051500
T 04:4500 - FF 03:00:00
TE 04:30:00 - TF 044500
TE 041500 - TF 04:30:00
TF04:00:00 - TF 041500
TF 034500 - TF 04:00:00
TE03:30:00 - TF 03:45:00

g
g



20.

21.

2Z.

23.

Source

[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20
[163.20

[163.20

edge-star-shv-01-1pel facebo..

[163.20
[163.20
[163.20
[163.20
[163.20
[163.20

[163.20

[163.20

I

.10.150]
.10.150]
.10.149]
.10.158]
.10.158]
.10.148]
10.147]
.10.147]
.10.157]
.10.157]
.10.153]
.10.153]
.10.156]

.10.136]

.10.152]
.10.155]
.10.152]
.10.155]
.10.159]
.10.159]
10.162]

10.162]

Source

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

443

10000

554

10000

534

10000

10000

10000

10000

Destination IF

[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[162.20.10.140]
[162.20.10.140]
[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[10.197.0.248]

[162.20.10.140]
[162.20.10.140]
[162.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]
[163.20.10.140]

[163.20.10.140]

Destination
Port

635291

63391

63313

63392

65392

65515

65332

653282

65204

65204

635393

63393

63833

63883

61112

63874

65445

63ET4

6354435

63376

63376

65514

65514

Frotocol

14

184

7\

Channel

Various
Various
Various
Warious
Waricus
Waricus
Warious
Warious
Various
Various
Various
Various
Warious
Waricus
Waricus
Warious
Various
Various
Various
Various
Warious
Waricus

Waricus

P

[163.20.10.150]
[163.20.10.140]
[163.20.10.149]
[163.20.10.158]
[163.20.10.140]
[163.20.10.140]
[163.20.10.147]
[163.20.10.140]
[163.20.10.157]
[163.20.10.140]
[163.20.10.153]
[163.20.10.140]
[163.20.10.156]
[163.20.10.140]
edge-star-shv-01-tpel facebo .
[163.20.10.152]
[163.20.10.155]
[163.20.10.140]
[163.20.10.140]
[163.20.10.159]
[163.20.10.140]
[163.20.10.162]

[163.20.10.140]

10000

635391

10000

10000

65392

65515

10000

65388

10000

63304

10000

63393

10000

638832

443

10000

554

63874

634435

10000

63378

10000

65514

Interface

27

26

27

27

27

27

27

23

27

25

27

27

27

26

27

Sender IP

[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204.241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204.241]
[163.20.204 241]
[163.20.206_249]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204 241]
[163.20.204.241]
[163.20.204 241]

[163.20.204.241]

Inbound
Interface

23

23

26

23

23

26

23

23

23

23

23

23

23

25

24

25

23

23

23

23

23

26

26

ImErmE ¢ 30

Qutbound Bytes
Interface

a7 120 W
7 104 W
a7 95 ME
a7 29 ME
27 26 ME
27 26 ME
27 20 ME
a7 79 ME
a7 75 ME
a7 T4 ME
7 TZME
a7 &9 ME
a7 &5 ME
27 64 ME
23 61 ME
a7 60 ME
a7 59 ME
a7 39 ME
7 34 ME
a7 52 ME
a7 1 ME
27 46 ME
27 37 ME
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@® 1 - PRTG APP &
® 2 PRTG ip

@ 3 - user name/password
® 4 - password random







IEEE 802.1p/802.1g Frame Tagging

The 32-bit field (VLAN Tag) in
the frame header that identifies
the frame as belonging to a
specific VLAN/priority.

DA SA Data| CRC

Regular frame (or untagged frame)

DA SA | Tagging Data | CRC

The Max. size of a Tagged
Ethernet Frame is 1522 Bytes

(1518+ 4 bytes tagging).

802. p tagged frame

8100 Priority |CFI VID

The frame without VLAN tag,
we call it as Untagged Frame
or Frame.

0 15 18 19 31

Priority (1p) has 3 bits, 0-7.
VLAN (1g) has 12 bits, 0-4095



802.1p/1lg Untagged Incoming Frame

@ Port 1] [Port2] [Portd . Tagged member
i AT ofVLAN 2

= N
CRC | Data | 54 | DA = 802 10 Switeh ¥
il i
Before Port ] |Fort 7] | ol &
.
" Untagged member
of VLAN 2

Assumed the PVID of port4 is 2 and default priority=0
The incoming untagged packet will be assigned to VLAN 2/priority=0
Port5 is tagged and port 7 is untagged egress member of VLAN 2

This packet will be forwarded to port5 and port7 with tagged and
untagged respectively.

Priority tagging (802.1p) follows the similar rule as 802.1q tagging.




.............................................. 802.1plj@ntagged-Inco.mjng-Eram.e_-------_--

The untagged
0 Tagged member acket is tagged
e T [Forty | postal [PtH oFVLAN 2 ZS it Ieaves%ge
= : o 7 switch through
; 80210 Switch 5 CRC*| D Tag | SA\ DA tagged port
|Port&| |Port 7| |Port 8] {*Recalculated) _—
of VLAN 2
| 16 bits | 3bits |1 bityl 12 bits |
Data .
After The VID is
SA related to PVID
Qubgoing fthe i .
untaggsd packet | | o Kiay of the incoming
(unchanged) Pricrity - User_priority port
; CFl - Canonical format indicator
The untagged packet | VID - WLAN idantifier
unchanged as it leaves th w0

untagged port




PYID = 2 Port1| |Port2| |Portd L_Eﬂﬁj”rgamhar
Tagged packdt \\\ - —
CRC | Dath | Tag ||5A | DA » E BO2.1C Switch E
Hafam PortB] |Port?] | Part @
Untagged member
of VLAN 2

Assumed tagged incoming packet having vid=2/priority=0
Port5 is a tagged and port 7 is an untagged egress member of VLAN 2
This packet will be forwarded to port5 and port7




22=00100010

PYID=2

[Port1| [Port2| |Port3]

802.1G Switch

|F'-:-r15|

[Port 6| |Port 7| [ Por &

of WLAN 2

The tagged packet
is stripped as it
leaves the switch
through untagged
port

Untagged mamhar/ CRC* | (*Recalculated)

| 16 bite | 3bite | 1bit| 12 bits |
Date

Outgoing

SA | untegged packst
changad

[ (tag removed)

s

The tagged packet

Tagged memser | F€Mains unchanged

of WLAMN 2

CRC | Data | Tag | =A | DA |::>

i e

[ =

B100 | Pricrity ViD=2

After
Hay
Friority - Usar_prioeity
iZF1 - Canonical format indicator
VID -WLAN identifier




802.i1pklg Tagging summary

Ingress (incoming frame):

@ If receiving untagged frame, add the tag into this frame with
VID=PVID and priority= 802.1p default priority

@ If receiving tagged frame, the VID /priority values are unchanged.

Inside the Switch (all frames are tagged)

@ For VLAN, based on the VID to lookup the VLAN table, and forward
frame to member ports of this VLAN.

@ For priority, based on the “Class of Service mapping” to process the
frame with associated priority Queue.

Egress (outgoing frame):
@ Untagged egress port: Remove the tagging.

@ Tagged Egress port: Un-change the tagging, so that the 1p/1q info
can be carried to next 802.1p/q aware switch.



Vlan /K& 5

ERKER - KEAE(K
Efband A KEEE 7 B ZE[R)
Re R BRI B REATZuntag

EFA/NKEPHERIRE EFtag




Vian5
163.20.66.0/24

Vian 10
10.231.56.0/24




PDU Information at Device: Multilayer SwitchQ

051 Model

etails

POU Formats

Outbound POU Details

Vlan tag

Ethernet 802.1g ~
0 4 3 Bytes
PREAMBLE: 101010..10 SF ~ DEST ADDR:0001 9638 B504 ~
D w W
|
SRC ADDR:0090. 2167 AA2D TPID:0x810 ™ TCLO=000a i i .
0 v - PDU Infarmation at Device: Switch0
DATA (VARIABLE LENGTH) OS1I Model Inbound POU Details Outbound PDU Details
PDU Formats
B
0 4 il Ethernet 802.1a
VER:4 HL DSCP:0=00 0 4 Bytes
PREAMBLE: 101010..10 5 M DEST ADDR:000D.BDSB.DD9G ~
F w w
1D 00008
SRC ADDR:0000.0CCS.5402 TPID:0x81 "~ § TCLOx0058 Type:0x1 a
00 v - v
TTL128 PRO:0=01
DATA (WARLABLE LENGTH) FCS:0x00000000
SRC
P
0 4 3 16 20 24
Dz VER:A HL DSCP:0x00 TL:A28
OPT:0x00000000 1D 00009 FLAGS: 0x0 FRAG OFFSET.0x000
DDATA M TTL: 126 PRO:0x01 CHKSUK
SRC IP:10.231.561
DST IP.8.8.8.8
OPT-0=00000000 PADDING: 000

Bits
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@ http://mis.ntpc.edu.tw

@ sk s

@ “HrEs s e

@ ER B Ipv4sriic
@ HER NI IpvO T
@ i EE R BT



http://mis.ntpc.edu.tw/

——
N\

Vian-—] VID | #48Eg-—- ( PPV Bs-
Mgt 1 10.226.56.254 2001:288:22xx:1::/64 %El%:'ﬁﬁ >101 L2,>201 AP
Wan 2 163.20.202.184/29 | 2001:288:2201::xx/124 | 9 ELEAHER
Lan 5 163.20.66.254/24 | 2001:288:22xx:5::/64 | {TEAB #z<i0 250

P o DSA-WAN IP
dsa_ wan |8 10.253.56.254/24 | 2001:288:22xx:8::/64 (10.253.56.1)
Intra-1 10 [10.231.56.254/24 | 2001:288:22xx:10::/64 | EINE=E
Intra-2 20 [10.241.56.254/24 |2001:288:22xx:20::/64 | I EBZ)=zE
Voice 25 110.243.56.0/24 2001:288:22xx:25::/64 | VolP

500 o0 BAME (IPER
Wlan 30 | 10.251.56.254/24 | 2001:288:22xx:30::/64 DSA-3600f5)
WPA2 35 |10.245.56.0/24 2001:288:22xx:35::/64 | #4ZWAP2
MAC 36 [10.247.56.0/24 2001:288:22xx:36::/64 | #H4EZMobile




. enable sflow

‘ create sflow analyzer_server 1 owner NTPC timeout infinite collectoraddress
163.20.66.142 collectorport 6343 maxdatagramsize 1400

‘ create sflow flow_sampler ports 1:1-24 analyzer_server_id 1 rate 1 tx_rate 1
maxheadersize 256

‘ delete sflow flow_sampler ports 1:1-24
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gllVlan

‘ DGS-3620
‘ create vlan lan tag 5

‘ DGS-1510
‘ configure terminal

‘ vlan 5

‘ name lan

‘ Cisco-3750X
‘ C3750X_CHT_F1-3(config)#vlan 5




—‘:‘}'[_/—‘—r

s Evlan_port Accesc port

DGS-3620
@ Config vlan lan add untagged 1

®
DGS-1510

@ configure terminal

@ interface ethernet 1/0/1

@ switchport hybrid native vlan 5

@ switchport hybrid allowed vlan untagged 5

o
Cisco-3750X

® C3750X_CHT_F1-3(config) interface TenGigabitEthernet1/1/1
® C3750X_CHT_F1-3(config) switchport mode access
® C3750X_CHT_F1-3(config) switchport access vlan 5




trunk port

DGS-3620
@ Config vlan default add untagged 1
@ Config vlan intra-1 add tagged 1
@ Config vlan intra-2 add tagged 1

DGS-1510
@ configure terminal
@ interface ethernet 1/0/1
@ switchport hybrid native vlan 1
@ switchport hybrid allowed vlan untagged 1
@ switchport hybrid allowed vlan tagged 10,20

Cisdo-3750X
@ interface TenGigabitEthernet1/1/1
@ switchport trunk encapsulation dotiq
@ switchport trunk allowed vlan 10,20
@ switchport mode trunk




DGS-3620
Sh arpentry

DGS-1510
Sh arp

Cisco-3750X

Sh arp

DGS-3620

mmand :

show

admin#sho

arpe

Dynamic

Dynamic




= Al o
E=lr
Drymamic
ODynamil
Dynamil

ERDC-L2—-02>=h mac—address—-table

MAC Address

C=1E-04-B&—C2—I Dynamic
IC-1E—-04-B&6—C3—1 Dyrnami o
S4-BE-0A-CE—39—-E0 Static

S4—-BE—-0RA—CE—"T7 Dy naml o
S54-BE-O0RA—-—CE—TH-1HA Dy namic

= |_I' =i |_I =1

Typa Forts

STATIC C P
STATIC P
STATIC PO
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WILAN MName Status Ports

1 defawl actiwe S11 0,22, S1A1L 023






-
""" ®Vian database o~

@ Vlan xx name LAN(Intra-1)

@ Configt

@ Interface vlan

@ interface fao/X

@ Switch port trunk encapsalution dot.1q
@ Switchport mode trunk (Access)

@ Switchport access vlan xx

@ Switchport trunk allow vlan xx,xx-xx

@ Ip add xx.xX.XX.XX XX.XX.XX.XX XX.XXX.XX.XX




IS ke SRR EG

@ 1.vlangEhdR BUE AR (S = 5 IR
@ 2.2 L3H &

@ 3. RS FIZEEGRIRETER -

@ 4.7 48 firewall 8L

@ 5.2 4gServerFarm# EL

@ =% LA G R

@ HUR & 4GNS




@ E177,8) - Teamviewer ~ anydeskZ#E#E5K
@ L HEEEFEGOVEL
@ Nslookup# DNSf#TZ 75 F5172.18.x.x not 61.60.X.

@ Ping cloud.ntpc.gov.tw doc2.ntpc.gov.tw

@ TracertFESHE L




R b 5

E5f:80723456----542 _LAZH]
@ Ping gateway

@ Ping wan

@ Ping firewall

@ Ping serverfarm

@ Ping gov

@ Ping nccu

@ Ping www.google.com

@ TracertiE g



http://www.google.com/

